Laboratory 3

CSCD 498 Information Warfare

System Identification

By John Powrie

Introduction

This lab falls under what the hacking world called “footprinting”. “footprinting” consists of finding out

What systems are on a network, what OS they are running, and what ports they have open. This gives the 

Hacker a good perspective on his or her network enviroment. The more information a hacker has about a system or network helps the hacker find exploits and vulnerabilities to implement in attacking  a computer network. The tool Nmap was used to find the computers in a network given a specified range. Nmap also can guess the OS of each computer in a network and which ports are open. This provides exellent information for the hacker to use to find which exploits can enable penetration of a system or network.

The OS guessing done by Nmap can decipher whether a computer is a server or not. This can be useful to hacker for obtaining an unauthorized state. 

Description

 ‘FootPrinting’ the subnet  and finding possible vulnerabilities takes several steps. The first step is to download Nmap and to run it on the specified subnet range. While running Nmap use the nessassary parameters to guess the OS and to show the ports that are open. After obainig the Nmap console output.

Look though it and research vulnerabilies for the different operating systems found on the hosts fount on the subnet. Also look at vulnerabilities for the open ports and correlate them to the operating system for a host on the subnet. The Nmap output will contain a guess of the computers operating system. If it is a server, note this and try to find some vulnerabilities. After doing all of these tasks, you should have enough information to penetrate one or more machines on a subnet.

Tools/Mechanisms

Nmap- network exploration tool and network scanner

Nmap is a very powerful tool that is used to provide information about a network and this systems it contains. It provides many differeant parameters pertaining to the type of scan, operating system detection, time out options, and the IP range. Nmap also has a GUI front end which makes scanning and footprinting a network quite trivial.

Process

Task 1) Map out what machines are on the subnet

This task is done by using Nmap. Nmap is a program which can scan the network for machines and obtain their information. By using this tool we are able to find vulnerable systems on a subnet.
Task 2) ID machines by operating system and IP number


In this lab we were given a range of IP numbers to scan using nmap. Nmap can take in a range of 


IP numbers as a parameter, making this very quick and easy. Nmap also has a parameter –O which


Will guess the operating system for each system scanned. By guessing the operating system we 


can figure out more about which vulnerabilities a system may have. 


Nmap’s output of  the lab subnet

Starting nmap 3.30 ( http://www.insecure.org/nmap/ ) at 2003-07-23 16:23 PDT

Warning:  OS detection will be MUCH less reliable because we did not find at least 1 open and 1 closed TCP port

All 1644 scanned ports on 146.187.116.0 are: closed

Too many fingerprints match this host to give specific OS details

Interesting ports on riverpoint.ewu-gw.ewu.edu (146.187.116.1):

(The 1640 ports scanned but not shown below are in state: closed)

Port       State       Service

7/tcp      open        echo

9/tcp      open        discard

13/tcp     open        daytime

19/tcp     open        chargen

Device type: router

Running: Cisco IOS 12.X

OS details: Cisco 801/1720 router running IOS 12.2.8

Interesting ports on sira3-h2.ewu.edu (146.187.116.3):

(The 1643 ports scanned but not shown below are in state: closed)

Port       State       Service

23/tcp     open        telnet

Device type: switch|terminal server

Running: HP VxWorks, Bay Networks embedded

OS details: VxWorks 5.3.x bases system (usually an ethernet hub or switch such as HP ProCurve) or Bay Networks MicroAnnex XL terminal server

Interesting ports on 146.187.116.10:

(The 1640 ports scanned but not shown below are in state: closed)

Port       State       Service

23/tcp     open        telnet

80/tcp     open        http

1506/tcp   open        utcd

1513/tcp   open        fujitsu-dtc

Device type: switch|terminal server

Running: HP VxWorks, Bay Networks embedded

OS details: VxWorks 5.3.x bases system (usually an ethernet hub or switch such as HP ProCurve) or Bay Networks MicroAnnex XL terminal server

Interesting ports on tux.ewu.edu (146.187.116.22):

(The 1642 ports scanned but not shown below are in state: closed)

Port       State       Service

22/tcp     open        ssh

111/tcp    open        sunrpc

Device type: general purpose

Running: Linux 2.4.X|2.5.X

OS details: Linux Kernel 2.4.0 - 2.5.20

Uptime 0.887 days (since Tue Jul 22 19:06:56 2003)

Interesting ports on galileo.ewu.edu (146.187.116.23):

(The 1643 ports scanned but not shown below are in state: closed)

Port       State       Service

139/tcp    open        netbios-ssn

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows NT 3.51 SP5, NT4 or 95/98/98SE, Microsoft Windows NT 4 SP3

Warning:  OS detection will be MUCH less reliable because we did not find at least 1 open and 1 closed TCP port

All 1644 scanned ports on 146.187.116.26 are: closed

Device type: printer

Running: HP embedded

OS details: HP printer w/JetDirect card, HP LaserJet 4000N Printer, HP pritner w/JetDirect J2556b card Firmware A.05.32, HP printer w/JetDirect J2556b card (firmware A.05.32), HP LaserJet 5

Warning:  OS detection will be MUCH less reliable because we did not find at least 1 open and 1 closed TCP port

All 1644 scanned ports on ps306.ewu.edu (146.187.116.27) are: closed

Device type: printer

Running: HP embedded

OS details: HP printer w/JetDirect card, HP LaserJet 4000N Printer, HP pritner w/JetDirect J2556b card Firmware A.05.32, HP printer w/JetDirect J2556b card (firmware A.05.32), HP LaserJet 5

Interesting ports on 146.187.116.28:

(The 1633 ports scanned but not shown below are in state: closed)

Port       State       Service

22/tcp     open        ssh

37/tcp     open        time

53/tcp     open        domain

111/tcp    open        sunrpc

723/tcp    open        unknown

867/tcp    open        unknown

873/tcp    open        rsync

1024/tcp   open        kdm

1026/tcp   open        LSA-or-nterm

3128/tcp   open        squid-http

5432/tcp   open        postgres

Device type: general purpose

Running: Linux 2.4.X|2.5.X

OS details: Linux Kernel 2.4.0 - 2.5.20

Uptime 104.496 days (since Thu Apr 10 04:30:49 2003)

Interesting ports on EWU24195.ewu.edu (146.187.116.29):

(The 1624 ports scanned but not shown below are in state: closed)

Port       State       Service

7/tcp      open        echo

9/tcp      open        discard

13/tcp     open        daytime

17/tcp     open        qotd

19/tcp     open        chargen

21/tcp     open        ftp

25/tcp     open        smtp

42/tcp     open        nameserver

80/tcp     open        http

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

443/tcp    open        https

445/tcp    open        microsoft-ds

1025/tcp   open        NFS-or-IIS

1029/tcp   open        ms-lsa

1032/tcp   open        iad3

1033/tcp   open        netinfo

3372/tcp   open        msdtc

3389/tcp   open        ms-term-serv

5631/tcp   open        pcanywheredata

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP, Microsoft Windows XP SP1

Warning:  OS detection will be MUCH less reliable because we did not find at least 1 open and 1 closed TCP port

Interesting ports on EWU73770.ewu.edu (146.187.116.31):

(The 1640 ports scanned but not shown below are in state: filtered)

Port       State       Service

22/tcp     open        ssh

80/tcp     open        http

443/tcp    open        https

8080/tcp   open        http-proxy

Device type: broadband router|general purpose

Running: Nokia embedded, Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Nokia M1122 DSL Router, Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP

Warning:  OS detection will be MUCH less reliable because we did not find at least 1 open and 1 closed TCP port

All 1644 scanned ports on 146.187.116.51 are: closed

Too many fingerprints match this host to give specific OS details

Interesting ports on 146.187.116.54:

(The 1641 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP, Microsoft Windows XP SP1

Interesting ports on 146.187.116.70:

(The 1624 ports scanned but not shown below are in state: closed)

Port       State       Service

7/tcp      open        echo

13/tcp     open        daytime

21/tcp     open        ftp

22/tcp     open        ssh

23/tcp     open        telnet

37/tcp     open        time

53/tcp     open        domain

79/tcp     open        finger

80/tcp     open        http

111/tcp    open        sunrpc

113/tcp    open        auth

139/tcp    open        netbios-ssn

199/tcp    open        smux

512/tcp    open        exec

513/tcp    open        login

514/tcp    open        shell

855/tcp    open        unknown

873/tcp    open        rsync

1241/tcp   open        msg

32770/tcp  open        sometimes-rpc3

Device type: general purpose

Running: Linux 2.4.X|2.5.X

OS details: Linux Kernel 2.4.0 - 2.5.20

Uptime 0.871 days (since Tue Jul 22 19:32:24 2003)

Interesting ports on 146.187.116.73:

(The 1638 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

1025/tcp   open        NFS-or-IIS

5000/tcp   open        UPnP

5101/tcp   open        admdog

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP

Interesting ports on 146.187.116.74:

(The 1643 ports scanned but not shown below are in state: closed)

Port       State       Service

23/tcp     open        telnet

Device type: switch|terminal server

Running: HP VxWorks, Bay Networks embedded

OS details: VxWorks 5.3.x bases system (usually an ethernet hub or switch such as HP ProCurve) or Bay Networks MicroAnnex XL terminal server

Interesting ports on 146.187.116.75:

(The 1635 ports scanned but not shown below are in state: closed)

Port       State       Service

25/tcp     open        smtp

80/tcp     open        http

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

443/tcp    open        https

445/tcp    open        microsoft-ds

1025/tcp   open        NFS-or-IIS

5000/tcp   open        UPnP

5101/tcp   open        admdog

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP, Microsoft Windows XP SP1

Interesting ports on 146.187.116.76:

(The 1641 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP

Warning:  OS detection will be MUCH less reliable because we did not find at least 1 open and 1 closed TCP port

All 1644 scanned ports on 146.187.116.79 are: filtered

Device type: general purpose

Running: Linux 2.4.X|2.5.X, Novell Netware 6.X

Too many fingerprints match this host to give specific OS details

Interesting ports on 146.187.116.80:

(The 1640 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

1025/tcp   open        NFS-or-IIS

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP, Microsoft Windows XP SP1

Interesting ports on 146.187.116.81:

(The 1641 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP

Interesting ports on 146.187.116.82:

(The 1643 ports scanned but not shown below are in state: closed)

Port       State       Service

23/tcp     open        telnet

Device type: switch|terminal server

Running: HP VxWorks, Bay Networks embedded

OS details: VxWorks 5.3.x bases system (usually an ethernet hub or switch such as HP ProCurve) or Bay Networks MicroAnnex XL terminal server

Interesting ports on 146.187.116.83:

(The 1641 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP

Interesting ports on 146.187.116.84:

(The 1641 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP, Microsoft Windows XP SP1

Interesting ports on 146.187.116.86:

(The 1641 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP, Microsoft Windows XP SP1

Interesting ports on 146.187.116.87:

(The 1642 ports scanned but not shown below are in state: closed)

Port       State       Service

22/tcp     open        ssh

111/tcp    open        sunrpc

Device type: general purpose

Running: Linux 2.4.X|2.5.X

OS details: Linux Kernel 2.4.0 - 2.5.20

Uptime 7.155 days (since Wed Jul 16 12:45:05 2003)

Interesting ports on 146.187.116.88:

(The 1643 ports scanned but not shown below are in state: closed)

Port       State       Service

6000/tcp   open        X11

Device type: general purpose

Running: Linux 2.4.X|2.5.X

OS details: Linux Kernel 2.4.0 - 2.5.20, Linux Kernel 2.4.18 - 2.5.70 (X86)

Interesting ports on 146.187.116.89:

(The 1643 ports scanned but not shown below are in state: closed)

Port       State       Service

6000/tcp   open        X11

Device type: general purpose

Running: Linux 2.4.X|2.5.X

OS details: Linux Kernel 2.4.0 - 2.5.20

Warning:  OS detection will be MUCH less reliable because we did not find at least 1 open and 1 closed TCP port

All 1644 scanned ports on 146.187.116.90 are: closed

Device type: general purpose

Running: Linux 2.4.X|2.5.X, Novell Netware 6.X

Too many fingerprints match this host to give specific OS details

Interesting ports on 146.187.116.91:

(The 1643 ports scanned but not shown below are in state: closed)

Port       State       Service

6000/tcp   open        X11

Device type: general purpose

Running: Linux 2.4.X|2.5.X

OS details: Linux Kernel 2.4.0 - 2.5.20, Linux Kernel 2.4.18 - 2.5.70 (X86)

Interesting ports on 146.187.116.92:

(The 1640 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

1025/tcp   open        NFS-or-IIS

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP, Microsoft Windows XP SP1

Interesting ports on 146.187.116.94:

(The 1641 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP

Interesting ports on 146.187.116.95:

(The 1640 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

1025/tcp   open        NFS-or-IIS

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP

Interesting ports on 146.187.116.96:

(The 1640 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

1025/tcp   open        NFS-or-IIS

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP

Interesting ports on 146.187.116.97:

(The 1641 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP, Microsoft Windows XP SP1

Interesting ports on 146.187.116.98:

(The 1641 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP

Interesting ports on 146.187.116.100:

(The 1643 ports scanned but not shown below are in state: closed)

Port       State       Service

6000/tcp   open        X11

Device type: general purpose

Running: Linux 2.4.X|2.5.X

OS details: Linux Kernel 2.4.0 - 2.5.20, Linux Kernel 2.4.18 - 2.5.70 (X86)

Interesting ports on 146.187.116.101:

(The 1643 ports scanned but not shown below are in state: closed)

Port       State       Service

6000/tcp   open        X11

Device type: general purpose

Running: Linux 2.4.X|2.5.X

OS details: Linux Kernel 2.4.0 - 2.5.20, Linux 2.5.25 - 2.5.70 or Gentoo 1.2 Linux 2.4.19 rc1-rc7)

Interesting ports on 146.187.116.102:

(The 1643 ports scanned but not shown below are in state: closed)

Port       State       Service

6000/tcp   open        X11

Device type: general purpose

Running: Linux 2.4.X|2.5.X

OS details: Linux Kernel 2.4.0 - 2.5.20, Linux Kernel 2.4.18 - 2.5.70 (X86)

Interesting ports on 146.187.116.103:

(The 1643 ports scanned but not shown below are in state: closed)

Port       State       Service

6000/tcp   open        X11

Device type: general purpose

Running: Linux 2.4.X|2.5.X

OS details: Linux Kernel 2.4.0 - 2.5.20, Linux Kernel 2.4.18 - 2.5.70 (X86)

Interesting ports on 146.187.116.104:

(The 1643 ports scanned but not shown below are in state: closed)

Port       State       Service

6000/tcp   open        X11

Device type: general purpose

Running: Linux 2.4.X|2.5.X

OS details: Linux Kernel 2.4.0 - 2.5.20, Linux Kernel 2.4.18 - 2.5.70 (X86)

Interesting ports on 146.187.116.105:

(The 1641 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP, Microsoft Windows XP SP1

Interesting ports on 146.187.116.106:

(The 1641 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP, Microsoft Windows XP SP1

Insufficient responses for TCP sequencing (3), OS detection may be less accurate

Interesting ports on 146.187.116.107:

(The 1641 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows NT 3.51 SP5, NT4 or 95/98/98SE, Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP, Microsoft Windows XP SP1

Interesting ports on 146.187.116.112:

(The 1640 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

1029/tcp   open        ms-lsa

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP

Interesting ports on 146.187.116.114:

(The 1640 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

1027/tcp   open        IIS

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP

Interesting ports on 146.187.116.115:

(The 1641 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP, Microsoft Windows XP SP1

Interesting ports on 146.187.116.116:

(The 1641 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP, Microsoft Windows XP SP1

Interesting ports on 146.187.116.117:

(The 1641 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP, Microsoft Windows XP SP1

Interesting ports on 146.187.116.118:

(The 1641 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP, Microsoft Windows XP SP1

Interesting ports on 146.187.116.119:

(The 1641 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP

Interesting ports on 146.187.116.123:

(The 1639 ports scanned but not shown below are in state: closed)

Port       State       Service

135/tcp    open        loc-srv

139/tcp    open        netbios-ssn

445/tcp    open        microsoft-ds

1025/tcp   open        NFS-or-IIS

5000/tcp   open        UPnP

Device type: general purpose

Running: Microsoft Windows 95/98/ME|NT/2K/XP

OS details: Microsoft Windows Millennium Edition (Me), Win 2000 profressional or Advanced Server, or WinXP

Host 146.187.116.255 seems to be a subnet broadcast address (returned 21 extra pings).  Still scanning it due to ping response from its own IP.

Warning:  OS detection will be MUCH less reliable because we did not find at least 1 open and 1 closed TCP port

All 1644 scanned ports on 146.187.116.255 are: closed

Too many fingerprints match this host to give specific OS details

Nmap run completed -- 256 IP addresses (53 hosts up) scanned in 407.074 seconds

Task 3) ID machines and figure out potential vulnerabilities

Most machines seem to be running Microsoft Windows Millennium Edition (Me), Win 2000 profressional, Advanced Server WinXP, Linux Kernel 2.4.0 - 2.5.20, and Linux Kernel 2.4.18 - 2.5.70.


Vulnerabilities for Microsoft Windows Millennium include


Incomplete TCP/IP Packet vulnerability-


This is a DOS exploit that is caused by sending a flood


of altered TCP/IP packets to a victim’s machine. This can


be invoked if the TCP port 139 is open on the victim’s machine.

The DOS includes temporary prevention of network resources on an affected computer from responding to clients requests.


The NetBios port 139-

A NetBios Session in TCP is used for windows file and printer sharing. All file and printer sharing runs on this port. If this port is open A hacker can sift though your hard drive.


Vulnerabilities for Microsoft Windows 2000 proffessional include

Task 4) Any machine having port 80 open, figure out what version of webserver they are using.

Data

Conclusion

