Laboratory #1

CSCD 498 

Information Warfare

ARP Spoofing

John Powrie

Introduction

ARP (Address Resolution Protocol) can be used to perform a "man in the middle attack". By performing this attack, a user can be able to "sniff" or receive TCP packets from another computer on a network. This lab is to be demonstrated to the lab assistants and to be signed upon completion. ARP Spoofing can be used to access information designated to another computer on the network.

Description

The lab will consist of three computers and a switch. Computer A will be located behind the switch.  Computers B and C will be located on the other side of the switch. Incoming/Outgoing information is partitioned by the switch between computers B and C. ARP Spoofing will allow computer A and computer B to have the same MAC address (Media Access Control).
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MAC Addresses

A computer is attached to a network by an IP and MAC address. The MAC address identifies each computer in a network. The MAC is used with the Ethernet to create frames to send packets across the network. The IP address is used by applications. By spoofing the MAC address, the packets must be redirected to the computer that holds the spoofed address.  

The Ethernet uses the MAC address, not the IP address. The Data Link Protocol links the MAC address to the IP address. This is accomplished by looking into the ARP cache. To ARP Spoof, or in other words, to read network traffic, a user must spoof the gateway of the network.  Using arpspoof from the DSniff Suite does this. Before you spoof the gateway (computer A), your computer (computer C) should be redirecting packets to computer A that are being sent from computer B. This will make your computer behave like a router, and you will be successfully spoofing! 

ACK/SYN Packets

In TCP there is a three-way handshake.  When a client wants to connect to a server, it sends a SYN packet. The client is telling the server its ISN and other initial information needed to set up the transmission of data. The server will respond to the client’s ISN with its own ISN and an acknowledgement of the client’s ISN (the ACK packet). When the client receives this from the server, it sends back an ACK packet to acknowledge the server’s ACK/SYN packet. After all of this, data may be transferred between the two computers.

ARP 

The ARP (Address Resolution Protocol) is the binding between the MAC address and the IP address. ARP contains two main message types: request and reply. The request contains an IP address and asks for a matching hardware address. The reply contains the request IP, request hardware address, and the reply IP and its hardware address.

An ARP request is broadcasted throughout the network. Each computer examines the IP address. The computer matching the IP address sends a response back to the requesting computer. All of the other computers do not respond with a reply. The computer sending a request message does not know the hardware address of the computer it is sending to; it only knows the IP address.

Each ARP transmission takes three data packets, rendering it quite inefficient. To resolve this, a small table of ARP bindings is created in a cache. When the table has reached its maximum in allocated space, the oldest address binding is removed. Also, each address binding is given a time limit in the table. If the binding has remained idle past the given time limit, it is removed from the table.

We already know that an ARP request gets the binding for the hardware address and the IP address.  Upon a broadcasted request, the designated computer will cache the binding from the request message after sending a response. The probability is high that the computer sending a request will be sending a reply. This helps ARP obtain further optimization.

Tools/Mechanisms 

Dsniff

Dsniff is an excellent packet capture tool for UNIX. It has also been ported to Windows. However, the Windows version does not contain all of the Dsniff tools. In the Windows ported version of Dsniff, arpspoof is not included. In the original UNIX version, arpspoof is included. Arpspoof can be used to redirect outgoing information to be sent to computer C rather then the gateway computer.

Fragrouter

Fragrouter is a tool used for redirecting IP data transfer. In this case we will use it for IP forwarding. IP forwarding can be invoked by using the –B1 parameter. This will redirect the information traffic from computer B to computer A after it has been captured by computer C. 

Macwatch

Macwatch takes an IP as its parameter and watches the ARP cache for that IP. This will be useful in deciphering whether the MAC address has been spoofed for the designated IP. It is a small program, written in C, and used on the UNIX platform.

Ethereal

Ethereal is a network protocol analyzer for Windows and UNIX. It provides the ability to look at the information about packets received on a TCP network connection. This information includes when they were received, the source of the packet, the destination of the packet, the protocol of the packet, and the info/description of what the packet is and why it was sent.

Process

1) Finding the target/gateway computer (Footprinting).
This will be done by pinging the desired systems’ IP’s to find which computers exist on the network. Nmap and fping are two tools used to find the computers in the network.

2) Route the outgoing packets to computer B.
This has to be done to make sure the network continues to function. If the packets are not sent to the computer that should be exclusively holding the MAC address, then the user on computer B will not obtain packets from the gateway. Computer C should send the packets back to the gateway (like a router) and analyze them (sniff).

3)   Run Ethereal to capture incoming packets.
This will capture the ARP requests and replies. The SYN, ACK, and SYN/ACK packets are specified within the format of the information output from Ethereal. 

4)   Compile and run macwatch.c to get information on the MAC address.
Macwatch is a tool that watches the MAC Cache at a certain IP address. This will be helpful to decipher whether ARP spoofing is happening because it displays the MAC address for the specified IP address every 2 seconds.

5)   Spoof the MAC address of computer B using arpspoof from the Dsniff Suite.

I originally spoofed my computer’s MAC address at home (on an XP network) using a Windows ported version of arpspoof. The Dsniff suite does not include a version of arpspoof or arpredirect (ughh). So I searched the web using Google until I found a ported version of arpspoof itself. Just downloading the binary made me nervous, but I couldn’t find a source code version for Windows.

In Linux, after using fragroute to provide IP forwarding, we can redirect the traffic between computer B and computer A ( the gateway) to go to computer C (your computer). This will allow you to sniff on all of the information flowing from computer B to computer A. By intercepting information outbound from computer B to the gateway and IP-forwarding the network traffic to the gateway, computer C will act like a router. A router, however, does not have a console to allow a user to analyze the information that is passing by.

6)  Confirm with macwatch and Ethereal ARP Spoofing has taken place.

By looking at the MAC address in macwatch for a designated IP and examining the data from Ethereal, you should have completed a “man in the middle attack.” You have intercepted outgoing information from computer B by spoofing the gateway’s MAC address and fooled computer B into sending information to computer C, which was routed to the gateway.

Data

Obtained by Ethereal.

ARP Request Forced by Ping Command
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ARP Request Captured by Ethereal 

Notice that the request is an ARP broadcast. A computer then replies to the broadcast with an IP matching the requested IP.

Note: The ARP broadcast request is highlighted in the Ethereal screen capture.
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The ARP Broadcast Reply from the Computer on the Network with IP 192.268.1.101
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Another ARP Broadcast for IP 192.168.1.1
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ARP Reply from Computer with IP 192.268.1.1
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Conclusion

By using ARP messages and the ARP cache, a computer on a network can examine information which it may not be authorized. This puts the user in an unauthorized state and deems the network compromised. The amount of skill involved with invoking a “man in the middle” attack while using ARP spoofing is moderate. However, tools such as Dsniff and fragrouter make ARP spoofing easier. Tools such as Ethereal helped develop a deeper understanding of ARP protocols. Ethereal provides a useful GUI to understand how ARP messages work.
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