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KEYWORDS focus of this paper is on combating cellular terminal fraud.
One of the most common forms of cellular terminal fraud
cellular telecommunications, wireless, communicationis the duplication of a valid mobile subscritseMobile

networks, authentication, simulation, 1S-41 Identification Number (MIN) and Electronic Serial Num-
ber (ESN). Subsequentlyhis allows cloned mobiles to
ABSTRACT make calls that are chyged to the valid mobile subscriber

Mobile hijacking is another common form of cellular ter-
Cellular fraud is recognized as one of the most signifminal fraud. By monitoring a weak on-air signal of a valid
icant problems facing the cellular industry todélge Cel- mobile, the call can be “hijacked” by overpowering the
lular Telecommunications Industry Association (CTIA) legitimate mobiles signal and use three-way calling to
cites that losses in the United States as a result of cellulptace a fraudulent call. Authentication is arfeefive
fraud aggregated to nearly $1.5 million per day in 1994mechanism to combat cellular terminal fraud.
Authentication is an &fctive mechanism to combat this
problem. North American Cellular Interim Standard 41Authentication
Revision C (I1S-41C) defines the ir®rstem protocol for
authentication and introduces a new network node called Authentication is the process by which information is
an Authentication Center (AC). An Authentication Centerexchanged between a mobile station and the entity per-
Simulator ACSim, was developed to test the authenticaforming the authentication for the explicit purpose of con-
tion functionality of Nortel cellular switch. The opera- firming the identity of the mobile. Its objective is to
tions of ACSim are fully controllable and provide a protect a cellular telecommunications network from unau-
flexible environment to test a wide variety of scenariosthorized users, thereby ensuring only valid mobile sub-
many of which are extremely @ifult to test with an actual scribers are granted access to network services.
AC.
CELLULAR TELECOMMUNICATIONS
INTRODUCTION
Network Nodes
Cellular Fraud
North American Cellular Interim Standard 41 Revi-
Cellular fraud is a tremendous problem for cellularsion C (IS-41C) defines the network nodes in a cellular
providers and customers. The Cellula¥leCommunica- telecommunications network. The nodes are shown in Fig-
tions Industry Association (CTIA) cites that losses in theure 1.
United States as a result of cellular fraud aggregated to
nearly $548 million, or $1.5 million per day 1994; the M obile Switching Center (M SC) The MSC is a node
1995 loss is estimated at over $650 million (Jepson 1996). in the network that is responsible for activities such as
Cellular fraud can be divided into several categories; the call processing, cellular switching, and mobility man-



agement. MSC is the standard term for a cellulaiTelephone eXchange) integrates the VLR with the MSC;
switch. optionally, the HLR and the AC can be integrated, as well.

Home Location Register (HLR) The HLR is a node Authentication Network M essaging
in the network in which a mobile subscriteemain
database entry resides. Information in the HLR  Authentication uses secret keys, encryption algo-
includes the mobile subscriber profile and the rithms, and the concept of “challenges” to authenticate
mobile’s current location. The HLR is essentially a mobile accesses (Crowe 1996). The secret key should only
database; it can serve multiple MSC/VLRs. be known by the mobile and the AC; it is used with other
data including the Mobile Identification Number (MIN),

Visiting Location Register (VLR) The VLR is a Electronic Serial Number (ESN), and a random number to
node in the network used by MSCs to hold profile andnitiate the Cellular Authentication andie Encryption
location information for mobile subscribers currently (CAVE) algorithm. The concept of challenges refers to the
being serviced by those MSCs. This information isselection of a random number and the execution of the
required for the purpose of call origination and deliv-CAVE algorithm by the mobile and the AC or VLR. The
ery. The VLR is essentially a local cache of HLR results must match in order for service to be provided.
database entries.

The CA/E algorithm is made secure because it is
Authentication Center (AC) North American Cellu- based on two secret keys. Each mobile has an A-Key
lar Interim Standard 41 Revision C (1S-41C) defineswhich is known only by the AC and itself. The second key
the intersystem protocol for authentication and intro- is known as Shared Secret Data (SSD). The SSD is gener-
duces a new network node called an Authenticatiorated by both the AC and the mobile; it can be transmitted
Center (AC). The AC maintains perobile and sys- around IS-41C networks and can be changed at any time.
tem-wide authentication-related information, authen-A cloned mobile with the correct A-Kebut not the SSD,
ticates requests sent from MSCs, and initiatesan not respond correctly to challenges and is denied ser-
authentication-related operations for mobiles. Thevice. A cloned mobile with the correct SSD, but not the A-
HLR is the only entity in the network that is con- Key, can make calls until the SSD is updated. A cloned
nected to the AC. The AC can choose to share certaimobile with the correct A-Key and SSD can be eliminated
pieces of information with each VLR in its system, by an automatic SSD update or having a new A-Key pro-

thereby allowing basic authentication services to bggrammed into the valid mobile (Crowe 1996).

performed locally in VLRs.

IS-41C 1S-41C I1S-41C

MSC

AC - Authentication Center
HLR - Home Location Register
VLR - Visiting Location Register
MSC - Mobile Switching Center
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Figure 1 - Nodes in a CellularlEcommunications Net-
work

The nodes are depicted in Figure 1 as separate enti-
ties, and the industry views them as such. However

Nortel's DMS-MTX (Digital Multiplex System - Mobile

Authentication On Origination Authentication on
origination is important to prevent fraudulent calls.
When a particular cef’ control channel information
denotes that authentication is required, the mobile
generates AUTHR by running the €B algorithm
using the MIN, ESN, SSD, dialed digits, and a ran-
dom number (RAND). This result is sent in an origi-
nation request message to the base station. The AC or
VLR performs the same computation, generates
AUTHR, and compares the two results. Call setup
proceeds in parallel with authentication and is not
delayed by the authentication process; the call is taken
down if the AUTHR values do not match. For a picto-
rial representation of the network message flow for
authentication on origination, please refer to Figure 3
at the end of this papefhis example illustrates an
AUTHR mismatch.

Authentication On Registration Authentication on
initial registration in a serving MSC is important



because it prevents location updates in the HLR dutully controllable and provide a flexible environment to

to fraudulent mobiles’ registration attempts. Thistest a wide variety of scenarios, many of which are
ensures that the HLR always contains the correatxtremely dificult to test with an actual AC.

location of valid authentication-capable mobiles, thus

improving the probability of reaching these mobiles Users of ACSim develop test case processes that state
when a call termination is attempted. Authenticationthe sequence of authentication messages sent between the
on registration is very similar to that of origination. If DMS-MTX switch and the virtual AC. This gives the user
the AUTHR values generated by the mobile and theeomplete control over the virtual AC in testing authentica-
AC match, then the mobile is registered in the HLR. tion scenarios.

Authentication On Flash Authentication on flash is Components

used to combat mobile hijacking. Even though the

basic concept is the same, the process of authentica- The ACSim architecture consists of both hardware

tion on flash is slightly diérent because the mobile is and software components; see Figure 2. The T1 Link Man-

already on a voice channel. The mobile is challengedger and 1S-41C Message Server components of ACSim

with a random number (RANDU) and computeswere developed on the D€ platform designed by Cata-

AUTHU using the CAXE algorithm. This result is pult Corporation; it runs on a SUN Sparc workstation. The

sent back to the serving MSC and the same comput&atapult Corporation software provides the CCS7 MTP

tion is performed in the AC or VLR. Calls are taken SCCR TCAP and 1S-41C protocol stack. ACSim is built

down if the AUTHU values do not match. For a picto-around DCTS software which allows applications to be

rial representation of the network message flow foibuilt by linking in C code. The user interface to ACSim

authentication on flash, please refer to Figure 4 at theonsists of several components; all components were

end of this paper developed in the HP-UX environment. A description of
each component is discussed in the following sections.

Authentication On Termination Authentication on

termination ensures that calls are only terminated to ]

valid mobiles. The process is very similar to authenti- ACSm

cation on origination.

CATAPULT |
| T1

SSD Update Process The SSD update processI DCT-S 1S-41C Connection

updates the SSD that is associated with each mobilé ] Message
It is generated and updated at periodic intervals. Theé %r%lér Server
SSD update operation is always initiated by the AC. If|

the SSD is shared with the VLR, the SSD is relatively,
less secure compared to A-kélherefore, periodic Ii

UNIX DMSMTX

SSD updates are necessary to limit the worth of SS
Sockets

cloning. The SSD update process is a lengthy an
computation-intensive process; it is designed o Y v - -
ensure that the SSD in the mobile and the AC are it HP-UX

|
I
synchronization with each othefhe network mes- | TTE |
sage flow for an SSD update process on origination ig |
shown in Figure 5 at the end of this paper | ACMaint Test Case Procesg| TDUI |
AUTHENTICATION CENTER SIMULATOR ! _______ !
wcsmy T/ -0 - - -
Description Figure 2 - Components of the Authentication Center Sim-

ulator (ACSim)
The Authentication Center Simulator (ACSim) was
developed to test the authentication functionality of  ACMaint and T1 Link Manager Processes The T1
Nortel's DMS-MTX switch. The operations of ACSim are Link Manager process starts and stops 1S-41C Mes-



sage Servers for DMS-MTX switches upon request by
a user running the ACMaint tool. Only one Message
Server can be running per DMS-MTX switch under
test. The ACMaint tool is a simple UNIX command-
line tool with start, stop, reset, test and Kill as its sole
commands. A messaging interface specification that
utilizes UNIX sockets was built for communication
between ACMaint and the T1 Link Manager

Test Tool Framework (TTF) The Test ol Frame-
work is a proprietary object-oriented test platform that
allows C++ test case processes to utilizdedst
hardware as test devices through instantiation of C++
objects. For the Authentication Center Simulatbe
ACSim class was developed for creation of authenti-
cation message objects; the test device is the-BCT
which facilitates 1S-41C messaging over a T1 inter-
face between the I1S-41C Message Server and the
DMS-MTX switch. Communication is accomplished
through UNIX sockets.

Test Driver User Interface (TDUI) The Test Driver

User Interface is a UNIX utility used to run test case
processes in the TTF environment. It allows execution
of packages of test case processes, monitoring of test
case processes at run-time, and recording of test case
process run-time information for analysis by the user

Test Case Process A test case process is an executing
C++ program that is built using the ACSim and TTF

process. The 1S-41C Message Server records all of the
messaging over the T1 link and sends it back to the
test case process when the connection to the Message
Server is released at the end of execution.

When the Message Server receives a request
from the test case process to send a message to the
DMS-MTX switch, it decodes the type of message
and all of the parameters. It then constructs an IS-41C
message via DGB¥ facilities which sends the mes-
sage down the protocol stack and out over the T1 con-
nection to the DMS-MTX switch. The message
begins at the DGB TCAP level, then to the SCCP
level, and so forth, until the message is physically
packaged by MTP and shipped over the T1 link to the
DMS-MTX switch.

Messages are also received through the 1S-41C
Message ServeiThe message serydrowevey only
waits a specified amount of time before terminating
the test case process. When a message is received, the
IS-41C Message Server has the capability to check
the parameters in the message against the expected set
of parameters indicated by the test case process. An
indication is made as to which parameters, if, any
not match. In addition, the developer of the test case
process may specify that any value is acceptable for a
parameter in an incoming message or that certain
parameter values must be empty

class definitions. The ACSim class has methods tha8ENERIC ACSim TEST CASE PROCESS
allow for the creation of 1S-41C authentication mes-(AuthGen)

sages, setting and retrieval of individual message

parameters, and sending and receiving of messag&sescription

between the DMS-MTX switch and the virtual AC.
By using the ACSim class and its methods, the user

ACSim is a configurable environment where pre-writ-

controls the virtual AC at run time. Messages are serten test case processes are executed which control the
between the DMS-MTX switch and the test case profunctionality of the virtual AC. AuthGen is a “generic”

cess using the 1S-41C Message SerVie facility to

ACSim test case process that was developed for use with

actually send and receive messages is transparent ACSim to eliminate the need for several specific test case

the developer of the test case process.

processes.

IS-41C Message Server The IS-41C Message Server Usage

handles run-time requests from the test case process
running on the virtual AC to send and receive authen-
tication messages to/from the DMS-MTX switch.

The user defines a scenario and processing to be per-

formed by the virtual AC using a sequence of keywords.

messaging interface specification that utilizes UNIXThese keywords allow the user to specify the sequence of
sockets was built for communication between the tesihcoming and outgoing network messages and associated
case process and the 1S-41C Message Selver  parameters to be included in each messaggeTl details
socket connection to the IS-41C Message Server ithe acceptable parameters for each authentication mes-
reserved during the entire execution of the test casgage; @ble 2 provides an explanation of each parameter



Table 1: AuthGen Parameters

Table 2: AuthGen Parameter Explanations

Parameter Explanation

Message Valid Parameters

authreq <sysacc> <ignore, auto, demossd, uc,
ssd, ssdus, ssduns, delaterr>

afreport | <ignore, auto, denyossd, uc, ssd, ssdu
ssduns, delayeterr>

asreport | <ssduop | ucop> <ignore, auto, deny
nossd, uc, ssd, ssdus, ssduns, delay
reterr>

bschall <ignore, delayreterr>

authdir <min> <denyuc, nossd, ssd, ssdus,

ssduns>

Table 2: AuthGen Parameter Explanations

Parameter

Explanation

ssduop Expect the result for a SSD update opera-

tion
delay Delay the response message by 8 secgnds
reterr Send a return error response message With
‘System Failure’ indication
min Mobile Identification Number
Examples

Table 3 lists some example AuthGen sequences used
to test various authentication scenarios. The list is by no
means complete, but it does show the flexibility of the
AuthGen test case process.

Table 3: AuthGen Sequence Examples

Authentication Scenario Sequence
sysacc | System access (orig, reg, flash, or unspec- | A thenticate a registration authreq-reg-auto
ified) access
ignore Ignore the incoming message; donotsand | aythenticate an origina- | authreq-orig-auto-ssd
aresponse message tion access and share the
auto Deny access if an authentication failurelis | SSP in the response
detected. Otherwise, allow access. Force a call take-down for| authreg-flash-uc-asre-
deny Force deny access in the response a flash access port-ucop-deny
uc Initiate a unique challenge by including Perform a SSD update | authreq-orig-ssduns-
unique challenge parameters upon origination access bschall-asreport-ssduop
(with the AC not sharing | auto
nossd Include the NOSSD parameter to revoke the SSD with the VLR)
the SSD from the VLR -
Force sending a return authreqg-reg-reterr
ssd Share the SSD with the VLR error message to the VLR
ssdus Initiate a SSD update by including the Verify call take-down after| authreq-orig-delay-
parameters RANDSSD and SSD inter-system handéf delay-deny
ssduns Initiate a SSD update by including the Verify message time-out | authreq-orig-ignore
parameters RANDSSD, RANDU, and handler in the MSC/VLR
AUTHU X X
Revoke the SSD in the authdir5551231234-
ucop Expect the result for a unique challenge VLR for a mobile nossd

operation
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