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A Review of My School’s AUP

     The use of the internet in our schools is growing at an amazing rate.  There are so 

many reasons to give more students and teachers access to this huge resource, but at the 
same time it becomes a greater challenge to limit the abuse and protect the children from 
unwanted exposure.  With that in mind, schools have started producing a document called 
an “Acceptable Use Policy” in which the proper use of the computer environment, 
including the internet, is defined.  This document needs to address all issues surrounding 
computer use, satisfy any parent’s concerns about the type of things a student could 
access and protect the school’s investment in technology, while trying not to limit the 
contribution to education.  Schools seem to each have different ideas of how to 
accomplish this.  In some cases, filters were used to limit access based on website 
content, causing a fear that valuable material would also be filtered out.  In others, issues 
like confusing rules with many interpretations, concern over censorship, administrator 
control and ownership of responsibilities were all approached in different ways.  To help 
out in understanding the issues, the IETF (the development arm of the internet) created 
a set of guidelines called RFC1578 to provide some clarity.   It identifies potential issues 
and problems that should be considered when creating an AUP, like encouraging the 
school to control times of use, teaching ethics and establishing rules and guidelines.
     The school that I work in has a fairly brief AUP which must be read and signed by all 

students and staff before they are allowed to use the computer environment.  The first 

part is an introduction which outlines the “Mission Statement” for the school’s use of 
computers (adding to the educational experience) and explains the system administrator’s 
role (to maintain, monitor and protect students).  It also points out that the students and 
“Parent/Guardians” have responsibilities in this area and that the signatures are an 
acknowledgement of that.  I think this part was done well because in a short section the 
focus and responsibilities have been laid out in a way that people won’t be intimidated to 
read.  There is, though, a statement that this document is “legally binding” which I think 
would be very difficult to enforce.
     The next section covers Information Content and Uses of the Systems.  The part 
covering the Systems is straightforward, indicating that no one may change settings on 
the computers without facing disciplinary measures (covered in the handbook).  The 
problem here is that, since our students do not have individual logins, it’s very hard to 
determine who may have made such a change without catching them in the act.  I have 
been in that position where it was thought one of my students was guilty, but it turned out 
it occurred in the previous class.  The portion which covers Content is not stated too 
well.  It begins by saying a user cannot publish inappropriate information and advertising 
on the system (good start) but it follows it by saying “without the approval of the system 
administrator” which infers it’s OK under certain circumstances even though, in reality, 
it’s not and is ONLY referring to the advertising.  It does, though, encourage users to 
report infractions and to let the administration handle them.
     UseNet Sites and Message Boards are then discussed.  In this discussion, it identifies 
the system administrator as the person who determines if the content of one of those 
resources is appropriate.  Underlying that theme is the idea that it also carries to the 
actual websites that are accessible.  Someone does have to be in the position of making 
that decision, but it should be more of a group decision (ie. Administration, Board of Ed)

since interpretation and 1st Amendment rights could come into play here.  It does clearly 

state that a violation would result in usage termination.
     The inclusion of the next section is a little peculiar.  It covers E-mail and Interactive 

Communication (Chat) in great detail, with the penalties, but the students do not have 
access to these things within the school and chat is blocked.  At first I wouldn’t have 
thought we would need this but I’m now thinking that there are two reasons for it’s 
inclusion.  One is to cover staff abuse (we’ve only talked about the students, so far, but 
the staff is monitored, too) which should be taken into consideration.  The other would be 
if inappropriate or threatening e-mail is received from a private account into the school 
e-mail system, then it would have to be dealt with on that level.  The document very 
clearly (and justifiably) states that the repercussions for these type of infractions would 
not only include school discipline, but would also subject the violator to actions from 
local, state and federal authorities.
     The remaining sections cover Disk Usage and File Retention (amount of space and 

length of retention), Security Issues (encouraging students to report security risks like 
back doors and not introducing others to it) and File Downloading (which states nothing 
gets downloaded without approval of the sys admin).  It’s interesting that none of these 
list a penalty for non-conformance, leaving the motivation undefined (either positive or 

negative).
     In closing, our AUP covers the major points, but falls short on the inconsistencies that 

I’ve listed.  It would also be in the interest of the school to follow the advice in RFC1578 

and teach more of the ethics required for using this environment responsibly.  
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