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There has been ongoing controversy over the accuracy of electronic voting systems.  Recent attention has been focused on the election equipment being purchased by the state of Maryland from Diebold Election Systems Inc.  Things that have been put into question due to this recent purchase are the accuracy and integrity of the election due to the business practices of Diebold and the technological limitations of their system, the AccuVote-TS system.  .  This paper will detail the background information about the AccuVote Touch-Screen system, produced by Diebold, and focus on legal arguments surrounding this system.  Finally, it will offer possible solutions to the legal questions that arise from use of the Diebold system.

After the 2000 Presidential election many states chose to update their voting machines and move from a paper-based ballot to an electronic format.  In striving to update their paper-based ballot system to an electronic format, the Maryland State Board of Elections decided to make use of the Help America Vote Act of 2002 (HAVA)
, which provided approximately $4 billion to help defer some of the costs of improving voting and tallying machinery nationwide.  Helen Koss, Chair of the Maryland State Board of Elections, stated in a press release:

“The new system will project Maryland into the 21st century.  By replacing the oldest voting systems in the State, we will be eliminating overvotes, chads, dimples and disparities at the polling place.  In addition, we will be making voting more accessible for all of our citizens with this new, state-of-the-art voting system.”

To select what company Maryland would buy the equipment from there was a bidding process
 and at the conclusion Diebold Election Systems Inc. was selected to supply the state of Maryland with the AccuVote-TS.
  Upon announcing the selection of the Diebold AccuVote-TS system the State Board of Elections described it as an interactive touch-screen system.
  The AccuVote allow voters to view and cast their votes by first touching target areas on electronically generated ballots.  These votes are then directly recorded on the voting machine and stored on a memory card.

With this technology, one machine can translate the ballot into 8 languages
, store an innumerable number of votes
, be fully handicap accessible
, and ensure that there is no over-voting
 or accidental under-voting.
  This can all be done while providing for the security, anonymity and accuracy of a vote count.
  These machines however are not all that they claim to be.  They appear to be more detrimental to the voting process than they are helpful
 and may even be unable to satisfy the election code of Maryland

Background Information


Much of the debate surrounding voting and tabulating systems came to be a public concern because of the 2000 Presidential election.  In the Supreme Court case of Bush v. Gore
 the Court noted that:

“The closeness of this election, and the multitude of legal challenges which have followed in its wake, have brought into sharp focus a common, if heretofore unnoticed, phenomenon.  Nationwide statistics reveal that an estimated 2% of ballots cast do not register a vote for President…”

In the 2000 contest this translated to millions of votes not being counted due to the limitations of the voting apparatus available to citizens and their level of understanding of the machinery.  As a result of this experience the Help America Vote Act of 2002 was passed.
  This federal act provided funds to state and local election boards for activities to improve administration of elections.
  The statute states: 

“A State shall use the funds provided under this section to carry out one or more of the following activities….improving, acquiring, leasing, modifying, or replacing voting systems and technology and methods for casting and counting votes.”

With this one-time influx of funds, the Maryland State Board of Elections selected what they considered to be the most technologically advanced possibility for voting
 and selected the Diebold AccuVote Touch-Screen system.
  The Special Committee on Voting Systems and Election Procedures in Maryland was established by Maryland Governor Parris Glendenning.  In a report released February 2001 they recommended a Direct Recording Electronic voting system, a system like the Diebold AccuVote-TS:

“In formulating its recommendations, the Special Committee has been guided not only by the efficiency of the voting system but also by the ability of the voting system to accommodate complex ballots, handle multiple languages, be fully accessible to all voters and be adaptable to the future needs and expectations of the voters.  The Special Committee prefers a Direct Recording Electronic voting system for the polling place and an optical scan voting system for absentee ballots.”

Shortly after this report was released Maryland Governor Robert Ehrlich was elected and chose to seek HAVA funds to pay for the recommendations of this report.  The $55.6 million contract, the largest ever
, to update Maryland’s election machinery was awarded to Diebold for their AccuVote-TS system, in July of 2003.
 

Upon Maryland’s announcement of its decision to purchase the Diebold AccuVote-TS system, Aviel Rubin
, a highly respected computer scientist who is widely regarded as one of “the best minds in the computer-security world”
 and is a professor at Johns Hopkins University, made public a report that he, and several scientists from Rice University, had been working on.  In this report they state:

“Our analysis shows that this voting system [the Diebold AccuVote] is far below even the most minimal security standards applicable in other contexts.  We highlight several issues including unauthorized privilege escalation, incorrect use of cryptography, vulnerabilities to network threats, and poor software development processes. For example, common voters, without any insider privileges, can cast unlimited votes without being detected by any mechanisms within the voting terminal. Furthermore, we show that even the most serious of our outsider attacks could have been discovered without the source code. In the face of such attacks, the usual worries about insider threats are not the only concerns; outsiders can do the damage.”

This report goes on to say that while the possibility for a high school student with basic knowledge of computer science to change the results of an election is a very serious one, the much more likely threat stems from the possible internal attacks against an election’s integrity which could be executed with no possibility of detection.  Upon the release of this report, on August 6, 2003, Governor Ehrlich contracted Science Applications International Corporation (SAIC) to conduct an independent examination of the voting system.
  The SAIC report, released September 24, 2003, reaffirmed that there were basic lapses in security, and that there were major problems with the system as it was examined, but qualified this statement by saying most could be fixed.
  The SAIC report did stress though that the Diebold system had major problems to be addressed, 

“The system, as implemented in policy, procedure, and technology, is at high risk of compromise.  Application of the listed mitigations [328 areas of improvement to be exact] will reduce the risk to the system.”

Upon the release of the SAIC report Governor Ehrlich insisted that 66 of the suggestions made by SAIC be implemented by Diebold, presently only six of those 66 have been completed, even though Maryland is scheduled to use these systems state-wide in the 2004 Presidential primary and beyond.
 In response to the 66 suggestions to improve the security and accuracy of the voting system, the Maryland State Voting System Security plan was established.  On the Maryland State Voting System Security Plan’s
 list of 66 action items, 24 were listed as a high-risk to the integrity of the election, another 16 were listed as medium-risk.  The report gave no definition of what was considered to be a high-risk problem or even which problems remain to be corrected.  Furthermore, over half of the SAIC report, which identified the problems, was not included in what was released to the public.
  Aside from these security concerns there are several other concerns with the Diebold voting system.  These can be separated into three general areas: first, concerns addressing the public’s perception of an election and the security of its vote; second concerns that votes may not be properly tabulated due to the political leanings of those counting the votes; and finally concerns that the voting system as currently used is not able to satisfy the Maryland Code’s requirements for voting systems and election security.

Security of the Vote

Public Perception

The first area of concern with Diebold’s AccuVote system to be addressed is in the area of the public perception of an election and the security of the vote.  It is important to recognize that the Maryland Board of Elections, and the special committees that have been convened on this topic, stated that one of their main purposes was to reassure the people of Maryland that their votes are secure and are being counted properly.  The Action Plan states: 

“The State Board of Elections recognizes the importance of the role security plays in ensuring secure elections.  SBE takes the Risk Assessment Report of the Diebold AccuVote-TS Voting System and Processes seriously and is committed to implementing the report recommendations and taking action to meet the highest standards for the integrity of the voting system.”

Upon examining the record it can be seen that this may not truly be the case.  The touch-screen machines did offer many advantages such as being easier on one’s eyes, storing several ballot types, being handicap accessible and also being able to translate the ballot into 8 languages. However, the problems identified by Avi Rubin and reaffirmed by SAIC are serious breaches in the security of an election but Diebold and the State of Maryland have largely disregarded them.  What group, truly interested in the faith of the voters, would provide a list of 328 suggestions for improvement, remove more than half of the document, and then implement six of the suggestions, especially when 40 of the remaining suggestions were identified by the state as a high or medium risk to the integrity of an election? 

The people of Maryland have now learned that the system that cost the state $56 million has serious problems but they were not told what the problems were or how they will be fixed.  Furthermore, in consideration of  Diebold’s website they claim that their system performs several imperative tasks, which Mr. Rubin and SAIC’s reports prove they do not, including such things as encoding the identity of the voter, securely transferring data and ensuring a vote is securely and accurately counted, the action plan seems to be lacking.  These three areas of failure are the whole purpose of a voting system, to provide anonymity, count votes and relay that information.  How can it be that they system has failed in these three areas, yet Maryland and many other jurisdictions continue to use them?  The truth is that they are not continuing to use them.  

The State of Ohio on December 2, 2003 devised a list of 15 action items to ensure votes are secure and accurately counted that Diebold must complete before certification.  The Ohio Secretary of State, Kenneth Blackwell, announced “I will not place these voting devices before Ohio’s voters until identified risks are corrected and system security is bolstered.”
  The Washington State Secretary of State, Sam Reed, announced December 16 that Diebold systems will not be used in Washington elections until they are able to produce a paper-trail of the votes cast.
  Officials in California also recently announced that there will not be a voting machine used in the state that does not produce a voter verified paper-trail.
  California is also considering decertification of all Diebold systems due to the recent revelation that the company fraudulently used uncertified software in every jurisdiction in the state in the last election.
  The state of Nevada announced that they will not be contracting with Diebold, as was expected, because: 

“a review by the state Gaming Control Board’s slot machine experts issued a report saying the Diebold machine that was analyzed represented a legitimate threat to the integrity of the election process.”

Additionally several groups in Virginia and Maryland are currently suing these states to encourage decertification of the Diebold system, including the Virginia State Republican Party and The Campaign for Verifiable Voting in Maryland.
  With all of these recent controversies concerning Diebold, the company has been noticeably silent.  

Diebold’s response to these questions, concerns and actions has been simply that the experts evaluating their software misunderstood the application of the source code, the code that the electronic voting machine runs on, and no one would be able to normally access the source code.
  This is significant because if someone was able to get a copy of the source code they could also access the memory system of the voting machines.  Diebold’s belief that no one would be able to gain control of the source code, however, seems to be a misplaced one.  Mr. Rubin was able to evaluate the Diebold system originally, because Diebold failed to ensure that the code that the voting machines run on was protected.  Rubin and others were able to access the source code because Diebold loaded it on to an unsecured website so that their technicians could download it to the voting terminals.
  In summation, computer scientists were able to access the code of the voting machines by simply looking at Diebold’s website.  This brings up serious security issues with the Diebold business practices because one change to the source code by anyone on the Internet could result in election machines downloading a corrupted update.  Therefore, it is wrong to believe that the voting machines in Maryland are secure due to the technical inabilities of the voting machine’s security apparatus as well as the business practices of Diebold.  In fact as reported on Wired.com
 an unidentified attacker: 

“provided Wired News with an archive containing 1.8 GB of files 

apparently taken March 2 from a site referred to by the Ohio-based 

company [Diebold] as its ‘staff-website’.”

The information gathered by the attacker contained evidence that Diebold willfully and knowingly did such illegal things as using backdoor programs to change software, unbeknownst to elections officials, the day of an election.
  This information lead to the State of California auditing its Diebold voting machines to make sure they were in compliance.

“An audit of Diebold Election Systems voting machines in California has 

revealed that the company installed uncertified software in all 17 counties 

that use its electronic voting equipment.  While 14 counties used software that 

had been qualified by federal authorities but not certified by state authorities, 

three counties, including Los Angeles, used software that had never been certified 

by the state or qualified by federal authorities for use in any election.”

This story, in Wired News, went on to say that Diebold admitted wrongdoing at a meeting of the California’s Voting Systems Panel and testified that “We were negligent not to notify the state of changes,”
 and said it was making changes to its procedures for upgrading its systems.  After this meeting the California Secretary of State, Kevin Shelley, stated that:

“The core of our American democracy is the right to vote.  Implicit in that right is the notion that a vote be private, that it be secure and that that vote be counted as it was intended when it was cast by the voter.  And I think what we’re encountering is a pivotal moment in our democracy where all of that is being called into question.”

In November, Diebold all but acknowledged that the Accu-vote system does not provide for ballots to be collected and counted accurately and anonymously when they offered to rewrite software for the units that were being delivered to Maryland.
  This offer is not to be confused with the changes that the State was already requiring the company to make, the changes offered were above and beyond those required.  This admission brings forth several questions.  Why would the company claim that their systems were secure if they knew they were not? Why, if Diebold knew the voting systems were not secure, would they not correct the problem in all of their systems?  How could they be trusted to actually fix the problem this time, if they sold the machines on the premise that they were safe, knowing that they were not?


Voter Intentions

The second major concern regarding the confidence of the voter and the security of the vote is that Diebold claims that the DRE system will ensure that the true intentions of the voter are better represented. Diebold claims that their system is able to do this because at every step the voter is asked to confirm their selection and they claim that there is never any possibility for any discussions of chads or incomplete marks on the ballot.  

One way that is often used to evaluate a voter’s intention is to count the percentage of no-votes for an office.
  The no-vote percentage is the percentage of people who vote in an election but do not cast a vote for a certain office or their vote for that office is invalidated.  In Baltimore City the no-vote for President in 1996 was .69%
, but in 2000, with the now two-year-old DRE system being used, there was a .72% no-vote rate.
  While this is substantially lower than the national average of 2.08% it is still only one of three subdivisions in the entire state that went up in the no-vote from the 1996 presidential election
 to the 2000 election.  In fact, most jurisdictions in the state saw approximately a 50% decrease in the number of no-votes form ‘96 to ‘00, even with some continuing to use the lever system of voting and none changing to newer technology in that period.
  Therefore, if we use this as an indicator of the intentions of the voters, as is often done
, then it is a reasonable conclusion that the DRE system did not better represent the intentions of the voters, and may have in fact hindered their intentions.  There are other examples that demonstrate that the Diebold system does not represent the intent of the voters.  One such example occurred in nearby Virginia.  

In the last election in Fairfax Virginia one female School Board member who lost by less than 0.5% of the total votes cast found that in three precincts, “when a vote was cast for her, the machines initially displayed an ‘X’ next to her name but then, after a few seconds, the ‘X’ disappeared.”
  This case went to trial but was dismissed because the judge ruled that the candidate could not prove that the votes being changed would have changed the result of the election.
  In Dallas, before the November 2000 election, it was discovered that no matter how often a voter selected a Democrat, a vote was cast for the Republican candidate.
  This case went to trial before 18 of the machines were decommissioned.
  In Georgia, during one of the most contentious Senate and Governor’s races in the country, again it was discovered that that when voters cast a vote for a Democrat a vote was counted for the Republican candidate.
  In Alabama a computer glitch resulted in a 7,000 vote error that took two-weeks to be sorted out.
  In Boone County, Ind. there were 144,000 votes cast in the last Presidential election, but there are only about 19,000 registered voters in the district.
  During the last Presidential election in Florida one district actually reported negative 16,022 votes for candidate Albert Gore.
  Yet another finding that demonstrates that the Diebold AccuVote system does not represent the desires of the voter is explained in a report produced by the Voting Technology Project (VTP), a joint venture between California Technical Institute (Cal-Tech) and the Massachusetts Institute of Technology (MIT).  In this report
 VTP states that: 

“The central finding of this investigation is that manually counted paper ballots have the lowest average incidence of spoiled, uncounted and unmarked ballots, followed closely by lever machines and optically scanned ballots.  Systems using direct recording electronic devices [such as Diebold’s] had significantly higher average rates of spoiled, uncounted and unmarked ballots than any other systems.  The difference in reliabilities between the best and worst systems is approximately 1.5 percent of all ballots cast.”

This 1.5 percent difference in all votes cast is a very significant amount, especially considering that in 2000 Vice-President Gore lost Florida by a margin of less than 0.04% and in the first election contest between Parris Glendenning and Ellen Sauerbrey, Glendenning won by a margin of 0.01%.  A less important but still significant consideration concerning voter confidence is Diebold’s claim that electronic voting speeds up the tallying process.


Tallying Process
One of the major advantages that Diebold cites in selling its electronic voting system is that vote tallies can be conducted almost simultaneously with the close of the election.
  In the case of the Fairfax election however, the results took days to tally.  Nearly all of the precincts in the county attempted to send their results when the polls closed which caused the main computer to crash.
  Many election judges had to resort to calling in their final tallies or driving them to the county seat.  Some judges went home believing that they had reported already, and in 19 precincts the machines were officially sealed without any votes being reported because the computer reported that it had sent the results, though a software error had prevented this.
  In addition to these very serious concerns about the security of votes and voter confidence there are concerns about the motivations of Diebold employees and management.

Political Motivations

The idea behind selecting a member of the minority and majority parties to run a polling site is that each will keep an eye on the other and thus no partisan politics will occur on either side.  However, when considering that a computer has no outward evidence of a fraud occurring, this construct for bipartisanship quickly breaks down.  In this case, the motivations of those who have access to the internal workings of the computer who service it, operate it and read the vote totals from it should be considered. In this consideration one can assume that those in control of the system reveal their personal beliefs and persuasions through personal statements and actions.  

Chief Executive Officer of Diebold, Walden O’Dell, openly stated in a Republican newsletter, shortly after winning a $161 million contract to supply every voting machine in Ohio, that he is “committed to helping Ohio deliver its electoral votes to the President [Bush] next year.”
  O’Dell, and the company that he heads, now control the voting machines that collect, count and report every vote in the state of Ohio.  In addition to this lapse in an attempt to seem non-partisan, O’Dell proudly states that he is a member of the Bush-Cheney Pioneers, a group of people who have raised more than $100,000 for the campaign.
  The impropriety does not stop there however, in addition to this O’Dell has personally donated another several hundred thousand dollars over the last 6 years to the Republican National Convention.
  The limits of this extreme partisanship by the people who collect and tally the votes continues beyond the CEO however.  In addition to the actions of the CEO, Mr. O’Dell, many members of the board of directors, countless employees and many corporate officers have donated money to the Republican National Committee and Republican candidates and officeholders.
  In fact, the company itself is a registered donor because of the donations given, exclusively to Republicans, over the years.  One board member alone donated more than $66,000 to the RNC.
  In all, Diebold and those affiliated with the company have donated literally millions of dollars to Republicans in the last 10 years.
  There is certainly no direct evidence that any of these personal views and financial donations have resulted in Diebold or its employees purposefully breaking the law and changing the results of an election, but the company has made it quite clear that they are not adverse to hiring those who break the law.

In January of 2002, Diebold bought Global Elections Systems Inc. (GES) for the purpose of integrating that company’s software into their election machines at a cost of $40 million.
  This acquisition was considered to be one of the main actions that allowed Diebold to enter the market to provide election machines.
  Among the employees that went to work for Diebold after the acquisition of GES were at least five managers who were convicted felons.
   Jeffery Dean, one of these employees, was Senior-Vice President at GES and a manager of software programming at Diebold.  According to court documents, Dean was previously convicted of 23 felonies for “stealing money and tampering with computer files in a scheme that involved a high degree of sophistication and planning.”
  After serving time in a Washington penitentiary he was released and went to work writing code for the GES election programs and later Diebold.
  The threat to the accuracy and integrity of the voting system can clearly be seen via this example.  However, the most serious concern may be that the Diebold system is unable to comply with the Maryland election code.

Diebold and the Maryland Election Code

There are several provisions of the Maryland Election Code, Title 33 of the Maryland Code, that implementation of the Diebold system will either call into question or violate.  The first such provision to examine is § 9-101.  

Under § 9-101 the law requires that for certification of a voting system the State Board may not certify a voting system unless it determines that:

1. the voting system will:

a. protect the secrecy of the ballot;

b. protect the security of the voting process;

c. count and record all votes accurately;

d. protect all other rights of the voters and candidates; and 

e. be capable of creating a paper record of all votes cast in order that an audit trail is available in the event of a recount;

2. Consideration for certification – In determining whether a voting system meets the required standards, the State Board shall consider:

a. The likelihood that the system will malfunction;

b. The timeliness of the tabulation and reporting of election returns;

c. The potential for an alternative means of verifying the tabulation; 

First, as mentioned above, a report introduced by computer scientists at Johns Hopkins and Rice Universities, and verified by an SAIC report, stated very plainly that the Diebold software, hardware and corporate practices do not protect the secrecy of the ballot and the security of the voting process.  Additionally, there are concerns that this system does not count and record all votes accurately.  If this system cannot count and record all votes accurately then, inevitably, it cannot protect all other rights of the voters and candidates.  Furthermore, the Diebold system, although technically capable of producing a paper record of all votes cast, the machines in Maryland are not fitted to print out paper records of votes.  Therefore the Diebold systems currently cannot satisfy this provision and thus fail the consideration that alternative means of tabulation be possible and the requirement that a paper record be created.  It is unlikely that Maryland will be able to switch-over to a system that produces a paper-trail due to the fact that Diebold has stated in internal memos that they plan to “charge Maryland out the ying-yang”
 if Maryland tries to require it.

In the consideration section of §9-101 the law states that the State Board, in certifying voting systems, should consider the likelihood of the system breaking-down and the timeliness of tabulation, in both of these areas the Diebold System also fails.  When University of Maryland professors tested the Diebold system, on behalf of the state Board of Elections, half of the machines they tested “experienced catastrophic failure.”
  A voting system that experiences catastrophic failure on the day of the election would not be able satisfy any of the provisions of the law, and 50% catastrophic failure should not be considered an acceptable rate.  The legal analysis of the Diebold system therefore only applies to half of the systems purchased by the state, the other half, approximately $28 million worth, will not work at all.

Arguments against the Diebold system also arise when one considers Section 9-203 of the code, within Title 33, which states that each ballot shall

1. permit the voter to easily record a vote on questions and on the voter’s choices among candidates;

2. protect the secrecy of each voter’s choices; and

3. facilitate the accurate tabulation of the choices of the voters.

As mentioned above, in the voter confidence section, there is a concern that the Diebold system does not permit the voter to easily record their choice and, alternatively, that those votes are not accurately tabulated.  This concern has been repeatedly reinforced and has resulted in several jurisdictions including the entire states of California, Nevada, Ohio and Washington withdrawing certification for the Diebold system, as mentioned above.  These concerns held by other states apply to the voting systems that will be used in Maryland as well and thus Maryland should also decertify the Diebold voting system.

The third provision of subtitle 9 that may be violated by the Diebold system is §9-207 which sets a mandatory timetable for printing and arranging ballots.  There are exact requirements stated in the code that the State Board is required to follow.  However, when the electronic ballots are used Diebold has demonstrated a persistent practice of changing the software hours before the elections and in some cases actually during the election.
  This is a violation of this section of the code, and in fact there are several lawsuits that may be brought in other jurisdictions for violations to similar provisions in other states’ laws.  Dean Logan, the Director of Records, Elections and Licensing for the State of Washington, said that there is evidence of Diebold making hundreds of software changes to its election devices in various jurisdictions “without the legally required review by independent testing authorities.”
  At least one employee of Diebold has claimed that he personally oversaw an operation in which every machine in Georgia was updated the day before the 2002 election without the permission of elections officials.
  Also, as mentioned above, it is now common knowledge that every county in California that used Diebold voting machines had uncertified software on it, thus producing uncertified ballots.  While § 9-208 of Title 33 provides specific remedies for emergency changes in ballots, none of these are appropriate for electronic platforms.  Section 9-208 does give the State Board some power to correct an error but it requires that the Election Board make the decision to change the ballot, however, in the situations discussed above, the changes made by Diebold were completely unknown to the Boards of Elections.  Also related to these concerns, section 9-203 prescribes that within 3 days after the content and arrangement of the ballot are placed on public display a registered voter may seek judicial review of the content and arrangement, or to correct any other error.  Again, this is impossible if the public is not given the opportunity to review the format that will be used in the election because Diebold may change it minutes before the election.  Therefore, this is a violation of the voters’ and candidates’ rights to challenge a ballot and is therefore illegal.  The next section of the Maryland Code that the Diebold section may be in conflict with is § 9-216.

Section 9-216 speaks to those who control the ballots that are to be, or have been, used in an election.  This subtitle specifically states that the local boards shall be responsible to “establish and maintain a system to account for and maintain control over, the ballots from the beginning of production through post-election storage and disposition.”  This statute states plainly that the local boards are responsible for maintaining control over the ballots, but by contract and copyright law the elections boards are not even allowed to touch the machines or the memory cards.
  In an article printed in the Washington Post
 an elections official from Iowa complained that five years ago he found a computer error that Diebold said would be fixed.  He was never able to follow-up on the problem because he was limited by the contract between the state and Diebold, yet these problems that were supposedly fixed five years before, were the same problems identified by the scientists at JHU and Rice.  Bearing this in mind, it cannot be accurate to say that the local boards are able to comply with this measure when they legally can have no contact with the machines that the votes are cast on or the ballots that they are recorded on.  Additionally, it is in name only that elections boards control the actions of Diebold considering State Boards of Elections are prevented from learning how the machines tally, tabulate and report the results of the election. There are further violations of Title 33 which include violations to Subtitle 16 provisions.


Subtitle 16 of the election code deals with penalties for failure to comply with the code.  Within in this subtitle the Diebold system routinely violates sections 16-304, 16-701, 16-801, 16-803 and 16-804.  The first of these subsections, 16-304, deals with adding and deleting votes by election judges or others. 

Diebold and elections officials may argue that subsection 16-304 does not apply because they have not changed any elections, and it would take a great deal of proof to refute this claim, but much of this evidence already exists.  In the elections in Virginia, it was discovered that “approximately 1 of every 100 votes cast in favor of the candidate actually deducted a vote from those cast.”
  Meaning that of every hundred votes cast in favor of a candidate only 98 were counted.  This 98% counting rate is of course after half the machines have failed and before there are any counting or reporting errors.  While this percentage is fairly good, the law states in § 16-304 “a person may not…substitute, alter, add or remove a voted ballot from a ballot box or voting device, except when instructed to do so by the election director.”  In a standard election the machines may malfunction and miscount a vote but this can be discovered during a recount.  In the case of Diebold, however, there is no paper trail and no way of verifying the votes.  Therefore when a vote is cast for one candidate and the software it is recorded on actually subtracts votes from that candidate this is a removing of votes.  Some may argue that this is a malfunction but the truth is that Diebold, as revealed in internal memorandum, did know that there were problems such as these and did not to correct them.
  In fact these e-mails identified another problem that the company did not intend to fix that would result in a violation of this section.  A violation of this subsection could result if a person touched the screen to vote for two candidates at the same time a vote would instead be cast for a third candidate.  The company knew of this problem and said that elections officials were unaware of it, so there was no reason to correct it.
  These internal e-mails became public when again Diebold had yet another security breach and accidentally posted thousands of them on their website.
  Diebold never claimed that these documents were anything but authentic, instead opting to sue the authors of the websites that posted them for copyright infringement.  The penalty for a violation of § 16-304 is a felony and the individual is subject to imprisonment for not less than 1 year nor more than 5 years.


Under sections 16-801 and 16-803 it is illegal to remove voting equipment or materials from the custody of the election judges.  Diebold and its employees have already repeatedly violated this provision in other elections.  For instance, in Georgia and Virginia Diebold employees removed malfunctioning machines and returned them to the polling sites several hours later in working order.
  Violations of section 16-801 are punishable by imprisonment for not less than 1 year nor more than 5 years and a violation of section 16-803 is punishable by a fine of not more than $500 or imprisonment for not more than 1 year or both.  


All of these violations point to a concern that the Diebold system does not properly collect, record and report vote tallies.  As mentioned above these systems have on-going problems with wide-spread failure and Diebold as a company has serious problems with disregarding state law when it comes to election violations.  If these failings could be shown to be a concerted effort to avoid correcting problems there would be liability under § 16-804, which deals with tampering with electronic voting system. Most importantly though, is that without a paper trail voters can not be reassured that their vote was cast correctly and candidates can not have access to a real recount.  The law provides several options to candidates who would like to seek a recount, but when the only process for a recount is to put a new memory card in the Diebold machine and re-read the output this is not a recount.  As one CNN report stated “Without a separate receipt, election officials can’t conduct a reliable recount but can only return to the computer’s tally.”
  Recounts were created to avoid questions like these but now Diebold has unacceptably preempted the law in this area thereby abridging the due process rights of the candidates who wish to challenge the election results as well as the voters rights to a free and fair election. 

The final legal violation to examine is somewhat unrelated to election law. This legal issue concerns the defective product that Diebold sold to the government.  The False Claims Act
 states that any person who “knowingly makes, uses, or causes to be made or used, a false record or statement to get a false or fraudulent claim paid or approved by the Government,” is in violation.  In internal e-mails Diebold executives openly stated that they had gotten lucky that their software problems had not been found out by elections officials.
  They are so specific in fact that officials are identified by name who Diebold officials are worried might find something.  These admissions are solid evidence that Diebold knowingly sold defective products to each jurisdiction on the premise that they were fit for use.  Diebold runs into trouble with the Federal False Claims Act because under the Help America Vote Act
 the states are given money to update their elections equipment.  As a result of this law, much of the funding that Diebold is receiving for these knowingly defective machines is federal money.  Within this line of suits, Diebold could be liable for all of the money that they have received through HAVA programs, including all from Maryland, plus trebled damages to be assessed by a judge.  No cases, as of yet, have been brought under this theory of liability but because of the qui tam provisions within the False Claims Act, that allow a private individual to sue on behalf of the government, it is possible that many lawsuits could be brought in the future as the level of knowledge Diebold had of the defects becomes more clear.

Conclusion


Though it seems that Maryland has been another victim of the empty promises of Diebold and the technologically advanced voting system that they offer, there is hope.  As reported in the Baltimore Sun
 the Maryland General Assembly has asked for its own analysis of the state’s planned purchase of electronic touch-screen voting machines.  This investigation also includes taking a look at various conflicts of interest involved with the certification and review process in Maryland.  No one knows what this investigation will find, but several organizations, including Common Cause of Maryland and several legislators, suspect that much will be made of the common ownership of Diebold and SAIC, the company selected by Governor Ehrlich to review the Diebold system for Maryland.
  There is also hope in a new federal piece of legislation introduced in the United States House sponsored by New Jersey Representative Rush Holt.  HR 2239 would require that all electronic voting machines produce a voter-verified paper trail (VVPT), so that the voter can be sure that their vote is registered correctly.  This VVPT requirement would make it mandatory for all electronic voting machines to print-out a receipt of a vote so that it could be verified before being officially cast.  This legislation has been making progress towards being brought up for consideration, but with 60 Democrat co-sponsors and only three Republicans it has a long way to go in a Republican controlled House, Senate and White House.

For now though, Maryland is continuing to work towards full implementation of the Diebold AccuVote-TS system.  As one Washington Post editorial stated:

“Even though experts continue to raise questions about the vulnerability of touch-screen voting systems to fraud and computer glitches, Maryland election officials seem determined to press a flawed plan to adopt them.”
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