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Steganography:

The Art of Hidden Messages

By Jason Flynn
IS 4470-001
Introduction

Would it not be wonderful if we could all communicate in private without having to wonder or worry about someone, somehow being able to read or intercept our messages?  Do you ever wish you could send an email message to a coworker, at the company for which you work, and say whatever you wanted to say about anyone or anything without worrying about someone else reading it?  What if you needed to get a message to someone and you wanted to make sure no one was able to easily read it at all?  This is where steganography can come into play.
  Steganography basically means “hidden messages” or “hidden writing” and it comes from Greek origin.
  There is too much to be said about steganography to fit everything into this paper, but I intend to cover the important aspects.  Hidden writing has been done for many years and has become even more sophisticated, and easy to do thanks to computers and the internet.  This paper will start with some examples of steganography before computers were involved.  Following this, I will discuss some important types of steganography used today.  I will then briefly discuss steganalysis (what it is and how it relates to steganography).  The paper will end with some examples of bad uses for steganography and my conclusion.      
Steganography before Computers


There are many incidents of steganography before computers came into play.  Speaking of steganography having Greek origins, in the 5th century BC Greece, a man named Histaiacus would send secret messages by using certain slaves.  The way he would send the secret messages was by shaving their heads and tattooing a message.  He would wait for the slave’s hair to grow back and then send him to the recipient and the recipient in turn would shave the slave’s head and read the message found on his bald head.
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Figure 1: Example of a tattoo on a bald head

One professor of Information Systems noted how awful it would be to spend the rest of your life with an old secret message tattooed to your head.  This is not the only way a human’s bodies were used to hide messages.  There are also historical accounts of people who would write important messages on silk and roll them into tiny balls.  They would then cover the balls with wax and swallow them whole.  How do you think they were able to retrieve the message?  Steganography was also used during the Civil War to aid the slaves.  Certain symbols were quilted into quilts which were hung out, as if to dry, or so it seemed.  In actuality, these symbols on the quilts were used by slaves to tell them where to go, as shown in figure 1:
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Figure 2: The Bear Paw quilt symbol. Advice to follow the bear tracks over the mountain

The Civil War was not the only war to use steganography.  Nazis employed different methods to hide messages.  One such method was null cipher messages.  An example of a null cipher message, once sent by a Nazi spy, follows: 

Apparently neutral’s protest is thoroughly discounted and ignored. Isman hard hit.

Blockade issue affects pretext for embargo on by-products, ejecting suets and

vegetable oils.
Using the second letter from each word, the following message appears:

Pershing sails from NY June I

There are many other examples of steganography but I will conclude with the more recent example of hidden messages supposedly found on records.  I remember an old episode of “The Simpsons” in the episode titled “Lisa the Vegitarian”, Paul McCartney tells Lisa “if you play the song, Maybe I’m Amazed, backwards you get a recipe for a lentil soup.”
  Thus we see you can even hide messages in songs but I do not know that playing Maybe I’m Amazed will actually give you a recipe for soup.       
Steganography today

Steganography has found its way onto computers.  There are many ways in which steganography is used on computers today.  After the horrible events of September 11, many people worried al Queda was sending secret messages using steganography.  Some people have wondered the same thing about the television broadcast of bin Laden.  One of the main ways steganography is used on computers is to hide a text file or picture inside of another picture (an explanation of how this is done will follow).  However, things can also be hidden in audio tapes, MP3 files and even television broadcasts, hence the fear of secret messages being hidden in Osama bin Laden videos.
  Studies have also been done on porn websites to see if anything can be found in the pictures and photos.  I will now discuss three popular steganography techniques: textual, digital watermarking and still image steganography.      
Textual Steganography


Textual steganography is a digital way to hide text inside of normal text.
  The great thing about textual steganography is, by hiding text in normal text, third party readers do not necessarily see any reason why there should be anything hidden (because all they see is normal text).  One of the newest software for hiding text is called “TextHide” and more information can be found at their website http://www.compris.com/TextHide/en/.
  
Digital Watermarking
There are basically two kinds of digital watermarking: the kind you can see, and the kind you cannot see (known as visible and invisible
).  A digital watermark is simply some kind of text and/or image placed somewhere in the picture to show the copyright.

Figure 3: Example of a digital watermark, notice the text “Brian Neff 2008.
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Based on what we have discussed so far, invisible digital watermarking is an excellent example of steganography.  Invisible digital watermarking is a way of adding some bits to a picture or photo and, by doing so, only affecting the least noteworthy bits, and leaving a way to mark the picture or image for copyright purposes.  The main reason for hiding the digital watermark is to help in tracking the subject in question. 
     
Still Image Steganography
There are a relatively large number of applications for still image steganography. Andrew S. Tanenbaum (the author of the Minix operating system) has posted one interesting and impressive demo.  The demo provides a copy of S-Tools v4 (available at www.stegoarchive.com) by Andy Brown, and two bitmap (bmp) images at 1024x768 pixels (original photography by Andrew S. Tannenbaum).
  S-Tools and the photos in Figure 4 were used in one of our homework assignments.
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Figure 4: Bitmap (.bmp) files from Tanenbaum demo. The left images is the original, the right image contains hidden text

From a visual perspective, both images (of the zebras) appear to be identical, and the file sizes are only two bytes different, 2,359,352 for the original and 2,359,350 for the file with hidden text. While hex dumps of the images were quite different, histograms of both files were remarkably similar.

There is an obvious change on the far right portion of the histograms, and a less obvious change if one overlays the two involving the larger of the peaks on both pictures.  
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Figure 5: Histograms of the “zebra” images. Histogram on the left from the original, histogram on the right from the image containing hidden text

The image that contains the hidden text reveals that the contents are the entire e-texts of four Shakespearian plays making up a total 734,891 bytes hidden in the original picture of the zebras.
  Joshua Silman, in his paper “Steganography and Steganalysis: An Overview”, describes how text can be hidden in the picture.  At the most fundamental level computers use binary, a combination of zeros and ones to represent text and graphics. The American National Standard Code for Information Interchange (ASCII) is the de facto standard for representing text and certain control characters. ASCII uses one parity bit and seven data bits to represent each character in the English language. A digital image is composed of picture elements or "pixels." Each pixel contains information as to the intensity of the three primary colors, red, green and blue.  
Figure 6: The Colors Selection Dialog box
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This information can be stored in a single byte (8 bits) or in three bytes (24 bits). For example, in an 8 bit image white is represented by the binary value of 11111111 and black is 00000000.  Current information hiding techniques rely on the use of a cover object (image, document, sound file, etc.) sometimes known as a carrier. The secret message is then broken down to its individual bits by a steganographic tool (stego-tool) and embedded in the cover object.
  There are other types of steganography used today, but due to lack of space I have not included them in this paper but are listed and described in the papers I have noted in my endnotes.  Simply put the trick to using steganography to hide anything in anything to just find a good place where it will not be overly obvious.  In order to hide a text file in a picture as shown above, we must simply make sure the picture has just enough empty bit space to put the bytes of text files necessary.         
Steganalysis

The way I see, steganalysis is like the detective, and steganography is like the crook; the one trying to uncover the other.  In that analogy I do not mean to imply steganography as something bad but I am only using a unique way to differentiate the two of them.  The point of steganography is and always has been to hide something in another thing as deems necessary.  Steganalysis is used to try and uncover those hidden items.  Most of the hidden messages hidden using steganography tools do not leave many (if any) signs that something has been hidden.  There are tools available to help reveal these hidden images but I will not go into detail on these tools in this paper since I want to devote the majority of it to steganography.  Never the less, there are different generations of steganography tools but it seems that  the oldest ones, as you might guess, are the easiest from which to extract hidden items.     
The Dark Side of Steganography

Other writers have admitted and I agree there are many bad uses (illegal) for steganography just as there are good uses for steganography.  According to one website, the use of steganography is increasing everyday.
  The website goes on to say there are “over 300 steganography programs which can be downloaded freely and anonymously from the internet and require little or no computer savvy to operate”.  So, any gang member or criminal out there who knows enough about a computer to be able to download a program can start sending hidden pictures or text files to anyone he/she wants to send them to whenever they want to send them.  If this were not bad enough to think about, there are even worse uses for steganography.  There are people on the Internet that may be hiding child pornography in common pictures or photos and we would not even know about it.
Conclusion

Some people might argue that encryption is superior to steganography.  In some ways they are right, but in other ways they are very wrong.  Although encryption is a great cryptographic tool to secure your data, there are reasons why steganography is superior.  To start with, when you encrypt data, you are telling all third party (would be hacker) readers “here is secret data I do not want you to read and I am encrypting it so you cannot read it.”  This leaves them knowing for sure there is something hidden from their eyes and they now have the challenge to hack into it.  When you use steganography tools to secure data, you present the data in a way that looks like text which appears to be unsecured and unimportant so that would be hackers will look at the data, think there is nothing particularly important about it, and are more than likely to leave it alone altogether.  From what I have read, in the articles mentioned in the endnotes, there are people who have argued there is nothing new for steganography.  They seem to think everything that can be done with steganography has been done.  This is absurd.  It seems to me the sky is not even the limit.  What other ways are there to hide information using computers?  If we can hide text in pictures, is there a way to hide pictures in text?  Hidden messages are not even limited to pictures.  Technology has advanced to where now we can hide messages in MP3 files or television broadcasts.  What future technologies await to be invented?  Maybe someday, someone will find a new way to hide messages in websites, beyond hiding things in photos on websites.  There are people always finding ways to overcome obstacles.  Jon Lech Johansen has grown famous for breaking the DVD copy protection code using a program he helped develop called “DeCSS”.
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Figure 7: Photo of Jon Lech Johansen

An article in the October 2006 issue of Fortune magazine stated Johansen is now working on breaking the MP3 code for Ipods.
  He was not even an adult when he broke the DVD code.  If he can do this, what should stop someone else to design new and better steganography tools?  Things, like Jon Lech Johansen’s DVD code, had never been done before.  Steganography is one of the greatest cryptographic tools out there.  People have been hiding messages through different means for thousands of years and now they have even more ways to do it thanks to the tools available, sometimes for free download, online.  Textual steganography, watermarking tools and still image steganography are among the best ways to hide data today and will still be until even better tools are developed and released to the public.  What a great day to be alive when we have so many ways to send data hidden using steganography!         
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