The CSMA/CD Protocol

The CSMA/CD protocol functions somewhat like a dinner party in a dark room. Everyone around the table must listen for a period of quiet before speaking (Carrier Sense). Once a space occurs everyone has an equal chance to say something (Multiple Access). If two people start talking at the same instant they detect that fact, and quit speaking (Collision Detection.) 

To translate this into Ethernet terms, each interface must wait until there is no signal on the channel, then it can begin transmitting. If some other interface is transmitting there will be a signal on the channel, which is called carrier. All other interfaces must wait until carrier ceases before trying to transmit, and this process is called Carrier Sense. 

All Ethernet interfaces are equal in their ability to send frames onto the network. No one gets a higher priority than anyone else, and democracy reigns. This is what is meant by Multiple Access. Since signals take a finite time to travel from one end of an Ethernet system to the other, the first bits of a transmitted frame do not reach all parts of the network simultaneously. Therefore, it's possible for two interfaces to sense that the network is idle and to start transmitting their frames simultaneously. When this happens, the Ethernet system has a way to sense the "collision" of signals and to stop the transmission and resend the frames. This is called Collision Detect. 

The CSMA/CD protocol is designed to provide fair access to the shared channel so that all stations get a chance to use the network. After every packet transmission all stations use the CSMA/CD protocol to determine which station gets to use the Ethernet channel next.

Collisions

If more than one station happens to transmit on the Ethernet channel at the same moment, then the signals are said to collide. The stations are notified of this event, and instantly reschedule their transmission using a specially designed backoff algorithm. As part of this algorithm the stations involved each choose a random time interval to schedule the retransmission of the frame, which keeps the stations from making transmission attempts in lock step. 

It's unfortunate that the original Ethernet design used the word "collision" for this aspect of the Ethernet medium access control mechanism. If it had been called something else, such as "stochastic arbitration event (SAE)," then no one would worry about the occurrence of SAEs on an Ethernet. However, "collision" sounds like something bad has happened, leading many people to think that collisions are an indication of network failure. 

The truth of the matter is that collisions are absolutely normal and expected events on an Ethernet, and simply indicate that the CSMA/CD protocol is functioning as designed. As more computers are added to a given Ethernet, and as the traffic level increases, more collisions will occur as part of the normal operation of an Ethernet. 

The design of the system ensures that the majority of collisions on an Ethernet that is not overloaded will be resolved in microseconds, or millionths of a second. A normal collision does not result in lost data. In the event of a collision the Ethernet interface backs off (waits) for some number of microseconds, and then automatically retransmits the data. 

On a network with heavy traffic loads it may happen that there are multiple collisions for a given frame transmission attempt. This is also normal behavior. If repeated collisions occur for a given transmission attempt, then the stations involved begin expanding the set of potential backoff times from which they chose their random retransmission time. 

Repeated collisions for a given packet transmission attempt indicate a busy network. The expanding backoff 

process, formally known as "truncated binary exponential backoff," is a clever feature of the Ethernet MAC that provides an automatic method for stations to adjust to traffic conditions on the network. Only after 16 consecutive collisions for a given transmission attempt will the interface finally discard the Ethernet packet. This can happen only if the Ethernet channel is overloaded for a fairly long period of time, or is broken in some way. 

Token Passing Overview

 While Ethernet remains the most popular LAN technology, Token Ring ranks second in local

 network implementations. Token Ring networks make use of a token-passing process that was

 Initially developed by IBM to address the collision problems found in Ethernet networks. In

 Token-passing networks, access is controlled by the use of a small packet, or token, which is

 passed in one direction from node-to-node around a closed circular network layout.

 In order to transmit, a node grabs the token and inserts information into the packet. The packet is

 then passed node-to-node to the destination. Each node may only possess the token for a

 specified period of time before returning it to the network.

 The shared nature of token-passing makes the protocol deterministic, which means that it

 allows you to calculate and predict the maximum time interval (rotational delay) between node

 transmissions. As a result, token-passing networks are ideally suited for mission-critical

 applications or any application that requires predictable delay to timing out without a consistent

 service response time.

Token-Passing Network Types

 There are three common token-passing technologies: Token Ring, Fiber Distributed Data

 Interface (FDDI), and Copper Data Distribution Interface (CDDI). Both Token Ring and

 FDDI/CDDI protocols operate at Physical Layer 1 and Data Link Layer 2 of the Open Systems

 Interface (OSI) Reference Model.

 The Institute of Electrical and Electronics Engineers (IEEE) is an organization that develops LAN

 standards. IEEE 802.5 defines Token Ring standards for LAN configuration (topology), node

 networking (access method), and media use (speeds and feeds). The American National

 Standards Institute (ANSI) is the governing body of FDDI/CDDI standards.

Briefly consider the features of each token-passing network type, beginning with Token Ring.

