IPV6 Internet Protocol

IPv6 is short for "Internet Protocol Version 6". IPv6 is the "next generation" protocol designed by the IETF to replace the current version Internet Protocol, IP Version 4 ("IPv4"). 

Most of today's Internet uses IPv4, which is now nearly twenty years old. IPv4 has been remarkably resilient in spite of its age, but it is beginning to have problems. Most importantly, there is a growing shortage of IPv4 addresses, which are needed by all new machines added to the Internet. 

IPv6 fixes a number of problems in IPv4, such as the limited number of available IPv4 addresses. It also adds many improvements to IPv4 in areas such as routing and network auto configuration. IPv6 is expected to gradually replace IPv4, with the two coexisting for a number of years during a transition period. 

Some introductory information about the protocol can be found in our IPv6 FAQ. For those interested in the technical details, we have a list of IPv6 related specifications. 

It is a problem that these features are optional for IPv4, and it is very important to include features of IPv6 into the basic spec. If you don't see why, imagine the following story: You are very novice user of the Internet, who can hardly do ifconfig or routing setup. You carry along your laptop, and visited some university for presentation. Just after you connected your laptop to the local network, the chairman said that there is no DHCP server available in the university, and administrator took a day-off. 

It is not a matter of if, but when, IPv4 address space will run out. Address re-use is a short-term solution that restricts facilities. Scarcity of IP addresses will lead to rationing, either by arbitrary control, or by price. With IP Version 6 (IPv6) [also sometimes referred to as IPng] there will be no scarcity of addresses.

Address re-use mechanisms work for people who just use e-mail and the Web, but it is not viable for servers, which need dedicated IP addresses.

  Today, customers of ISPs cannot change service providers without changing IP addresses. The ISP        can't change its backbone connections without changing the customers' addresses. Avoiding address- change disruption causes "lock-in" for customer and provider alike

Difference between IPv4-compatible address and IPv4-mapped address 

IPv4-compatible address is IPv4 address adds 96bit prefix of 0. But a series of '0'can be omitted in mentioned on the outside, such like ::203.178.140.4. This address is special address for IPv6 host which use tunnel. Tunnel is technique to float IPv6 packet on IPv4network. 
Next,IPv4-mapped address is IPv4 address add 80bit prefix of 0 and continuously add 16bit 'f',such like ::ffff:203.178.140.4. This address is IPv6 address for which can comunication only IPv4. When IPv6 host try to comunigate with a host which has only IPv4 address,DNS  the mapping address.(19980611) 
IPv4-mapped address is used by DNS(resolver) when it deal with IPv4 address as IPv6 address. So you shouldn't write IPv4-mapped address in DNS zone file. (20000216) 
 
Specification

IPv6 ADDRESSING

   IPv6 addresses are 128-bit identifiers for interfaces and sets of interfaces.  There are three types of addresses:

     Unicast:   An identifier for a single interface.  A packet sent to a unicast address is delivered to the     

                         Interface identified by that address.

     Anycast:   An identifier for a set of interfaces (typically belonging to different nodes).  A packet sent to                           an any cast address is delivered to one of the interfaces identified by that address (the "nearest" one, according to the routing protocols' measure of distance).

     Multicast: 

      An identifier for a set of interfaces (typically belonging to different nodes). A packet sent to   a Multicast address is delivered to all interfaces identified by that address.

   There are no broadcast addresses in IPv6, their function being superseded by multicast addresses.

   In this document, fields in addresses are given a specific name, for example "subscriber".  When this name is used with the term "ID" for identifier after the name (e.g., "subscriber ID"), it refers to the contents of the named field.  When it is used with the term "prefix" e.g.  "subscriber prefix") it refers to all of the address up to and including this field.

   In IPv6, all zeros and all ones are legal values for any field, unless specifically excluded.  Specifically, prefixes may contain zero-valued fields or end in zeros.

IPv6 Addressing Architecture             

There are no broadcast addresses in IPv6, their function being superseded by multicast addresses. In this document, fields in addresses are given a specific name, for example "subscriber".  When this name is used with the term "ID" for identifier after the name (e.g., "subscriber ID"), it refers to the contents of the named field.  When it is used with the term "prefix" (e.g.  "subscriber prefix") it refers to all of the address up to and including this field.

In IPv6, all zeros and all ones are legal values for any field, unless specifically excluded.  Specifically, prefixes may contain zero-valued fields or end in zeros.

1 Addressing Model

   IPv6 addresses of all types are assigned to interfaces, not nodes. An IPv6 unicast address refers to a single interface.  Since each interface belongs to a single node, any of that node's interfaces'

   unicast addresses may be used as an identifier for the node. 

   All interfaces are required to have at least one link-local unicast address. A single interface may also be assigned multiple IPv6 addresses of any type (unicast, anycast, and multicast) or scope.  Unicast addresses with scope greater than link-scope are not needed for interfaces that are not used as the origin or destination of any IPv6 packets to or from non-neighbors.  This is sometimes convenient for point-to-point interfaces.  There is one exception to this addressing model:

   A unicast address or a set of unicast addresses may be assigned to multiple physical interfaces if the implementation treats the multiple physical interfaces as one interface when presenting it to

   the Internet layer.  This is useful for load sharing over multiple physical interfaces.

   Currently IPv6 continues the IPv4 model that a subnet prefix is associated with one link.  Multiple subnet prefixes may be assigned to the same link.

2. Due to some methods of allocating certain styles of IPv6 addresses, it will be common for addresses to contain long strings of zero bits.  In order to make writing addresses containing zero bits easier a special syntax is available to compress the zeros. The use of "::" indicates multiple groups of 16-bits of zeros.

   The "::" can only appear once in an address.  The "::" can also be used to compress the leading and/or    trailing zeros in an address.

      For example the following addresses:

         1080:0:0:0:8:800:200C:417A  a unicast address

         FF01:0:0:0:0:0:0:101        a multicast address

         0:0:0:0:0:0:0:1             the loop back address

         0:0:0:0:0:0:0:0             the unspecified addresses

May be represented as:

         1080::8:800:200C:417A       a unicast address

         FF01::101                          a multicast address

         ::1                                  the loop back address

         ::                               the unspecified addresses

   3. An alternative form that is sometimes more convenient when dealing with a mixed environment of IPv4 and IPv6 nodes is x:x:x:x:x:x:d.d.d.d, where the 'x's are the hexadecimal values of the six high-order 16-bit pieces of the address, and the 'd's are the decimal values of the four low-order 8-bit pieces of the address (standard IPv4 representation).  Examples:

         0:0:0:0:0:0:13.1.68.3

         0:0:0:0:0:FFFF:129.144.52.38

      or in compressed form:

         ::13.1.68.3

         ::FFFF:129.144.52.38

Address Type Representation
 The specific type of an IPv6 address is indicated by the leading  bits in the address.  The variable-length fields comprising these leading bits are called the Format Prefix (FP).  The initial allocation of

   these prefixes is as follows:

    Allocation                            Prefix         Fraction of

                                               (binary)       Address Space

    -----------------------------------   --------       -------------

    Reserved                              0000 0000      1/256

    Unassigned                            0000 0001      1/256

    Reserved for NSAP Allocation          0000 001       1/128

    Reserved for IPX Allocation           0000 010       1/128

    Unassigned                            0000 011       1/128

    Unassigned                            0000 1          1/32

    Unassigned                            0001             1/16

    Aggregatable Global Unicast Addresses 001            1/8

    Unassigned                            010               1/8

    Unassigned                            011               1/8

    Unassigned                            100               1/8

    Unassigned                            101               1/8

    Unassigned                            110               1/8

    Unassigned                            1110             1/16

    Unassigned                            1111 0          1/32

    Unassigned                            1111 10        1/64

    Unassigned                            1111 110      1/128

    Unassigned                            1111 1110 0  1/512

    Link-Local Unicast Addresses          1111 1110 10   1/1024

    Site-Local Unicast Addresses          1111 1110 11   1/1024

    Multicast Addresses                   1111 1111      1/256

    Notes:

      (1) The "unspecified address" (see section 2.5.2), the loop back

          address (see section 2.5.3), and the IPv6 Addresses with

          Embedded IPv4 Addresses (see section 2.5.4), are assigned out

          of the 0000 0000 format prefix space.

IPv6 advantage over IPv4

Scalability

    IPv6 has 128-bit address space, which is 4 times wider in bits in compared to IPv4's 32-bit address  space.

Security

                  IPv6 includes security in the basic spec. It includes encryption of packets (ESP: Encapsulated Security Payload) and authentication of the sender of packets (AH: Authentication Header).

Consideration to realtimeness

                   To implement better support for realtime traffic (such as videoconference), IPv6 includes flowlabel in the spec. With flowlabel mechanism, routers can recognize to which end-to-end flow the packets belongs.

Plug and play 

                   IPv6 includes plug and play in the standard spec. It therefore must be easier for novice users to connect their machines to the network --- it will be done automatically!

Clearer spec and optimization

         IPv6 follows good practices of IPv4, and rejects minor flaws/obsolete items
1. IPv6 over IPv4

                    _____________________

    _____________   |   IPv4 Network    |    _____________

    | Dual-stack|   |                   |    | Dual-stack|

    | IPv4/IPv6 |-------tunnel through-------| IPv4/IPv6 |

    | router    |   |                   |    | router    |

    -------------   ---------------------    -------------

        / | \                                    / | \

       /  |  \                                  /  |  \

      /   |   \                                /   |   \

   ----  ----  ----                         ----  ----  ----

   |  |  |  |  |  |                         |  |  |  |  |  |

   ----  ----  ----                         ----  ----  ----

   IPv6 end stations                      IPv6 end stations

