HDLC - High Level Data Link Control

High-level data link control (HDLC), documented in ISO 3309, specifies a packitization standard for serial links. HDLC supports several modes of operation, including a simple sliding window mode for reliable delivery. Since Internet provides retransmission at higher levels (i.e, TCP), most Internet applications use HDLC's unreliable delivery mode, Unnumbered Information.

There are three types of Station.

Primary Station:

     Responsible for controlling the operation of the link. Frames issued by the primary are called commands.

Secondary Station:

      Operates under the control of the primary station. Frames issued by a secondary are called responses. The primary maintains a separate logical link with each secondary station on the line.

Combined Station:

      Combines the features of primary and secondary. A combined station  may be issue both commands and Reponses.

The two types of link configurations.

Unbalanced Configuration: 
        Consists of one primary and one or more secondary stations and supports both full-duplex and half –duplex and half duplex transmission.

             POINT –TO-POINT  &  POINT –TO- MULTIPLE one primary and one secondary.  

Balanced configuration:

         Consists of two combined stations and supports both full-duplex and half-duplex transmission.         POINT –TO- POINT     2 Combine station.

HDLC Operation Modes: Tree data transfer modes.
Normal response mode (NRM):

          Used with only unbalances configuration. . The primary may initiate data transfer to a secondary, but secondary may only transmit data in response to a command from the primary.

Asynchronous balanced mode (ABM):

          Used with a balanced configuration. Either combined station may initiate transmission with out receiving permission from the other combined station.

Asynchronous response mode (ARM):

           Used with an unbalanced configuration. The secondary may initiate transmission without explicit permission of the primary.

There are three categories of frames: 

Frame Classes:
In the HDLC protocol , three classes of frames are used :

1. Unnumbered frames - are used for link management. 

2. Information frames - are used to carry the actual data. 

3. Supervisory frames - are used for error and flow control

HDLC's frame structure: 


Flag characters - 01111110 binary, mark the beginning and end of an HDLC frame. No flag character may appear in the intervening data. To enforce this requirement, the data may need to be modified (in a transparent manner). On bit-synchronous links, a binary 0 is inserted after every sequence of five 1s (bit stuffing). Thus, the longest sequence of 1s that may appear of the link is 0111110 - one less than the flag character. The receiver, upon seeing five 1s, examines the next bit. If 0, the bit is discarded and the frame continues. If 1, then this must be the flag sequence at the end of the frame. 

Protocol operation

The two basic functions in the protocol are link management and data transfer (which includes error and flow control).

Link management

. Prior to any kind of transmission (either between two stations connected by a point to point link or between a primary and secondary station a multidrop link) a logical connection between the two communication parties must be established.

Data transfer

. In NRM all data (information frames) if transferred under the control of the primary station. The unnumbered poll frame with the P bit set to 1 is normally used by the primary to poll a secondary. If the secondary has no data to transmit, it returns an RNR frame with the F bit set. If data is waiting, it transmits the data, typically as a sequence of information frames.
The two most important aspects associated with the data transfer phase are error control and flow control. Essentially, error control uses a continues RQ procedure with either a selective repeat or a go back N transmission strategy, while flow controls based on a window mechanism.

Connection

A logical connection between the two communication parties is accomplished by the exchange of two unnumbered frames
.The procedure for setting a logical connection (In a multidrop link) is given below: The SNRM is first sent by the primary station with the poll bit set to 1 and the address of the appropriate secondary in the address field. The secondary responds with a UA frame with the final bit set and its own address in the address field. After all the data has been transferred, the link is clears by the primary sending a DISC frame and the secondary responding with a 







Disconnect

                  HDLC module can initiate a disconnect ,either on it own initiative if there is some sort of fault, or at the request of its higher –layer user. HDLC issues a disconnect by sending a disconnect (DISC) frame. The remote entity must accept the disconnect by replying with a UA and informing its layer 3 user that the connection has been terminated. Any outstanding unacknowledged I-frames may be lost and their recovery is the responsibility of higher layers.
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Two way data transfer:                                                        

 

 The full-duplex exchange of I-frames.

When an entity sends a number of I-frames in a row with no incoming data, then the receive sequence number is repeated (e.g.,I,1,1;I,2,1 in the A-to-B direction).When and entity receives a number of I-frames in a row with no outgoing frames, then the receive sequence number in the next outgoing frame must reflect the cumulative activity (e.g,I,1,3 in the B-to-A direction). Note that , in addition to I-frames, data exchange may involve supervisory frames.

Busy Condition:
                             Such a condition may arise because an HDLC entity is not able to process I-frames as fast as they are arriving, or the intended user is not able to accept data as fast as they arrive in I-frames. In either case, the entity’s receive buffer fills up and it must halt the incoming flow of I-frames, using an RNR command. In the example, A issues an RNR will usually poll the busy station at some periodic interval by sending an RR with the P bit set. This requires the other side to respond with either an RR or an RNR. When the busy condition has cleared, A returns an RR, and I-frame transmission from B can resume.

	8 Bits
	Extendable
	Extendable 8/16 bits
	Variable
	16/32
	8 Bits


	FLAG
	Flag pattern is 01111110, single flag may be used as the closing flag for one frame and the opening flag for the next frame. Bit stuffing used.

	ADDRESS
	Indicates the 2ndary station. Required for multi-drop lines. 

	CONTROL
	Identifies the purpose and function of the frame (see later).

	INFO
	User data.

	FCS
	Frame check sequence (CRC)


	Control Field
	1
	2 3 4
	5
	6 7 8

	I : Information
	0
	N(S)
	P/F
	N(R)

	S: Supervisory
	1
	0
	S
	P/F
	N(R)

	U: Unnumbered
	1
	1
	M
	P/F
	M


	N(S)
	Send Sequence #

	N(R)
	Receive Sequence #

	S
	Supervisory function bits

	M
	Unnumbered function bits

	P/F
	Poll/Final bit


Extended Control Field

	Control Field
	1
	2 3 4 5 6 7 8
	9
	10 to 16

	Information
	0
	N(S)
	P/F
	N(R)

	Supervisory
	1
	0
	0 0 0 0
	P/F
	N(R)


Extended Address Field

	1
	2 to 8
	9
	10 to 16
	 
	 
	8n

	0
	 
	0
	 
	 
	1
	 


Address field identifies the secondary station that tx'd the frame or will rx the frame. Normally 8 bits but can be (by arrangement) a multiple of 7 bits. LSB is 1 for last field of address, 0 otherwise. 1111111 is special address to all stations in normal and extended format.

Information Field: Present only in some I frames and some U frames. Can contain any sequence of bits and any length but length is usually set to some agreed maximum and usually a multiple of 8 bits.

FCS - Frame Check Sequence Field: Applied to all fields except the flags. Normally 16 bit CRC but can be CRC 32 if required.

HDLC Operation: Operation consists of the exchange of I,S and U frames.

Information frames: Basic operation of HDLC consists of exchange of I frames containing user data. Each I frame contains the sequence number of the transmitted frame and a piggy backed positive acknowledgement. The acknowledgement is the seq# of the next frame expected. The P/F bit is poll bit from primary and final bit from secondary. In NRM, primary sets P/F to 1 indicating permission to send, secdy sets P/F to 0 on the last I frame of its response.

Supervisory frames: Used for flow and error control. Both go-back-N ARQ (REJ command/response) and selective-repeat ARQ (SREJ command/response) are allowed. SREJ rare because of buffering requirements. A frame may be positively acknowledged with a RR (receive ready) when an I frame is not available for piggy-backing. A receive not ready (RNR) is used to accept a frame but request that no more frames be sent until a subsequent RR is sent.

P/F (with S frame) may be used as follows. Primary may set P in an RR frame to poll secdy if prim has no I frame to piggy-back the poll. Secdy responds with I frame (if it has one), else sends RR with F bit set, indicating no data to send.

Unnumbered frames: Used for control purposes. Don't carry sequence numbers and don't alter the sequencing or flow of numbered I frames. Can be grouped as:

	Mode setting
	commands and responses used to init or modify the receiving station mode. Rxer responds with UA frame (Unnumbered Ack - see commands next page).

	Information transfer
	Commands and responses used to exchange information other than data (time of day, link operational parameters).

	Recovery
	Commands and responses used when normal ARQ is failing or is not used. The Frame Reject response (FRMR) is used to report an error in a received frame, e.g.

 Invalid control field

 Data field too long

 Data field not allowed the rxed frame type

 Invalid receive count (i.e. frame acknowledged which has not yet been sent)

	Miscellaneous
	Commands and responses


RSET clears FRMR condition. This command means that the sender is resetting the send sequence number and the addressed station should reset the receive sequence number.

 

HDLC commands and responses

	Name
	Func
	Description

	Information (I)
	C/R
	Exchange user data

	Supervisory (S)
	 
	 

	RR
	C/R
	Receive Ready. ACK, ready for I frame

	RNR
	C/R
	Receive Not Ready. ACK, not ready

	REJ
	C/R
	Reject. NAK, go back N frames

	SREJ
	C/R
	Select Reject. NAK, repeat frame N


	Unnumbered
	 
	 

	SNRM/SNRME
	C
	Set Normal Response/ Ext Mode

	SARM/SARME
	C
	Set Async Response/ Ext Mode

	SABM/SABME
	C
	Set Async Balanced/ Ext Mode

	SIM
	C
	Set Initialisation Mode. Init. Link control in the addressed station.

	DISC
	C
	Disconnect. Terminate logical link connection.

	UA
	R
	Unnumbered Acknow. Acknowledge one of above.

	DM
	R
	Disconnected Mode Secdy is logically disconnected.

	RD
	R
	Request Disconnect. Request for DISC cmd

	RIM
	R
	Request Init. Mode. Init needed, send SIM

	UI
	C/R
	Unnumbered Info. Used to exchange control information.

	UP
	C
	Unnumbered Poll. Used to solicit control information.

	RSET
	C
	Reset. Recovery, resets N(R), N(S).

	XID
	C/R
	Exchange ID. Request / report identity and status

	TEST
	C/R
	Test. Exchange identical information fields for testing

	FRMR
	R
	Frame Reject. Report receipt of unacceptable frame
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