
Advance Database 
Lab #03 – User (2)

This exercise will give you chance to get familiar with some of the object privileges on columns and their revoke/grant procedure. The following exercise requires two students working in a group. Let the students be called A and B.

1. User A creates a table acheck with following columns:

	Column
	Type
	Constraint

	anum
	NUMBER(2)
	 

	aname
	VARCHAR2(20)
	 

	adate
	DATE
	 Default Sysdate

	atype
	VARCHAR2(10)
	 NOT NULL


  User B creates a table bcheck with following columns:

	Column
	Type
	Constraint

	bnum
	NUMBER(4)
	 

	bname
	VARCHAR2(20)
	 

	bdate
	DATE
	 Default Sysdate


2.  User A creates a sequence called aseq by using the following SQL command


create sequence aseq   start with 1   increment by 3;

(This sequence will be used to generate values for anum column of acheck table.)

     User B creates a sequence called bseq by using the following SQL command


create sequence bseq   start with 100   increment by 100;

(This sequence will be used to generate values for bnum column of bcheck table.)

3.  User A enters two records in the table acheck for anum, aname and atype columns only.

     To use the sequence aseq values for anum column, use aseq.nextval for the value of anum in the INSERT command. 

i.e. 
insert into acheck (anum, aname, atype) values (aseq.nextval, ‘Chan’, ‘A’);


insert into acheck (anum, aname, atype) values (aseq.nextval, ‘Au’, ‘B’);
     User B enters two records in the table bcheck for bnum and bname columns only.

     To use the sequence bseq values for bnum column, use bseq.nextval for the value of bnum   in the INSERT command.

(As users A and B have not enter any value for adate and bdate column, then, the system date will be used as the default value.)

4. 
  User A grants the SELECT privilege and INSERT privilege on columns anum and aname for table acheck to user B.      (note: A is successful)

      User B grants the SELECT privilege and INSERT privilege on columns bnum and bname for table bcheck to user A using a single GRANT sql  command.     (note: B is successful.)

5.  User A enters data in bnum and bname columns of bcheck table using the INSERT sql command.

      (Note that user A cannot make use of the sequence bseq values for bnum column. Also, even if he creates an exactly same bseq in his login account, then, the values generated by user A’s bseq are independent of user B’s bseq. So, let the user A enter any value for bnum column.)

     User B enters data in anum and aname columns of acheck table using the INSERT sql command.

     (Note: user B is not successful because the table acheck has a not null column for which user B has no insert privilege!)

6.  User A further grants INSERT privilege on atype column of acheck table to user B.

User B enters data in anum, aname and atype columns of acheck table using the INSERT sql command.     (Note: user B is successful now.)

7.  User A and user B both execute COMMIT command.

     User A queries acheck table and can see data entered by B.

     User B queries bcheck table and can see data entered by A.

8. Both user A and B query the following data dictionary tables:


user_col_privs_made ( to see the column privileges given by user to others)


user_col_privs_recd   ( to see the column privileges received by user from others)

9.  User A revokes the insert privilege on column aname of acheck table.   

     (Please note that two sql commands are needed to do this.)

10. User B inserts into table acheck but only in columns anum and atype.

CONCLUSION

1. The “NOT NULL” columns must be included in insert (column, column, ..) privilege.

2. The REVOKE command cannot be used for individual columns. To revoke a privilege from one particular column, first revoke the privilege from all columns and then grant again on the required columns.
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