
Advance Database 
Lab #02 – User (1)

This exercise will give you chance to get familiar with some of the object privileges and their revoke/grant procedure.

Object Privileges 

The following exercise requires three (or four) students working in a group. Let the students be called A, B, C and D ( Note that D is optional).

i) User A creates a table TableA with following columns:

	Column
	Type

	cnum
	NUMBER(2)

	cname
	VARCHAR2(20)

	cdate
	DATE


ii) User A enters three records in the table TableA using the INSERT sql command.

iii) User B enters a select command to query the table TableA using 


SELECT * FROM usernameA.TableA;


(usernameA is the Database login name of user A because user A is the owner of TableA)

(Please note the error message.)

iv) User A grants the “SELECT” privilege on table TableA to user B using GRANT sql command.


GRANT SELECT ON TableA TO usernameB;


(usernameB is the Database login name of user B)

v) Do the step iii) again. (Please note that user B is successful now.)

vi) User B enters tries to enter data in the table TableA using INSERT command.

(Please note the error message.)

vii) User B enters tries to update data in the table TableA using UPDATE command.

(Please note the error message.)

viii) User B enters tries to delete data in the table TableA using DELETE command.

(Please note the error message.)

ix) User B further tries to give the “SELECT” privilege on table TableA to user C using  GRANT sql command. (Please note the error message.)

GRANT SELECT ON usernameA.TableA TO usernameC;


(usernameC is the Database login name of user C)

x) User A grants the “SELECT” privilege on table TableA to user B with “WITH GRANT OPTION” using GRANT sql command.


GRANT SELECT ON TableA TO usernameB WITH GRANT OPTION;
xi) Do the step ix) again.

(Note: user B is successful now because he has the privilege to further grant "select” on table TableA.)

xii) User C  enters queries to the table TableA using 


SELECT * FROM usernameA.TableA; (Note: user C is successful. )

xiii) User A grants “ALL” privilege on table TableA to user D.

(Note: user D can now insert, delete, update, alter, execute, references, index and select records in table TableA.)

GRANT ALL ON TableA TO usernameD

xiv) User D adds two records to table TableA.

xv) Users A, B and C query the table TableA using 


SELECT * FROM usernameA.TableA;


(Note: users A, B & C cannot see the new data added by user D)

xvi) Users A, B and C cannot see the new data added by user D unless 


(you can try any one of the following option)


Option 1) User D uses “COMMIT” command. (It means that changes made by D are made permanent in the database and are thus available to other users.)


or


Option 2) User D logs off from database and logs in again. (It means that changes made by D are automatically “commited” , i.e., made permanent in the database and are thus available to other users.)

xvii) ALL USERS A, B, C & D May query the table USER_TAB_PRIVS now.

xviii) User A revokes the “SELECT” privilege on table TableA from user B only.

(Note: A is successful since A is the owner of the table TableA and A granted the SELECT privilege to B.)

xix) User B enters queries the table TableA using 


SELECT * FROM usernameA.TableA;

(note the error: user B no longer has SELECT privilege on table TableA.)

xx) User C enters queries the table TableA using 


SELECT * FROM usernameA.TableA;
(Note: C is successful since he still has privilege of SELECT on table TableA.)

Additional Notes:

1.    If you (users B, C and D) are tired of typing:


SELECT * FROM usernameA.TableA;

 Then, create a simple synonym for usernameA.TableA, say,


CREATE SYNONYM ATable FOR usernameA.TableA;

 And, so now you have to just type:


SELECT * FROM ATable;

(Please note that users B, C and D can create this synonym only after getting at least SELECT privilege on table TableA)

2. 
  Any user can get information on grants on objects for which the user is the owner, grantor or grantee by querying:


SELECT * FROM USER_TAB_PRIVS;
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