Computer networks
OSI reference model – the model consists of seven numbered layers, each of which illustrates a separate network function. The following advantages are provided by having the network divided into seven layers;

· it breaks network communication into smaller/simpler parts

· it standardises network components to allow multiple-vendor development and support

· it allows different types of network hardware and software to communicate with each other

· it prevents changes in one layer from affecting the other layers, so that they can develop more quickly

· it breaks network communication into smaller parts to make learning it easier to understand

OSI Layers

Layer 7 – Application layer
Provides network services to the users applications. The application layer establishes the availability of intended communication partners, synchronises and establishes agreement on procedures for error recovery and control of data integrity. (browsers/TELNET)
Layer 6 – Presentation layer

Ensures the information from the sending application layer is readable by the application layer of another system. The presentation layer translates between multiple data formats by using a common format. (common data format/syntax)

Layer 5 – Session layer

The session layer establishes, manages and terminates sessions between two communicating hosts. It also offers provisions for efficient data transfer, class of service and exception reporting of layer 5-7 problems. (dialogs and conversations)

Layer 4 – Transport layer

The transport layer segments data from the sending hosts system and reassembles the data into a data stream on the receiving hosts system. How reliable transport between two hosts is accomplished is the concern of the transport layer. The transport layer establishes, maintains and properly terminates virtual circuits. In providing reliable service, transport error detection-and-recovery and information flow control are used. (quality of service and reliability) (TCP)
Layer 3 – Network layer

A complex layer that provides connectivity and path selection between two host systems that may be located on geographically separate networks. (path selection, routing and addressing) (IP)
Layer 2 – Data link layer

Provides reliable transit of data across the physical link. It is concerned with physical addressing, network topology, network access, error notification, ordered delivery of frames and flow control. (frames and media access control) (Ethernet)

Layer 1 – Physical layer

The physical layer defines the electrical , mechanical, procedural and functional specifications for activating, maintaining and deactivating the physical link between end systems. (signals and media) (Ethernet)

Bandwidth – is described in bits per second. As an analogy, it can compared to the width of a water pipe, lanes on a highway or the quality of a sound system. 

It is also the key measure of network design and performance.

Bandwidth and throughput are the measures of the speed or capacity of a network.

Data Encapsulation

In a network, when one computer wants to send data to another computer, the data must first be packaged by a process known as data encapsulation.

Encapsulation wraps data with the necessary protocol information before network transit. The PDU for the layers follows; 

· Physical = bit

· data link = frame

· network = packet

· transport = segment

· application = message/data

The correct order of encapsulation is; data, segment , packet, frame, bits (DSPFB).

A brief review of the encapsulation process; the top three layers, application, presentation and session prepare the data for transmission by creating a common format for transmission. The transport layer breaks up the data into manageable units called segments. It also assigns sequence numbers to the segments to make sure the receiving host puts the data back into the correct order. The network layer then encapsulates the segment, creating a packet. It adds a destination and source network address, usually IP to the packet. The data link layer further encapsulates the packet and creates a frame. It adds the source and destination local MAC address to the frame. The data link layer then transmits the binary bits of the frame over the physical layer media.

TCP/IP

The TCP/IP model has four layers: the application layer, transport layer, Internet layer and the network layer. 

The TCP/IP model emphasises maximum flexibility at the application layer for developers of software. The transport layer involves two protocols TCP and user datagram protocol UDP. The network layer refers to the LAN/WAN technology being used. In the TCP/IP model there is only one IP. This is a deliberate design decision as IP serves as a universal protocol that allows any computer anywhere to communicate at any time. 

Application layer – includes the session and presentation layer details. The layer handles high-level protocols, issues of representation, encoding and dialog control. It combines all application related issues into one layer and assumes this data is packaged correctly for the next layer.(FTP/HTTP)
Transport layer – deals with the quality of service issues of reliability, flow control and error correction. One of its control protocols, the transmission control protocol (TCP) provides flexible ways to create reliable, well-flowing, low-error network communications. TCP is a connection-oriented protocol.

Internet layer – the purpose of the Internet layer is to send source packets from any network on the internetwork and have them arrive at the destination independent of the path and networks they took to get there. The specific protocol that governs this layer is the Internet protocol (IP). Best path determination and packet switching occur at this layer.

Network access layer – it is the layer that is concerned with all of the issues that an IP packet requires to actually make a physical link and then to make another physical link. It includes the LAN and WAN technology details and all the details in the OSI physical and data link layers.

LAN’s

A local area network is a high speed, low error data network that cover a small geographic area. Topology defines the structure of the network, the topology has two parts to its definition, the physical topology which is the actual layout of the wire (media) and the logical topology which defines how the media is accessed by the host. The two most common forms of logical topology are Broadcast and Token passing. Common physical topologies include, mesh, bus, star etc.

Repeater – the purpose of a repeater is to regenerate and retime network signals at the bit level to allow them to travel longer distances on the media. The 5 repeater rule (5-4-3-rule) states that you can connect five network segments end-to-end using 4 repeaters but only three segments can have hosts on them. Repeaters are considered layer 1 devices.

Hub – the purpose of a hub is to regenerate and retime network signals at a bit level to a number of hosts. Very similar to a repeater and as such is A.K.A. as a multi-port repeater. The reason for using hubs is to create a central connection point for the wiring media and an increase in the reliability of the network. The reliability is increased by allowing any single wire to fail without disrupting the entire network. Considered a layer 1 device.

An active hub takes energy from an active power supply to regenerate network signals whereas a passive hub merely splits the signal to multiple users.

Intelligent hubs have console ports which mean that they can be programmed to manage network traffic. Dumb hubs merely take the incoming signal and repeat it to every port.

The hubs role in a token ring network is played by a Medium Access Unit (MAU).

Bridge – is a layer 2 device designed to connect  two LAN segments. The purpose of a bridge is to filter traffic on a LAN to keep local traffic local, yet allow connectivity to other parts (segments) of the LAN for traffic that has been connected there.

Every network device has a unique MAC address on the NIC, the bridge keeps track of which MAC addresses are on each side of the bridge and makes its decisions based on this address list.

Switch – a switch is a layer two device. The purpose of a switch is to concentrate connectivity, while making data transmission more efficient. It is also called a multi-port bridge just a like a hub is called a multi-port repeater. The difference between the hub and switch is that the switches make decisions based on the MAC addresses and hubs don’t make decisions at all. Because of the decisions switches make, they make a LAN much more efficient. They do this by switching data only out the port to which the proper host is connected. In contrast a hub will send data out of all of its ports so that all the hosts have to see and process (accept or reject) all of the data. Think of a switch as a device that is able to combine the connectivity of a hub with the traffic regulation of a bridge and also switches data from ingoing ports to outgoing ports.

Router – a router is a layer 3 (Network) device. Working at layer 3 allows the router to make decisions based on groups of network addresses (classes) as opposed to the individual MAC addresses as is done at layer 2. Routers also connect different layer 2 technologies, such as Ethernet, Token Ring and FDDI. Because of their ability to route packets based on layer 3 information, routers have become the backbone of the Internet, running the IP protocol.

The purpose of the router is to examine incoming packets (layer 3 data), choose the best path for them through the network and then switch them to the proper outgoing port. 

The two primary purposes of the router, path selection and the switching of packets to the best route.

Gateway – essentially a computer that converts information from one protocol to another (a layer 7 device). An example of a gateway would be a computer on a LAN that allows the network to connect to an IBM mainframe or to a network wide fax system. In both of these examples, the data would have to go up the entire OSI model stack to be converted into a data format that the receiving device, either mainframe or fax could use.

Clouds – the cloud symbol suggests another network, perhaps the Internet. Because the cloud is not really a single device but a collection of devices that operate at all levels of the OSI model, it is classified as a layer 1-7 device.

Network segments – the term segment identifies the layer 1 media that is the common path for data transmission in a LAN. Each time an electronic device is used to extend the length or manage data on the media, a new segment is created. 

Layer 1, electronics and signals 

Electrons flow in closed loops called circuits.

Voltage – sometimes referred to as electromotive force (EMF)is an electrical force or pressure that occurs when electrons and protons are separated.

Current – electrical current is the flow of charges that that is created when electrons move. Electrons move from the negative terminal(which repels them) along the path to the positive terminal (which attracts them).

Resistance – materials through which current flows offer varying amounts of opposition or resistance to the movement of the electrons.

Alternating current – AC voltage is positive at one terminal and negative at the other, it then reverses its polarity.

Direct current – DC always flows in the same direction and the voltages flow in the same direction.

Impedance – is the total opposition to current flow.

Propagation – means travel, where a lump of energy representing one bit travels from one place to another.

Attenuation – is the loss of signal strength, eg. When a cables exceed a maximum length

Cancellation – is a commonly used technique to protect wire from undesirable interference.

Reflection – is when voltage/bits hit a discontinuity and some of then energy is deflected, killing other bits on the bit stream. Problems with reflection can be solved with having all of your network devices with the same impedance (().

Noise – is unwanted additions to voltage, optical or electromagnetic signals. No electrical signal is without noise.

NEXT – near end cross talk, when electrical noise on a cable originates from signals on other wires in the same cable.

Thermal noise – due to the random motion of electrons, is unavoidable but usually relatively small compared to our generated signals.

EMI/RFI – external sources of electrical impulses that can attack the quality electrical signals on the cable include lightning, electrical motors and radio systems.

Dispersion – is where the signal broadens in time. It can be fixed by proper cable design, limiting cable lengths and impedance matching. 

Jitter –if the clock on the source host is not synchronised with the destination, you will get a timing jitter. This means bits will arrive a little earlier and later that expected.

Latency – is also known as delay. Firstly, for a bit to travel a distance it will take a small amount of time to get there. Second, if the bit travels through any devices, the transistors and electronics introduce more latency.

Collision – a collision occurs when two bits from two different communicating computers are on a shared medium at the same time, if this happens they are destroyed. Ethernet and token-Ring, FDDI have sets of rules to deal with this.

Modulation & Encoding – modulation means converting ones and zeros into electrical pulses on a wire. 

NRZ – non return to zero encoding is characterised by a low signal and a high signal (often +5 or 3.3 V for binary 1 and 0 V for binary 0, it is the simplest form of encoding. 

Manchester encoding – is more complex yet more immune to noise and is better at remaining synchronised. The bits are encoded as transitions, Manchester encoding results in 1 being encoded as a low to high transition and 0 being encoded as a high to low transition. Because both 0’s and 1’s result in a transition to the signal, the clock can be effectively recovered at the receiver.

Modulation – takes a sine wave and changes/modulates it, so that it can carry information. 

Layer 1, media, connections, collisions

Shielded twisted pair cable (STP) – combines the techniques of shielding, cancellation and twisting of wires. As specified for use in Ethernet network installations, STP provides resistance for both EMI and RFI without significantly increasing the weight or size of the cable. STP affords greater protection from all types of external interference, but is more expensive than UTP. Unlike Co-axial cable the shield in STP is not part of the data circuit, therefore the cable needs to be grounded at both ends. STP can not be run as far as other network media without the need for the signal to be repeated. 150 Ohm STP is specified for token-ring installations, the entire cable is shielded to reduce EMI/RFI and each pair of twisted cables is shielded from each other to reduce cross talk.

Unshielded twisted pair UTP – is a 4-pair wire medium. Each pair of wires is insulated form the other. This type of cable relies on the cancellation effect, produced by the twisted wire pairs to limit signal degradation caused by EMI/RFI. To further reduce crosstalk between the pairs in UTP cable, the number of twists in the wire varies. The wire pairs are either 22 or 24 AWG and have an impedance of 100 Ohms. The biggest advantage of this cable is its size.

Coaxial cable – consists of a hollow outer cylindrical conductor that surrounds a single inner wire made of two conducting elements. The element located in the centre of the cable is a copper conductor. Surrounding it is a layer of flexible insulation. Over this insulating material is a woven copper braid that acts as the second wire in the circuit and as a shield for the inner conductor. Covering this shield is the cable jacket. Coaxial cable can be run further without the need for repeaters. 

Optical fibre – this networking medium conducts modulated light transmissions. It is the most expensive type of networking media however it is immune to all forms of outside interference. Fibre optic cable uses two cables enclosed in separate sheaths. . each fibre is surrounded by a protective buffer material, such as kevlar and an outer jacket. The light guiding parts of an optical fibre are called the core and the cladding. The core is very pure glass with a high index of refraction. When the core glass is surrounded by a cladding layer of glass or plastic with a low index of refraction, light can be trapped in the fibre core. This process is called total internal reflection and it allows the cable to act as a light pipe, guiding light for long distances, even around bends.

TIA/EIA standards - TIA/EIA-568-A and TIA/EIA-569-A are the most widely used standards for technical performance of networking media. The standards address six elements of the LAN cabling process;

· horizontal cabling

· telecommunications closets

· backbone cabling

· equipment rooms

· work areas

· entrance facilities

TIA/EIA-568-A standards for horizontal cabling includes the networking media that is used in the area that extends from the wiring closet to the work station. It contains specifications governing cable performance. It calls for running two cables, one for voice and the other for data, to each outlet. Of the two cables the one for voice must be four pair UTP. When using network media, the TIA/EIA-568-A standard calls for 150 Ohm cable for STP, 100 Ohm cable for four pair UTP and the fibre optic standard calls for two fibres of 62.5/125 multi-mode cable. According to TIA/EIA-568-A the maximum distance for cable runs in horizontal cabling is 90 meters. The standard also specifies that patch cords or cross connect jumpers located at the horizontal cross connect cannot exceed 6 meters. The standard also allows for 3 meter patch cords that are used to connect equipment at the work area. The total length of patch cords and cross connect jumpers cannot exceed 10 meters. Another name for a roll-over cable is a console cable, they are used to connect a PC to a router for purposes of accessing the router.

Ethernet 10BaseT –the Ethernet 10BaseT technologies carry Ethernet frames on inexpensive twisted pair wiring. There are four components that are passive (do not require energy), they are;

· patch panels

· plugs

· cabling

· jacks

three are active (require energy);

· transceivers

· repeaters

· hubs

Collision domains – a problem situation that can occur when two bits propagate at the same time on the same time is a collision. The network area within which data packets originate and collide is called a collision domain and includes all shared media environments. One wire may be connected to another wire, through patch cables, patch panels, transceivers repeaters and hubs. All of these layer 1 interconnections are part of the collision domainUsing a repeater extends the collision domain, therefore the network on both sides of the repeater is one larger collision domain.

The term segment identifies the layer 1 media that is the common path for data transmissions in a LAN.

The 4 repeater rule – in Ethernet this rule states that no more than 4 repeaters or repeating hubs can be between any two computers on the network. Each repeater adds latency to the bits as the signal is strengthened. Exceeding the four-repeater rule violates the maximum delay limit. When this delay limit is exceeded then the number of late collisions increases. A late collision occurs after the first 64bytes of a frame are transmitted. The 4 repeater rule (the 5-4-3-2-1 rule) therefore states; 5 sections of the network, 4 repeaters or hubs, 3 sections of the network are ”mixing” segments with hosts, 2 sections are link segments (for link purposes) and one large collision domain. 

Separating collision domains with bridges, routers and switches is called segmentation.

An extended star topology is where a central hub is connected by vertical cabling to other hubs.

Network topology – a network may have one type of physical topology and a different type of logical topology. Ethernet (10BaseT) uses an extended star physical topology but acts as if it uses a logical bus topology. Token ring uses a physical star and a logical ring. FDDI uses a physical and logical ring.

Layer 2, concepts

The data link layer provides reliable transit of data across a physical link by using media access control (MAC) addresses. The data link layer is concerned with physical addressing, network topology, line discipline (how end systems will use the network link), error notification, ordered delivery of frames and flow control.

IEEE 802.3 specifies the physical layer and the channel access portion of the data link layer . The IEEE divides the OSI data link layer into two separate sublayers; MAC – transitions down to media and LLC transitions up to the network layer.

LLC – IEEE created the logical link sub layer to allow part if the data link layer to function independently from existing technologies. LLC takes the network protocol data, an IP packet, and adds more control information to help deliver the IP packet to its destination. It adds two addressing components of the 802.2 specification, the destination service access point (DSAP) and the source service access point (SSAP). This repackaged IP packet then travels to the MAC sub layer for handling by the required specific technology for further encapsulation and data. An example of the specific technology could be Ethernet, token ring or FDDI. The LLC sublayer supports both connectionless and connection oriented services used by the higher layer protocols.

The four main concepts of layer 2;

1. Communicates with upper-level layers through LLC

2. Uses a flat addressing convention

3. Uses framing to organise or group the data

4. Uses MAC to choose which computer will transmit binary data, from a group in which all computers are trying to transmit at the same time

The physical address of a computer (MAC address) is located on the NIC. NIC’S are considered layer 2 devices because each individual NIC throughout the world carries a unique code, called a Medium Access Control (MAC) address. This address is used to control data communication for the host on the network. (devices that connect directly to a network segment are referred to as hosts).

MAC refers to protocols that determine which computer on a shared medium environment (collision domain) is allowed to transmit the data.

LLC takes the network protocol data (IP packet) and adds more control information to help deliver the IP packet to its destination.

Generic frame format – there are many different types of frames as described by various standards. Any single generic frame format is comprised of sections called fields, which are composed of bytes.

	Generic frame format

	A
	B
	C
	D
	E
	F


A – frame field start




D – data field

B – address field (MAC)



E – frame check sequence (FCS)

C – length/type




F – frame stop field

Frame start field – when computers are connected to a physical medium, they use this field, a beginning signalling sequence of bytes to grab the attention of the other computers on the medium. 

Address field – where the naming information (source and destination MAC address) is contained.

Length/type – length specifies the exact length of the frame, the type field specifies the layer 3 protocol making the sending request.

Data field – contains the message you want to send along with some padding bits that are used to keep this frame a certain size for timing purposes.

Frame check sequence – instead of sending each frame twice to ensure reliable data delivery, there is a way in which only the bad frames are discarded and retransmitted. The FCS field contains a number that is calculated by the source computer and is based on the data in the frame. When the destination receives the frame, it re-calculates the FCS number and compares it to the FCS included in the frame. If the two numbers are different the frame is discarded and the source is asked to retransmit. The three main ways in which the FCS is calculated is; 

1. CRC

2. Parity

3. Internet checksum

Stop field – the frame is considered ended after the FCS, sometimes there is a formal byte sequence referred to as the end-frame delimiter. 

MAC protocols – deterministic MAC protocol, uses a form of ‘taking your turn’ (similar to token ring operation). Non-deterministic, first come first served (Ethernet, CSMA/CD)

Hexadecimal is a base 16 numbering system used to represent a byte of data (0-9,A-F where 0 is = 0 and F is = to 15). 

When converting hexadecimal to decimal, first multiply the hex digit by 16 raised to the exponent of the position. 

For example, 4F6A = (4x163) + (F[15]x162) + (6x161) + (A[10]x160) = 20330.

For example, 3F4B = (3x163) + (F[15]x162) + (4x161) + (B[11]x160) = 16203

When converting decimal to hexadecimal, repeatedly divide by 16 then convert the remainder to a hexadecimal. Eg. 1502/16= 93.875 therefore the remainder .875 multiplied by 16 equals 14.

For example, (24032). 24032/16= 1502, a remainder of 0
1502/16= 93, a remainder of 14 or E
93/16 = 5, a remainder of 13 or D
5/16 = 0, a remainder of 5
collect the remainders backwards and you have 5DE0.

Layer 2 technologies
Token ring frame format 

DATA/COMMAND FRAME

	SD
	AC
	FC
	DA
	SA
	INFO
	FCS
	ED
	FS


1

1
   1
       6

6
   >=0

4
    1
       1

TOKEN





ABORT

	SD
	AC
	ED
	
	SD
	ED
	


       16
      1

    1



1
        1

Tokens are 3 bytes in length and consist of a start delimiter, an access control byte and an end delimiter.

The start delimiter alerts each station to the arrival of a token or data/command frame. 

The access control byte contains the priority and reservation field, and a token and monitor bit. A token bit distinguishes a token from a data/command frame and a monitor bit determines whether a frame is continually circling the ring. The end delimiter signals the end of the token or data/command frame.

Data/command frames vary in size depending on the size of the information field. Data frames carry information for upper layer protocols. In data/command frames, a frame control byte follows the access control byte. The frame control byte indicates whether the frame contains data or control information. 

Following the frame control byte are two address fields that identify the source and destination stations. The addresses are 6 bytes in length with the data field following the address field.

Following the data field is the FCS. The end delimiter completes the data/command frame.

Token ring MAC – defines how the medium is accessed, including: 

· Frame format 

· token handling 

· addressing 

· algorithm for calculating a cyclic redundancy check and error recovery mechanisms.

Token passing networks move a small frame called a token around the network. Possession of the token grants the right to transmit data. If a station receives a token and has no data to transmit then it passes the token along to the next station. The token is held for a specific amount of time as determined by the technology used. 

Priority system – token ring networks use a priority system that permits certain user-designated, high priority stations to use the network more frequently. Two fields control priority, the priority field and the reservation field. 

Management – one mechanism used to detect compensate for network faults is for one station the ring to be the active monitor. This station acts as a centralised of timing information for other ring stations and performs a variety of ring maintenance functions. Another function of this station is to remove permanently circulating frames. When a station transmits and subsequently fails then the frame can continue circulating with no other station able to transmit, the active monitor can detect this, remove the frame and generate a new token.

The 4/16Mbps Token-Ring networks use differential encoding. A 1bit is represented by no polarity change at the start of the bit time and a 0bit is represented by a polarity change at the start of the bit time. IBM token ring stations are directly connected to MSAU’s and can be wired together to form one large ring. Patch cables inter-connect MSAU’s via ring in and ring out ports to form larger networks. Lobe cables connect MSAU’s to stations, which also include bypass relays for removing stations from the ring.

Beaconing - a Token Ring formula - detects and tries to repair network faults. When a station detects a serious problem with the network (e.g. a cable break) it sends a beacon frame. The beacon frame defines a failure domain. A failure domain includes the station that is reporting the failure, its nearest active upstream neighbour (NAUN), and everything in between. Beaconing initiates a process called auto re-configuration, where nodes within the failure domain automatically perform diagnostics. This is an attempt to re-configure the network around the failed areas. Physically, MSAUs can accomplish this through electrical re-configuration.

FDDI - FDDI specifies a high speed, token passing ring LAN using fiber optic media. It has a 100Mbps bandwidth making it ideal for engineering workstations and network backbones. 

FDDI networks consist of 2 counter rotating rings. Traffic flows in one direction on one ring and in the other direction on the other ring. One is the primary and the other the secondary. Under normal conditions the traffic only flows along the primary, the secondary being idle. In the event of failure on the primary ring, FDDI can automatically reconfigure the network so that operation is still possible. 

At the expense of fault tolerance, both rings may be used for full time data transmission. 

Stations may be connected to one or both of these rings. Those connected to both rings are called class A stations, and those connected to one are called class B stations. 

Token Frame

	A
	B
	C
	D


Data/Command Frame

	A
	B
	C
	E
	F
	G
	H
	I
	J


	A – preamble
	F - source address

	B - start delimiter
	G – information

	C - frame control
	H - frame check

	D - end delimiter
	I - end delimiter

	E – destination address
	J - frame status


Preamble – prepares each station for the upcoming frame

Start delimiter – indicates the beginning of the frame, it consists of signalling patterns to differentiate it from the rest of the frame

Frame control – indicates the size of the address fields and whether the frame contains synchronous or asynchronous data and other control information.

Destination address – contains uni-cast (single), multi-cast (group) or broadcast (every station) addresses which are 6 bytes in length (like Ethernet and Token Ring).

Source address – identifies the single station that sent the frame, also 6 bytes in length

Data/Information – information destined for an upper layer protocol

FDDI MAC – uses a token passing strategy similar to token ring. These networks have no collisions and if early token release is supported, a new token can be released when the frame transmission has finished.

FDDI uses a 4B/5B encoding scheme. Every 4 bits of data are sent as a 5 bit code. The signal sources in FDDI transceivers are LED’s or lasers. FDDI defines two types of fibre; single mode and multi mode. Single mode allows only one mode of light to propagate through the fibre while multi mode allows several. The multiple modes can travel different distances depending on their entry angle. Single mode fibre is used for inter building connections while multi mode is used for intra building connections.

IEEE 802.3 Frame Format & Functions

IEEE802.3

	A
	B
	C
	D
	E
	F
	I


ETHERNET

	A
	B
	C
	D
	G
	H
	I


	A – preamble (7 bytes)
	F - 802.2 header and data (46-1500)

	B - start frame delimiter (1)
	G - type (2)

	C – destination address (6)
	H - data (46-1500)

	D – source address (6)
	I – FCS (4)

	E - length (2)
	


Preamble/start frame delimiter - to start a frame the MAU or transceiver transmits a 7-byte preamble of alternating 1 & 0 bits. This is followed by the start of frame delimiter byte.

Destination address - specifies the recipients of the frame, unicast, multicast or broadcast. A 6-byte address is universally unique across networks. For worldwide uniqueness of each 6-byte address, IEEE assigns the first 3 bytes to the hard ware vendor for incorporation into each NIC's address ROM. 

Source address - the source address of the frames transmitter follows the destination address.

Length  - this field reports the number of bytes of data that follow before the frame check sequence (FCS). This number tells how many bytes are in the frame of data.

Header/data/type - the data field contains the fields data. Pad bits are added to the data field to make an 802.3 frame greater than or equal to 64 bytes.

FCS - the transmitter computes a CRC on the destination and source address, length and data pad fields.

IEEE 802.3 specifies only the lower half the DLL whereas Ethernet specifies the entire DLL.

Ethernet MAC – the access method CSMA/CD is used and it performs three functions;

1. Transmitting and receiving data packets

2. Decoding data packets and checking them for valid addresses before passing them up to the upper layers of the OSI model

3. Detecting errors within data packets or on the network

Using the CSMA/CD method, networking devices with data to transmit over the network work in a listen-before-transmit mode. After the device determines the network media is not busy, it will begin to transmit data. Network devices can determine when a collision occurs because they detect the increase in amplitude of the networking media. Each device backs off for a predetermined amount of time before retransmitting its data.

Ethernet is a broadcast transmission medium, so all devices see the data except only the device whose MAC address and IP address match that carried by the data will copy the data, other devices simply ignore the data. The receiving device then checks the data packet for errors and if detected the data packet is discarded. The destination device will not notify the source if the data arrived safely or not. Ethernet is a connectionless network architecture and is referred to as a best effort delivery system.

Ethernet signalling – Manchester encoding is used, a 1 is the result of a low to high transition and a 0 as a high to low transition. Because both signal representations result in a transition of the signal, the clock can be effectively recovered at the receiver.

The 10BaseT transceivers are designed to send and receive signals over a segment that consists of 4 wires, one pair for receive and the other pair for transmit.

Ethernet/10BaseT topologies – the star topologies advantages include;

· Easiest to design and install

· Ease of maintenance since the only area of concentration is at the hub

· Workstations can be easily added tom the network

· This topology lends itself to greater reliability

Disadvantages include;

· By having one device per network run increases the amount of media required therefore is more expensive to setup

· The hub makes maintenance easier but allows for a single point of failure

TIA/EIA 568-A specifies that the physical topology that is used for horizontal cabling be of a star topology. The maximum distance that extends from the workstation to the hub cannot exceed 100m. this figure includes 90m for the horizontal cabling, 3 meters for the patch cords and 6 meters for the jumpers at the horizontal cross connect.

NIC’s – communicate with the network through a serial connection and with the computer on a parallel connections, when purchasing them consider; type of network, type of media and the type of system bus. The data link layer functions they perform are logical link control, naming (MAC address), framing, MAC and signalling.

Bridges – connects network segments and makes intelligent decisions about whether to pass network messages across that can be used to reduce large collision domains. It filters traffic (packets) based on their MAC address which it keeps track of in its table of MAC addresses. Bridging occurs at the data link layer and the primary advantage of this is the ability to achieve upper layer protocol transparency.

If to many broadcasts occur, a bridge will send them out over the entire network and this is referred to as a broadcast storm.

Switching – performs two basic functions;

1. Switching data frames – a store and forward operation where a frame arrives on an input media and is transmitted to an output media.

2. Maintenance of switching table operations – switches build and maintain switching tables and search for loops.

Switches connect LAN segments based on the MAC address table. They operate at higher speeds than a bridge because they operate at the hardware level and bridges work at a software level. Switches can also connect LAN segments of different bandwidth.

LAN switches are considered multi-port bridges with no collision domain, because of micro-segmentation. Ethernet switching increases the bandwidth available on a network. It achieves this by creating dedicated network segments , or point-to-point connections and connecting these segments in a virtual network within the switch. This virtual network circuit exists only when two nodes need to communicate.

Network design and documentation

The first step in designing a network is to collect information about the organisation. TIA/EIA-569 specifies that in an Ethernet LAN the horizontal cabling runs must be attached to a central point in a star topology. The central point is the wiring closet and this is where the patch panel and hub must be located. 

TIA/EIA-569 specifies that each floor must have a minimum of one wiring closet and that additional wiring closets should be provided for each 1000m2 when the area of the floor that it serves exceeds 1000m2 , or the horizontal cabling distance exceeds 90m. E.g. if a company occupies the three floors of a building and each floor is 1500m2 you would need to install six wiring closets.

The first step in selecting a wiring closet is to identify on a floor plan all the devices that will be connected to the network. Also consider secure locations close to the POP.

Any wiring closet chosen should adhere to the following specifications; 

· the floor should have tile or a finished surface

· fluorescent lighting should be avoided due to the outside interference it creates

· wall/ceiling openings provided for conduits or sleeved cores must be sealed with flame and smoke retardant materials

· temperature of 21( and relative humidity of 30-50%

· two walls to be covered with 20mm plywood, at least 2.4m high

· the door to be .9m wide and swing out of the room

· if used as the MDF all cable running from it - to IDF’s, computers and communications rooms should be housed in 10.2cm conduit.

· The star topology can be extended using repeaters and they are located in additional wiring closets named IDF's, that are connected with CAT 5. 

· The majority of installations use 62.5/125µ fibre-optic cabling for floor and building backbones. Single mode fibre is used for inter building connections. 

· The maximum distance for the backbone cabling used to connect the HCC(IDF) to the MCC(MDF) is 3000m. At times the max distance of 3000m must be split. This occurs when the backbone cabling is used to connect the HCC to an ICC and the ICC to the MCC. The max distance for the backbone cabling run between the HCC and the ICC is 500m. The max distance for the backbone run between the ICC and MCC is 2500m. 

· In a multi-story building the MDF should be located in the middle of the floors where the network is to be housed.

· AC line noise creates problems by adding unwanted voltage to the desired signals.

· ESD destroys semi-conductors and data

· The purpose of a safety ground in a computer is to prevent metal parts from becoming energised with a hazardous voltage. A safety ground connection will not be sufficient when ground wires in separate locations have slightly different potential. If you touch two objects with different potential voltages then you complete the circuit and get a shock. One of the major problems of a faulty ground wire connection at an outlet that is being used by networking equipment is the potentially fatal voltage exists between the LAN’s UTP cabling and the chassis of a network device

· A common cause of oscillation called harmonics happens when you have excessively long cable runs.

Structured cabling project

The following list includes some of the documentation that you should create while you are in the process of planning/designing your network: 

· engineering journal 

· logical topology 

· physical topology 

· cut sheets 

· problem-solving matrices 

· labeller outlets 

· labelled cable runs 

· summary of outlets and cable runs 

· summary of devices, MAC addresses, and IP addresses 

· Cable testers can perform tests that measure the overall capability of a cable run. Examples include the following: 

· determine cable distance 

· locate bad connections 

· provide wire maps for detecting crossed pairs 

· measure signal attenuation 

· measure near-end crosstalk 

· detect split pairs 

· perform noise level tests 

· trace cable behind walls 

Cable testers use a feature called a wire map to indicate which wire pairs connect to which pins, on lugs and sockets. The test indicates whether the installer properly connected the wires of a plug or jack, or whether he/she connected them in reverse order. 

When wires are connected in reversed order, they are referred to as crossed pairs. 

Visual inspection and crosstalk measurements are the only ways to detect a condition known as split pairs. As you know, the twisting in wire pairs shields them from external interference from signals that pass near other wire pairs. However, this shielding effect can only occur if the wires in the pair are part of the same circuit. When wires split, they are no longer part of the same circuit. Although current can flow in the circuit, making the system appear to work, no shielding is in effect. Consequently, the signals are not protected. Eventually, near-end crosstalk will become a problem. A wire map cannot detect a split pair condition, because in split pairs, a circuit is still present. 

· For Cat 5 the maximum amount of untwisted wire that is allowed is 13mm.

· A rough diagram that shows where the cable runs are located is called a cut sheet

· All labels according to the UL969 must meet, adhesion, defacement and legibility requirements

· When wire from one circuit is crossed with wire from another circuit it is called split-pairs

Layer 3 Routing and Addressing

Internet Protocol Fields

	Version
	IHL
	Type of Service
	Total Length

	Identification
	
	DF
	MF
	Fragment Offset

	Time to Live
	Protocol
	Header Checksum

	Source Address

	Destination Address

	Options (padding)

	Data (variable)







      32 bits

Version - this 4-bit field allows for the tagging of any evolution of the protocol. End systems and routers should agree on the version number to ensure that they process the header consistently. 

IHL - IP Header Length, this 4-bit field records the data.

Type of Service - allows upper layer protocols to tell IP how a particular datagram should be handled.

	P
	P
	P
	D
	T
	R
	U
	U


The first 3 bits indicates a packets importance with values from 0-7. The D bit requests low delay. The T bit requests high throughput and the R bit requests high reliability. The last 2 bits are unused.

Total length - this field specifies the entire length of the IP packet field, including the data and header. The length value is the number of bytes in the packet.

Identification - contains an integer that identifies the current datagram from a particular source.

Flags - control fragmentation, the DF 'don’t fragment' bit specifies whether or not the datagram may be fragmented. The MF 'more fragment' bit specifies whether the current fragment is the last fragment.

Fragment offset - holds the offset of the packet, in bytes, of data in this segment. The destination IP uses the contents if this field to re-assemble fragments into the original TPDU.

Time to live - is a counter that limits the life of a packet. The counter is decreased every time the packet is handled by a router. When the counter = 0, the packet is removed from the network.

Protocol - indicates which host to host protocol (e.g. TCP) is to receive the TPDU following IP processing. 

Source & destination address - identifies the originator and recipient of the intended packet. These addresses are written in dotted decimal notation.

Options - this field gives the IP packet the potential to support a variety of potential services, i.e. source routing, time stamping and security information

The network number of an IP address identifies the network to which a device is attached. The host portion of an IP address identifies the specific device on that network. An IP address consists of 4 octets(bytes) separated by dots. 

An IP address that ends in all binary 0’s in all host bits is reserved for the network address. As a class A network example 113.0.0.0 is the IP address of the network containing the host 113.1.2.3. A router uses a networks IP address when it forwards data on the Internet. The following is a class B example IP address, 176.10.0.0. the decimal numbers that fill the first two octets in a class B network address are assigned and are network numbers. The last two octets contain 0’s because those 16 bits are for host numbers. 

In the example 176.10.0.0 where the last 16 bits make up the host field, the broadcast that would be sent out to all devices on the network would include a destination address of 176.10.255.255. therefore a broadcast address is one that contains all 1’s in the host field.

Each class of network allows a fixed number of hosts. In a class A network the first octet is assigned leaving the last 3 octets to be assigned for hosts. The maximum amount of hosts in a class A network is 16,777,214 hosts; class B is 65,534 hosts and class C is 254 hosts.

Subnets

To create a subnet address a network administrator borrows bits from the host field and designates them as the subnet field. The minimum number of bits that can be borrowed is 2. The maximum number of bits that can be borrowed is any number that leaves at least 2 numbers for the host field.

The primary purpose of subnetting is to reduce the size of broadcast domains.

The subnet mask tells the network devices which part of an address is the network field and which is the host field. A subnet mask is 32 bits long and has 4 octets.

Question: how many bits are being borrowed (how long is the subnet field) for a class B network using a subnet mask of 255.255.240.0?

Answer: the first 2 octets of the mask (255.255) correspond with the 16 bits in a class B network number. The subnet field is represented by all additional 1 bits past that. The number 240 decimal is represented in binary as 11110000 and you can see that you are using 4 bits for the subnet field.

Question: how many subnets are there possible with a 4-bit subnet field?

Answer: start with finding the smallest 4-bit number 0000 then the largest 4-bit number 1111 (15). So the possible subnets are 0-15 or sixteen subnets. However you cannot use subnet 0 (its part of the network address) or subnet 15 (broadcast address), so this 4-bit subnet field gives you 14 useable subnets (1-14).

Computing hosts per subnetwork

Each time you borrow 1 bit from the host field there is 1 bit less remaining in the filed that can be used for host numbers. Each time you borrow another bit from the host field, the number of host addresses that you can assign decreases by a power of 2 (gets cut in half). 

A class C network address as an example: if there is no subnet mask all 8 bits in the last octet are used for the host field therefore there are 256 (2^8) possible addresses available for host address assignment, minus 2 leaves 254 useable host addresses. Imagine if this class C network is divided into subnets. If you borrow 2 bits from the default 8 bit host field the host field decreases in size to 6 bits. If you write out all the possible combinations of 0’s and 1’s that could occur in the remaining 6 bits then the possible number of hosts that can be assigned to each subnet will be 64 (2^6) less 2 leaving 62 hosts.

In the same class C network, if you borrow 3 bits, the size of the host field decreases to 5 bits leaving the possible number of hosts at 32 (2^5) less 2, leaving 30.

For example, if a class C network has a subnet mask of 255.255.255.224 then 3 bits (244 = 11100000) would have been borrowed from the host field.

Question: what is the maximum number of hosts on a class C network when subnetting is occurring?

Answer: 196

Question: if three bits are borrowed from the host field of a class C address, what will the range of useable hosts be in the first useable subnet?

Answer: .33 through .62

Layer 3 protocols

Routers use a layer 3 addressing scheme to make forwarding decisions, they use IP or logical addresses rather than MAC addresses. IP addresses are implemented in software and refer to the network on which a device is located. 

There are 2 methods for assigning IP addresses, static and dynamic addressing. If an address is assigned statically you must go to each individual device and configure it with an IP address. There are a few methods in assigning a dynamic IP address. 

· Reverse address resolution protocol (RARP).

· BOOTstrap Protocol (BOOTP)

· Dynamic Host Configuration Protocol (DHCP)

IP key components – in order for devices to communicate the sending devices need both the IP addresses and the MAC addresses of the destination devices. When they try to communicate with devices whose IP addresses they know, they must determine the MAC addresses. The TCP/IP suite has a protocol called ARP, that can automatically obtain the MAC addresses of the computer that is associated with an IP address.

RARP – Reverse Address Resolution Protocol, binds MAC addresses to IUP addresses. Devices using RARP require a RARP server to be present on the network to answer RARP requests.

ARP – layer 3 protocols determine whether data passes beyond the network layer to higher layers of the OSI model. A data packet must contain both , a destination MAC address and a destination IP address. If it lacks one or the other it will not pass the data from layer 3 to the upper layers. In this way the two addresses act as checks and balances for each other. After devices determine the destination IP address they can add the MAC address to the data packets. Some devices keep tables of the MAC addresses and IP addresses of all the devices that are connected to the same LAN. They are called Address Resolution Protocols (ARP) and they map IP addresses to the corresponding MAC addresses. ARP
 tables are sections of RAM memory. 

If a host wants to send data to another host, it must know the destination IP address. If it is unable to locate a MAC address for the destination in its own table, it initiates a process called an ARP request so as to discover the destination MAC address. To ensure that all devices see the ARP request the source uses a broadcast MAC address. The broadcast address in a MAC addressing scheme has all places set to hexadecimal F, and takes the form of FF-FF-FF-FF-FF-FF. If the IP address of a device matches the destination IP address in the ARP request, that device responds by sending the source its MAC address, this is known as An ARP reply.

Default gateway – in order for a device to communicate with another device on another network, you must supply it with a default gateway. A default gateway is the IP address of the interface on the router that connects to the network segment which the source host is located on. The default gateways IP address must be in the same network segment as the source host. If no default gateway is defined, communication os only possible on the devices own logical network segment. Without a default gateway the source computer has no destination MAC address. 

Non-Routable protocols – are protocols that do not support layer 3. The most common of these being NetBEUI. This protocol is limited to running on one segment. 

Routed protocols – protocols that provide support for the network layer are called routed or routable protocols, with the most common being IP. Two others are IPX/SPX and Appletalk. In order for a protocol to be routable it must provide the ability to assign a network number, as well as a host number to each individual device.

Routing protocols -  determine the paths that routable protocols follow to their destinations. Examples include, RIP – Routing Information Protocol, IGRP – Interior Gateway Routing Protocol, EIGRP – Enhanced Interior Gateway Routing Protocol and OSPF – Open Shortest Path First.

RIP, the maximum amount of hops that data can pass through is 15.

Routing protocols enable routers that are connected to create a map, internally, of other routers in the network or on the Internet. This allows routing (selecting the best path and switching) to occur. Routers use routing protocols to exchange routing tables and to share routing information.

Routing protocols determine how routed protocols are routed. Routed protocols direct user traffic, whereas routing protocols work between routers to maintain path tables.

Connectionless network services – most network services use a connectionless delivery system. They treat each packet separately and send it on its way through the network. The packets may take different path to get through the network, but are re-assembled when they reach their destination. In a connectionless system the destination is not contacted before a packet is sent. These services are referred to as packet switched.

IP is a connectionless system; it treats each packet independently. For example if you download a file using FTP, it does not send the entire file in one long stream of data. It treats each packet independently. 

Connection-oriented network services – in this type of system a connection is established between sender and receiver before any data is transferred, ie. the telephone system. These services are referred to as circuit switched. 

Layer 4 – the Transport Layer

The phrase “Quality of service” is often used to describe the purpose of layer 4. Its primary duties are to transport and regulate the flow of information from source to destination, reliably and accurately. The end-to-end control, provided by sliding windows, and reliability in sequencing numbers and acknowledgments are primary duties of layer 4. 

Analogy – when visiting a foreign country, during conversation you must ask everyone to repeat their words (reliability) and to speak slowly, so you can catch the words (flow control).

Layer 4 has 2 protocols, TCP and UDP. TCP supplies a virtual circuit between end user applications. Its characteristics are;

· Connection oriented
· Reliable
· Divides outgoing messages into segments
· Reassembles a the destination
· Re-sends anything not received
· Reassembles messages from incoming segments
Transport Control Protocol fields

	Source port
	Destination port

	Sequence number

	Acknowledgement number

	Data offset
	Reserved
	URG
	ACK
	PSH
	RS

T
	SYN
	F

I

N
	Window

	Checksum
	Urgent pointer

	Options

	Data


Source - this field indicates the source ULP (Upper Layer Protocol).

Destination - refers to the destination ULP.

Sequence number - contains the sequence number assigned to the first byte of data in the current message.

Acknowledgment number - if this bit is set the field contains the sequence number of the next data byte the sender of this packet intends to receive. Instead of requiring a separate acknowledgment for each transmission, TCP delays acknowledgements until a series of transmissions can be acknowledged at once.

Data offset - indicates the number of 32 bit words in the TCP header. 

Flags - the 6 flag bits contain control information.

URG - urgent

ACK - indicates the acknowledgment field is valid.

PSH - push, the sending TCP sends the header with the PSH flag in response from a request from the ULP. When the receiving TCP sees the PSH flag being set it immediately sends it's data up to its ULP.

RST - resets a transport connection to its original state.

SYN - synchronisation is set by the sender and receiver in their first packets to eachother. Setting this flag indicates their desire to establish a virtual connection.

FIN - finish specifies that the sender has no mare data to send and that the connection can be released.

Window -specifies the number of data bytes that the sender is willing to accept. This field along with the sequence and acknowledgment number fields, implement the TCP sliding window flow control mechanism.

Checksum - used to determine whether the contents of the packets were damaged during transit.

Urgent Pointer - specifies where in the data stream, urgent data is to be found.

Option - most common option is 'max segment size' which indicates the largest inbound segment that TCP can accept.

User Datagram Protocol (UDP) 

Is the connectionless transport protocol in the TCP/IP stack. It is a simple protocol that exchanges datagrams, without acknowledgments or guaranteed delivery. Error processing and re-transmission are handled by other protocols.

Protocols that use UDP include;

· TFTP

· SNMP

· DHCP

· DNS (Domain Name System)

Port numbers – both TCP and UDP use port (or socket) numbers to pass information to the upper layers. Port numbers are used to keep track of different conversations that cross the network at the same time. *Developers use the well-known port numbers as defined in RFC1700.

Connection oriented services  - involve three phases. In the connection establishment phase, a single path between the source and destination is determined. During the data transfer phase, data is transmitted sequentially over the established path arriving at the destination on the order it was sent. The connection termination phase consists of terminating the connection between the source and destination when it is no longer needed.

TCP hosts establish a connection-oriented session with one another using a three-way handshake. 

PAR – Positive Acknowledgment and Retransmission, is a common technique many protocols use to provide reliability. With PAR, the source sends a packet, starts a timer and waits for an acknowledgment before sending the next packet.

Windowing is a flow control mechanism requiring that the source device receive an acknowledgment from the receiver after transmitting a certain amount of data.

Layer 5 – The Session Layer

After data packets provided by the four lower layers, travel through the transport layer, they are turned into sessions by the layer 5-protocol/OSI-session layer. Implementing various control mechanisms does this;

· Accounting

· Conversation control

· Session parameter negotiation

Analogy – the session layer establishes, manages and terminates sessions between applications. This includes starting, stopping and re-synchronising two computers that are having a “rap session”.

Dialog control – the session layer decides whether to use two-way simultaneous conversation or two-way alternate conversation. This decision is referred to as dialog control. Two-way alternate communication involves the use of a session layer data token that allows each host to take turns.

Dialog separation – dialog separation is the orderly initiation, termination and management of communication.

Checkpointing is similar to the way a word processor pauses for a second while performing an AutoSave.

Examples of layer 5 protocols;

· Network File System (NFS)

· Structured Query Language (SQL)

· Remote Procedure Call (RPC)

· X-Window system

· Appletalk Session Protocol  (ASP)

· Digital Network Architecture Session Control Protocol (DNA SCP)

Layer 6 – The Presentation Layer

The Presentation layer is concerned with the format and representation of data. It provides code formatting and conversion, which is used to make sure applications have meaningful information to process. It is also concerned with the data structures that are used by applications. The Presentation layer serves as the translator for devices that need to communicate over a network. 

Layer 6 provides 3 main functions;

· Data formatting (presentation)

· Data encryption

· Data compression

After receiving data from the application layer the presentation performs one or all of its functions on the data before passing it to the session layer. Layer 6 provides the translation between different types of codes eg. Mainframe (EBCDIC) and personal computers (ASCII). 

Layer 6 standards also determine how graphic images are presented;

· PICT – used to transfer QuickDraw graphics between Apple Mac’s

· TIFF – Tagged Image File Format, format for high resolution, bit-mapped graphics

· JPEG – Joint Photographic Experts Group, the most common graphic format used to compress still images

Layer 6 standards that guide the presentation of sound and movies;

· MIDI – Musical Instrument Digital Interface, for digitised music

· MPEG – Motion Picture Experts Group, standard for the compression and coding of motion video for CD’s and digital storage

· QuickTime – a standard that handles audio and video for programs on a MAC O/S.

File formats – the Internet uses two binary file formats to display images – Graphic Interchange Format (GIF), and JPEG.

The multi-media file format is another type of binary file, which stores sounds, music and video. Windows uses the WAV format for sound, and the AVI format for animation files. Common video formats include MPEG, MPEG2 and Macintosh QuickTime.

HTTP – another type of file format is markup language. This format acts as a set of directions that tell a web browser how to display and manage documents. HTML is the language of the Internet. HTML is not a programming language, but a set of instructions for displaying a page. 

Data encryption/compression – layer 6 is also responsible for data encryption. Data encryption protects information during transmission. Financial transactions use encryption to protect sensitive information as it travels through the Internet. An encryption key is used to encrypt the data at its source and then to decrypt the data at its destination. 

Compression works by using algorithms to shrink the size of the files. The algorithm searches each file for repeating bit patterns and then replaces them with a token. A token is a much shorter bit pattern that represents the long pattern.

Layer 7 – the Application layer

The application layer is responsible for the following;

· Identifying and establishing the availability of intended communication partners

· Synchronising cooperating applications

· Establishing agreement on procedures for error recovery 

· Controlling data integrity

Without the application layer there would be no network communication support. The application layer does not provide services to any other OSI layer. 

Most applications that work in a networked environment are classified as client-server applications. These applications such as FTP, E-mail and web browsers all have two components that allow them to function – the client side and the server side. 

Indirect network support – if a client wants to save a file from a word processor to a network server, the redirector enables the word processing application to become a network client. Redirector is a protocol that works with computer operating systems and network clients instead of specific application programs. 

Examples of redirectors are;

· Apple File Protocol

· NetBIOS Extended User Interface (NetBEUI)

· Novell IPX/SPX protocols

· Network file system (NSF) of the TCP/IP protocol suite

The Internet is built on a hierarchical addressing scheme. This allows for routing that is based on classes of addresses as opposed to individual addresses. 

In order to associate the contents of the site with its address, a domain naming system was developed. A domain is a group of computers that are associated by their geographical location or their business type. A domain name is a string of characters/numbers that represents the numeric address of an Internet site. 

Domain Name Server (DNS) – is a device on a network that responds to requests from clients to translate a domain name into the associated IP address. The DNS system is set up in a hierarchy that creates different levels of DNS servers. 

Internet applications – each application program type is associated with its own application protocol;

· World Wide Web uses the HTTP protocol

· Remote access programs use the Telnet protocol

· E-mail programs support the POP3 application layer protocol

· File utility programs use the FTP protocol for copying/moving files

· Network data gathering and monitoring use the SNMP protocol

Telnet – terminal emulation software provides the ability to remotely access another computer. It allows you to log into an Internet host and execute commands. A telnet client is referred to as a local host, and a Telnet server, which uses special software called a Daemon, is referred to as a remote host.

The Telnet application works mainly at the top three layers of the OSI model – the Application layer (commands), the Presentation layer (formats, usually ASCII) and the session layer (transmits). The data then passes to the Transport layer where it is segmented and the port address and error checking are added. The data then passes to the network layer where the IP header (containing the source and destination IP address) is added. Next the packet travels to the data link layer, which encapsulates the packet in a data frame, adds the source and destination MAC addresses and a frame trailer. If the source computer doesn’t have the MAC address of the destination computer, it performs an ARP request. When the MAC address has been determined, the frame travels across the physical medium (in binary form) to the next device.

FTP (File Transfer Protocol) – is designed to download files or upload files. FTP is a Client/Server application just like e-mail and Telnet. It requires server software running on a host that can be accessed by client software. An FTP session is established the same way that a Telnet session is established.

HTTP – works with the World Wide Web. The web pages are created with a format language called Hypertext Markup Language. HTML directs a web browser on a particular web page to produce the appearance of the web page in a specific manner. In addition, HTML specifies locations for the placement of text, files and objects that are to be transferred from the web server to the web browser. The web page contains an address location known as a Uniform Resource Locater (URL).
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