“An outline of ESD and EMI”

Static electricity is defined as an electrical charge caused by an imbalance of electrons on the surface of a material. This imbalance of electrons produces an electric field that is measurable and able to affect objects at a distance. Electrostatic discharge (ESD) is defined as the transfer of charge between bodies at different potentials.

The contact and separation of two similar or dis-similar materials creates ESD charge. When a person walks across a floor, static electricity is generated as the shoe comes into contact with and then separates from the floors surface.

If you can feel a zap when you touch someone or when you get out of your car door then you are feeling a charge of 3000 volts. Due to the fragility of modern IC chips, a charge of 30 volts is sufficient to damage the IC. Considering that raising your arm will generate a charge of 250 volts you can see that it is very easy to generate a charge of static electricity that will very likely damage computer circuitry if you come into contact with it.

If a circuit is exposed to ESD then it may take some damage, yet continue to function in a working manner. This may seem all right when you are testing the equipment before it leaves the workshop, but once in the field this exposure may dramatically lessen the operating life of this circuit. If the company you work for has a policy of quality assurance then this is an event you want to minimise and eliminate.

Grounding is the primary means of controlling ESD when working on electronic equipment. The first step is to ground all the components of the work area to a common ground point. This includes people, work surfaces and the equipment.

This is achieved with the use of an ESD protection kit. The kit consists of s wrist strap and a mat. The appliance being worked on sits on top of the mat. This mat provides a surface that is the same electrical potential as the other ESD protective items that are in the workstation. 

The primary means of controlling ESD from people is to get them in the habit of wearing the wrist guards that keep them at ground potential. By having the workstation and the person at the same electric potential the chance of electrical discharge between them is minimised.

The two components of the wrist strap are the cuff that goes around the wrist and the cord that connects to the common ground point. The straps have a resistor moulded into the ground head on the end that connects to the cuff. The strap's resistance should be checked regularly with a multi-meter to see that it is working correctly.

When assembling or dis-assembling the components of a computer system the circuitry parts must be stored in a shielded electrostatic bags that is free of scuff and pinholes. 

People should resist the temptation to touch any circuitry when they are not protected from ESD. This philosophy should be encouraged in all stages of the circuit's life. From the manufacturer to the end user, the correct handling procedures for the prevention of ESD, will see the circuit live a full life.

Electromagnetic waves exist in nature in the radiation that takes place when atoms or molecules change from one energy state to a lower one. Lightning, radio waves and electricity produce it.

Radiated electromagnetic fields or conducted voltages and current are the causes electromagnetic interference (EMI). This interference is produced by a source and detected by a victim. There are two types of emission, radiated and conducted. When the noise originates from a source and travels through the air it is radiated. Radio and television waves radiate EMI. Conducted noise travels along a conductor like a power line.

Every day our lives are effected by EMI. Even though you cannot see the high frequencies the effects can be quite visible. For instance when the operation of a hair dryer or welder cause lines to appear on a television, this is a visible effect of the interference. More examples include; when the computer in your office interferes with the FM radio reception your lounge room stereo Your Nintendo gameboy interferes with the aircraft's landing gear and your pacemaker stars picking up mobile phone call conversations. 

In environments where the operation of electrical equipment is critical (intensive care machinery, aircraft control systems) rigorous testing is done to check for an appliances electromagnetic interference capabilities. Electromagnetic capability  (EMC) is the ability of equipment to operate satisfactorily in its environment without introducing intolerable electromagnetic disturbances to other devices in that environment. 

In environments where the amount of interference is large, workstations or equipment that are effected by the EMI may have portable EMI shields placed around them. This may help in eliminating the EMI, if it doesn’t then the workstation may have to be re-located to an area away from the interference.

The high frequencies found in electrical noise can travel through power supplies and couple onto the signal lines inside the device. This can corrupt data as the unwanted noise travels through the device. Most electrical devices have EMI filters built into there power supplies to prevent any interference from the power supply. Even though a device has an EMI filter on the power supply doesn’t mean it stops all the EMI coming into the device. 

EMI can also enter the device from the ground. At high frequencies, ground can be a conduction path for this electrical noise.

When EMI is radiated it can also couple into data cables. This is one reason data cables are shielded. Shielding prevents this electronic noise from entering the cable and disrupting the data flow.

If the data cables have any nicks in the shielding or they are not properly terminated then this noise can enter. Cables should be checked and maintained to reduce the occurrence of data loss happening.  

To reduce the occurrence of data flow problems due to EMI ensure all system components are properly grounded, including the data cables.

If you were installing a computer network at an industrial site and the cabling had to pass through a location where there was a lot of welding going on. You would find that data passing through coaxial or utp5 cable would suffer data loss as the EMI from the welding affected it. These cables could be in perfect working order yet unsuited to the environment they are applied to. A solution in this scenario would be to install fibreoptic cable in the affected area, as this is not affected by the EMI of the welding.

As more people are using PC's at work and in their home it is important to create a barrier to the effects of ESD and EMI. Surge protectors should be installed to prevent the hardware from being damaged. 

Considering the CPU is connected to the peripherals of the computer, then these devices should be protected as well otherwise the cables will distribute surges to the whole computer system.

For any person working in the computer engineering industry, an awareness and attitude towards the potential harmfull effects of both EMI and ESD is essential. 
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