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Data communications

Introduction to communication

History.

During the 1950's, processors had to spend their time performing communications processing. 2 items were developed to solve the problem of communications loading. 1. FEP front end processor, handles mainframe communications. 2. Cluster controller, connects several users to a single communications line. 

Modern communications allows machines from different manufacturers to be connected. Multiple users can access the same files/programs on a network. System distribution helps the system resources from being overloaded.

The benefits of integrated circuits are increased power and specialisation, lower cost and smaller size.

ARPANET - the first major network implemented in the United States. It incorporated longhaul packet switching, data sharing between data processing facilities and balanced usage among data processing facilities.

A homogenous network only allows connectivity with similar equipment, typically from a single manufacturer.

A heterogeneous network allows for interconnectivity and interoperability of various software and hard ware products from different manufacturers. 

Ethernet (Xerox corp.) is an example of early industry cooperation toward internetworking goals. Some of the companies involved are IEEE, CCITT, and ISO.

OSI model (Open Systems Interconnect) - uses a layered format to outline functions that are to be performed. Many standards/protocols comply with the guidelines of the OSI model. 

The purpose OSI model is to provide a standard approach for a communications system architecture. It allows equipment designed to follow the standard to communicate with equipment from any other from any other vendor also using the standard.
Information units used in each layer are;

· physical - bits
· data link - frames
· network - packets
· transport - segments
· application - messages
Physical layer 

· defines physical media and connection specifications

· defines data transmit and receive to and from the media

· This layer defines the electrical and mechanical specifications of the network medium and network interface hardware, how they connect to one another and how data is placed and received from the network medium.

Data Link layer

· sends and receives bits to and from the physical layer

· data framing 

· error control

· flow control

· physical addressing

Data link organises the ones and zeros from the physical layer into frames i.e. logical groupings of information. The frame contains the informational data and addressing information that identify the source and destination. 

Network layer

· routing

· message fragmentation and re-assembly

The primary objective of the Network layer is to move information across a network made up of multiple sub-networks i.e. internetwork. 

Due to the fact that the data can travel over many paths, the Network layer has the task of choosing the path for each transmission of data.

A hop is a transit point in the internetwork. Long messages may not be sent at 1 time, but broken into fragments, sent piece by piece and re-assembled at the destination. The Network layer performs this by the use of a tag, called a sequence number for each piece e.g. part 1 of 6. Some network protocols include IP, XNS Internet Datagram, and CLNS.

Transport layer

· reliable end to end communications

· error control (virtual link)

· flow control

· message multiplexing

The heart of the OSI model, the Transport layer ensures a reliable data delivery, it often compensates for a lack of reliability in the lower layers. If data is not delivered to the receiving node correctly, the Transport layer informs the upper layers which inform the application software. 

The transport layer provides additional reliability selections. Transit delay - measures the transport time between two transport layers. Protection - security procedures to reduce or eliminate the modification or reading of data (wiretaps).

Transport layer also implements multiplex data connections and multiplexer connections within single packets. 

Session layer

· dialog control (co-ordination and synchronisation)
· session error control
· session management
· remote procedure calls
The Session layer adds control mechanisms to the data that establish, maintain, synchronise and manage dialog between communicating applications. They handle upper layer problems like inadequate disk space or a lack of paper for the printer.

Managing dialogs is a major part of the Session layer service. If a failure occurs during a communication session, the Session layer must roll back the operation to a known synchronisation point, where all session parameters are known.

RPC (Remote Procedure Calls) - sends requests and information that cannot be handled locally over the networks in a manner almost transparent to the user. RPC's are the heart of many protocols, Netware, NFS.

Presentation layer

Formats the translation of the user data. The Presentation layer is concerned with standard data encoding that can be sent and received by each application. For example, voice and graphics data may be transferred in a compressed format, while text data may be sent uncompressed.

Applications layer

· provides user interface
· implements user applications
The Applications layer specifies the communications interface with the user and manages communication between computer applications.

Network applications include, file access/transfer, virtual terminal information transfer, network management, directory services and mail and transfer services. Some examples of Application protocols are, telnet, FTP, X.400, NFS.

Protocols and standards

Protocols are rules that allow devices to communicate to one another. The major functions of protocols are; Connection, to establish and disconnect the connection. Identification, transmitting data over the connection. Ensuring proper data connections and the detection and correction of errors.

Interoperability is the ability to make all information available on the network, regardless of the difference in equipment and how it is operated.

A standard is defined as a rule or as a set of rules that is widely accepted either by virtue or widespread use.

Proprietary standards are also known as closed standards. They are invented and controlled by a single private organisation e.g. DECnet, NetWare, SNA.

Conformance testing involves comprehensive testing to ensure compliance with a standard.

CCITT - Consultative committee for international telegraphy and telephony

ISO - international organisation for standardisation

IEEE - international electrical and electrical engineers. Responsible for the 802 standards  

CCITT (a public organisation) develop standards that are non-proprietary (open) and dejure standards - by law

Proprietary standards - closed standards

Defacto - by fact standards

Character oriented protocols use special characters to identify the control procedures that have to be followed by the transmitting and receiving devices.

Bit oriented protocols are not language code (computer) dependent and are designed for full duplex use. This is the more efficient protocol. ASCII and EBCDIC use character oriented protocols.

Data translation

Data types and signalling

Analog data can take any value in a range. Digital data is discreet and can only have a limited number of values.

A decrease in amplitude is called attenuation, which digital data suffers more from.

Analogue signals carry information using a continuos waveform that contains the original information. They are diagrammatically represented as sine waves travelling through the air.

Digital signals are discontinuous signals where the information is encoded into a series of pulses that have a value of on or off and are represented as square waves.

Frequency is the number of times a wave goes through a complete cycle each second (Hertz).

There are 3 characteristics to a sine wave. Amplitude – the signals power measured in volts. Frequency – the number of times a second a wave pattern repeats (hertz). Phase  - a measure of relative precision, it compares where the signal point crosses the zero point compared to the previous cycle (degrees).

Bandwidth is the difference between the highest and lowest frequency that can be transmitted through a communications channel. The wider the bandwidth, the higher the frequency that can be carried through the channel.

Digital signals have different formats. Polar – uses positive voltage to represent one bit value and negative voltage to represent the other. Uni-polar – only one electrical state is used (+ or -). All electrical signals represent a bit value of 1 and the absence of a signal represents 0. Bi-polar – the absence of a signal represents a 0 value, however a positive or negative pulse in alternating sequence can represent 1. 

Both analog and digital signals can contain digital and analog data. 

The advantages of digital data are that it is simpler and cheaper, suffers less from noise interference. Disadvantages are that it suffers more from attenuation than analog signals over the same distance.

The advantages of analog data are that cable TV equipment can be used to set up a network providing greater bandwidth for a large LAN network. Suffers less from attenuation. Disadvantages, suffers from noise interference. A large LAN using cable TV equipment requires radio frequency engineers.

Transmitting digital data using analog signalling can combine the advantages of digital noise resistance and analog attenuation resistance for distance transmissions. 

Digital data can be sent via analogue signals through a process known as modulation. A carrier wave carries no information until it is modulated. Modulation takes place with the input of information as digital or analogue signals. As these signals are introduced, changes take place in the amplitude, frequency and phase of the carrier wave caused by the variations in the original information. This is modulation. 
For shorter distances straight digital is cheaper, simpler and more noise resistant. Amplitude and time are used to describe digital signals.

The 3 types of modulation systems are, ASK (Amplitude Shift Keying), FSK (Frequency Shift Keying) and PSK (Phase Shift Keying). ASK/PSK/FSK are all analog encoding techniques.

ASK data is susceptible to corruption by interference, attenuation and amplification, so is not reliable for long range transmissions.

FSK encoded data is less susceptible to corruption than ASK.

PSK data is highly resistant to corruption and is suitable for high-speed modems.

Manchester codes are examples of Bi-phase codes.

The polarity alteration in AMI makes for the immediate detection of virtually all noise induced errors.

Uni-polar only a + or - voltage represents the data (not both). It is susceptible to noise corruption. 

Polar is less susceptible due to the greater voltage level difference. 

Bi-polar, the signal varies between 3 levels, typically 0, + and – voltage.

RZ (Return to Zero) the signal transitions to 0 midway through the signal element; the signal is at 0 during at least part of each signal element. This transition coding is less susceptible to noise corruption compared to constant voltage coding. The transition in the middle of each bit time makes this code self-clocking.

NRZ (Non-Return to Zero) 1 or 0 is represented by the absence or presence of a transition between bits. The presence of a transition to a high or low level indicates a 1 and the absence of a transition is a 0. NRZ codes are popular for the DTE to DCE interface because they are simple and inexpensive. They are not used in LAN’s because they aren’t self-clocking.

Bi-phase, coding requires at least 1 transition per bit time and is therefore self-clocking. They detect errors better than NRZ codes. Bi-phase codes are more difficult to implement than NRZ but their advantages make them useful for LAN’s.

Amplifiers are used to strengthen analogue signals, they take a weak signal and boost it to its original power. They also amplify whatever noise and distortion that is already on the line.

Repeaters are used to strengthen digital signals; it reconstructs the signal so that the new signal has the size and shape of the original.

Noise & Distortion

Noise and distortion diminish the effectiveness of communication over a medium. Noise is unwanted energy that occurs along with the desired signal. Distortion is an undesirable change of the signal after it has been transmitted.

There are 4 types of noise. White noise – present in all transmissions. Impulse noise - takes the form of short irregular pulses/spike of high energy. Cross talk – occurs when signals that are travelling along different paths effect one another. Echo – occurs when the signal is reflected back to its original point.

There are 4 types of distortion. Attenuation – caused when frequencies lose energy at different rates. Delay – caused when frequencies arrive at the receiver at different times. Jitter – caused by variations in amplitude, frequency or phase of signal. Fading – caused by a decrease in signal strength at the receiver.

Character codes 

ASCII is a 7-bit code that specifies the first 7 bits of an 8-bit character or byte. It uses all possible patterns from 0000000 to 1111111 for a total of 128 values. The 8th bit allows for error detection called parity or for the addition of another 128 characters.

ASCII – the major code used for PCs.

EBCDIC – IBM’s standard information code.

Baudot – a five bit code used internationally in telex transmissions. 

Morse – the first practical code.

Signal multiplexing

Signal multiplexing provides greater efficiency by allowing multiple transmitters to share the physical medium. Baseband systems use direct digital signalling. The digital signal fully occupies the cable, which constitutes a single channel. Attenuation, distortion and noise all destroy high-speed digital signals after a kilometer or two. Hence the need for repeaters. 

Broadband systems use analog signalling. Many different signals can occupy the cable. 1 cable can support the transmission of video, audio and computer data simultaneously. Attenuation and noise do not degrade the modulated analog signals of broadband systems as much as the digital signals of Baseband systems. 

Dual cable configuration - in some broadband networks the transmit and receive channels use the same carrier frequency yet the transmit channel is on 1 cable and the receive channel on another. A passive headband at one end of the network connects the 2 cables electrically.

Split configuration - In broadband networks where the transmit and receive frequency use the same cable, but the transmit channel uses 1 frequency and the receive channel uses another.

Multiplexing is used to combine and transmit several low bandwidth channels across a single high bandwidth channel. 

MUX - equipment that multiplexes/demultiplexes. MUX's make the use of leased lines more economical. Many low traffic lines can be muxed to fill a single high bandwidth line.

2 types of multiplexing 1. FDM - frequency division 2. TDM - Time division.

FDM uses separate analog carrier signals to establish multiple channels across the media.  Each channel centres on a different carrier frequency. These channels function like separate wires or circuits. A guard band on each side separates each channel from other FDM channels on the cable. FDM is used in broadband LAN's to separate different directions of traffic on the cable and provide dedicated connections between machines.

TDM is divided into the 2 techniques, Synchronous TDM and Statistical TDM. Synchronous TDM used with digital signals. This system interleaves pieces of several transmissions into time slots on a single channel (each signal is allocated a period of time, and then reconstitutes the channels at the other end. A portion of each data stream is transmitted in a given time slot. Transmission frames are of a fixed size.

TDM is the only multiplexing technique that can be used on Baseband line. Baseband systems carry multiple signals through a single physical medium by using a process called multiplexing. Signals can be multiplexed over time or through different frequencies.

Statistical TDM, instead of using a fixed frame size it uses a variable frame size. Variable frame sizing allows the Statistical TDM to send frames that contain data from any connected input buffers containing data. In this method someone who has priority privileges may request more time for the transmission of data, receiving a greater service ratio.

T1-Carrier – this system uses TDM to combine many voice channels into 1 frame. Voice data is digitised using Pulse Code Modulation, a process by which analogue signals are transferred to a digitised signal and then transmitted via a TDM.

Inverse Multiplexing – is used to derive a single high rate signal channel using multiple low rate signal channels. 

Signal conversion

The 2 basic units for data conversion are the DTE and DCE. 

A modem modulates digital data from a DTE onto analog signals. Baud is the unit of measurement for modulation; it is the number of signal changes per second on the transmission facility.
It is used to transmit data over long distances because analog data can travel farther with less degradation than digital signals.

For short distances within an office a simple electrical connection can be made using a null-modem cable. A null-modem cable connects the transmit circuit from one DTE to the receive circuit of the other DTE. 

CODEC - used for coding analog data into a digital signal. Because it uses digital transmission techniques, a codec offers the advantages of digital signalling over analog signalling i.e. cheaper and less susceptible to noise.

To connect a printer to a computer 15 floors apart in an office you would use a pair of modems. 

When connecting a microphone to a computer you would use a codec. Converts analog (voice) to digital

A front-end processor is a mini-computer that interfaces between the mainframe and other devices on the network. Its main function is to offload from the main frame some of the processing and control functions associated with the communications network.

Some of the functions of a front-end processor are; communication line control that regulates the data flow to and from the network. Converts protocols that allow the FEP to interact with devices not operating under the same rules. Links devices that are communicating in different ways, such as synchronous and asynchronous or different data link formats.

Data can be sent over a communications path two ways. Serial transmission – characters are sent down a single path one bit at a time. Parallel transmission – data travels along several parallel paths one character at a time. 

Synchronisation is important in data communications as it ensures that a bit stream is decoded correctly. Since digital transmissions are strings of 1’s and 0’s it is critical for both sender and receiver to be in concert, hence the term synchronisation.

Transmission media (see Appendix B)

Unbound media can support bandwidths in excess of 1000Mbps. Bounded media is limited to bandwidths slightly higher than 100Mbps.

Fibre optic is the most secure media type available. Microwave, infrared and laser must have a direct line of sight. Radio, microwave and twisted pair is susceptible to EMI.

There are various types of transmission media. Open wire, twisted pair cable, co-axial cable, optical fibre, terrestrial microwave and satellite. 

These transmission media can be further classified as, guided vs. unguided, point-to-point vs. multipoint and simplex, half-duplex, full duplex. 

The bandwidth capacity of guided media; fibre optic – 2Ghz bandwidth, 2Gbps data rate, repeater every 10-100km. Co-axial – 350Mhz bandwidth, 500 Mbps data rate, repeater every 2 – 19 km. Twisted pair – 250khz bandwidth, 4mbps data rate, repeater every 2-10km.

The important characteristics of a transmission media therefore is, upper data rate the media can support, bandwidth the media can transmit and the distance between repeater stations.

Twisted pair cable is twisted so as to reduce the occurrence of electrical and magnetic interference. Twisted pair cable can transmit both digital and analog signals.

Coaxial cable consists of a hollow outer cylinder around an inner wire. The inner wire is held in place by insulating rings or by a solid insulating material. A shield covers the outer cylinder. The outer cylinder and the inner tube are conductors. 

The frequency used to send a signal to the satellite is the uplink. The earth station sends a transmission to the satellite using the frequency of one of the satellites channels, called a transponder.

The advantages of fibre optics is as follows; smaller and lighter than wire cable, easier to handle and fits into tight places, large bandwidth capability for data transmission and is not affected by cross talk, EMI and impulse noise.

Transmission types

Asynchronous transmission

Asynchronous transmission sends data character by character. It defines where characters begin and end by the use of a start and a stop bit. Each character is transmitted separately, with synchronisation information accompanying each character. The characters bit string is framed with start and stop bits.

	Start
	Character
	Parity
	Stop


An extra bit called a parity bit is added to help in the detection of errors.

Advantages - uncomplicated, mature technology. Inexpensive hardware

Disadvantages - slow transfers, multiple bit failures may render error detection useless.

The clocks in asynchronous devices are not designed to remain synchronised for more than 11 clock ticks.

Synchronous transmission

Synchronous transmission sends blocks of data in continuos bit streams. To keep the sending and receiving points synchronised, timing pulses are generated by a continually running central clock. This is the more efficient method of transmission. Sends both character and bit oriented information. The data is buffered and transmitted as an entire message or block of data. Due to the block transmission the synchronisation must be maintained by use of a clock.

	Synch
	Synch
	Char
	Char
	Char
	Char
	CRC
	End


Each block of data starts with one or more control characters that the receiver recognises as a signal to start accepting data. These controls are only attached to the beginning of a block of data. Error detection is done by CRC (Cyclic Redundancy Checking). 

The CRC process subjects the block of data to an algorithm that computes the result based on the contents of the block. CRC is less vulnerable to multiple bit errors.

Advantages - more efficient, higher speed and improved error detection.

Disadvantages - more complex and expensive. More exacting media requirements (leased and conditioned lines).

Network structure theory

Network topologies

A physical topology is the actual appearance and layout of the network. The logical topology describes the flow of data through a network. Bandwidth in point to point links is dedicated, so there is no addressing required. With multipoint the channel is shared so addressing is required.

Mesh - has point to point connections to every node in a network. This architecture is not very practical, where each device requires an interface to every other device on the network. There is an excess amount of cable used in this configuration, the one advantage being that there are multiple routes to each node.

Star - each device is connected via a point to point link to a central point. These central points are often called hubs, multiport repeaters or concentrator. The central point can be passive, active or intelligent. 

A passive hub connects the arms of the star network, all traffic travels to all nodes. Each node must separate and discard data meant for other nodes. 

An active hub is like a passive hub except it regenerates and retransmits the signal. Passive hubs are used for simple signal splitting and active hubs used for signal regeneration for signals over long distances.

An intelligent hub in addition to signal regeneration also provides intelligent path selection and network management. It can activate bypass links in the event of primary link failure. All information in a star network goes through a central point where it can be collected.

Stars are easy to troubleshoot. They use more cable than other topologies and a hub failure can disable big sections of the network.

Bus - This topology implies a linear transmission medium to which all nodes attach to directly. The bus is terminated at both ends of the medium with a terminator. Th4e bus uses a minimal amount of cable. It has no centyral points so is difficult to troubleshoot. 

Ring - (closed loop). Each node is attached to a repeater that connects directly to the ring. Data circulates around the medium in a series of point to point links between repeaters. The repeaters duplicate the signals at each node so there is little signal degradation. A disadvantage of the ring is that a break in the ring can bring down the whole network. It is also difficult to add nodes to the network.

Hybrid - is a combination of topologies. Hybrid networks take advantage of the protective features of each topology used within the network. These networks are complex, as the interfacing between the different segments, hardwares and protocols is complicated. 

Channel access methods

On a simplex point to point channel the transmitter is free to transmit at any time. No other device can garble the message by transmitting at the same time. When several devices are connected to a single channel, forming a multipoint channel, a method is required to allow each device to transmit without interfering with messages transmitted from other devices. 

Channel access methods describe rules that govern devices as they access, transmit and release the channel. Access methods use a certain amount of bandwidth for channel access control. 




  Bandwidth

Contention

With contention systems (random access) network devices may transmit whenever they want. No referee mandates when a device may or may not transmit on the channel. All stations have equal access rights, they transmit when ready regardless of what the other stations are doing. However the "transmit when ready" strategy has one important shortcoming, when the signals transmit at the same time. This commingling of signals usually damages both signals to the point that the data is lost. This event is called a collision.

A contention protocol was developed that calls for the channel to listen to the channel before transmitting. If the listening signal detects a signal it refrains from transmitting and tries again later. This method is called carrier sense multiple access (CSMA).

Carrier sense multiple access collision detect (CSMA/CD) protocols not only sense the cable prior to transmission, they also detect collision and initiate retransmission. 

Advantages are the controlling software is simple and there are little overheads. Disadvantages, at high traffic levels collisions and retransmissions hold performance levels far below the actual channel capacity. Priority cannot be used to give faster access to specific devices. 

Polling

Designates one device as the channel access administrator (P). This device queries all of the other deices called secondary devices (S) in a predetermined order to see whether they have information to transmit. These secondary are connected to the primary in many different configurations, the most common being star. To get data from the secondary the master addresses a request to the secondary and then receives the data the secondary sends (if any). This process continues on through the network. System rules limit how long each secondary can transmit for on each poll. 

Advantage, polling centralises polling access control. Priorities can be assigned to ensure faster network access for some secondaries. Central polling simplifies administration. 

Disadvantages, polling systems use a lot of bandwidth sending notices and acknowledgements and listening for messages.  The required delays while the other devices are being polled may be unacceptable to some applications.

Token passing

A token is passed in an orderly fashion from one device to another. A token is a special authorising message that temporarily gives control of the device holding the token. 2 common token ring-passing standards are 1. IEEE 802.5 token ring 2. IEEE 802.4 token bus.

Performance comparison - token passing Vs contention.

Neither is superior to the other from a performance standpoint. However in a specific set of given circumstances one or the other could show superior performance. In general when the channel load is heavy, token passing access methods provide high network throughput. Contention access performance is much poorer under these circumstances. On the other hand, due to the limited channel access overhead contention may out perform token passing in lightly loaded conditions.

In summary, contention is most oftenly seen in situations where low access overhead is important. Token passing and polling incur greater access overhead but can provide higher network utilisation rates under certain circumstances. Access methods have a direct affect on network performance. In fact, rated maximum network bandwidth figures are often misleading because actual bandwidth utilisation is dependent on many factors.

Throughput - the amount of data transferred per unit of time; commonly expressed in bits, bytes or packets.

*Which access method would be appropriate for a network with process and robotic controllers that must communicate deterministically and cannot

tolerate network failure? Polling, it is deterministic and the risk of failure is minimal.

Contention works well on networks with one busy station and occasional brief bursts from other stations.

Token passing outperforms contention under heavy traffic loads.

Switching techniques

In large internetworks there may be multiple paths linking senders and receivers. Information can be switched as it passes through various communication channels. 3 switching techniques are 1. Circuit switching 2. Message switching 3. Packet switching. 

Circuit switching connects the sender and receiver in an unbroken path. With circuit switching, once a connection has been established a dedicated path exists between both ends until the connection is terminated. 

A circuit-switching network is the same as a telephone network. A complete path (end to end) must exist before the communication can take place.

Advantages - no congestion since once the connection is established it is dedicated. No channel access delay, efficient for long file transfers.

Disadvantages - both stations must be available at the same time. Insufficient use of the channel, since the channel is committed throughout the entire communication process. More expensive because it is a dedicated channel.

Message switching, no need to establish a dedicated path between the two stations. When a station sends a message it appends the destination message to the message. The message is then transmitted in its entirety in the network from node to node. Each node receives the entire message, stores it briefly and then transmits the message to the next node. A message-switching node is typically a general-purpose computer that has sufficient storage space capacity to buffer the incoming messages. Message switching is used with Telex and Teletype, not as a switching technique for computer networks. Advantage, greater line efficiency because more devices share network band width.

Packet switching Packet switching networks involve the routing of data by breaking down messages into smaller chunks called packets, addressing them and sending them through a variety of circuit paths that interact to complete a network. The many nodes that are along the network read the addresses on the packets and route them to their proper destination. When the packets have arrived they are assembled into their original message. 

Combines the advantages of message and circuit switching and minimises the disadvantages of both. Common in computer networks. The message is broken up into small parts called packets. Each packet has the source and destination address. Packets have a defined maximum length that is stored in memory. This minimises access delay.

 Datagrams - similar to message switching. Each message is a self-contained unit with complete addressing information attached. This allows datagrams to take a variety of paths through a computer network. Since the message is broken up into multiple parts, sending packets via different paths adds the possibility that the packet order could get scrambled. Therefore a sequencing number is attached to each packet. A packet assembler/disassembler device (PAD) accomplishes this packetising and sequencing. Because some packets may be delayed in transit the PAD at the other end may receive the packets in random order. It will reorder them by sequence number and reconstruct the original message.

Virtual circuits - involve the logical connection between sender and receiver. The message allows the receiver and sender to agree on conversational parameters such as maximum message size, path to be taken and other variables necessary to establish and maintain the conversation. Virtual circuits imply error control and flow control so one can say that virtual circuits are reliable.

The primary difference between datagram packet switching and virtual packet switching is that virtual circuits entail establishing a logical connection. Datagram is more flexible yet less reliable and is also faster. 

Advantages of packet switching.

Packets can be routed around problems, like disabled links. They are cost effective, as no massive amounts of storage space are necessary. Maximise link efficiency by making optimal use of the link bandwidth.

Disadvantages – protocols for packet switching are more complex. Packets are more easily lost when transmitted over non-dedicated paths, necessitating retransmission.

*Circuit switching requires a complete physical path from sender to receiver.

Packet switching is the most common switching technique used on computer networks. 

Message switching networks are often called store and forward networks.

Virtual packet switching establishes logical connections between sender and receiver.

Packet switching is cost effective, because switching devices do not need massive amounts of secondary storage.

PSTN (Public Switched Telephone Network)

The ISDN (Integrated Services Digital Network) is a set of standards supported internationally by the CCITT for transforming the PSTN into a worldwide circuit-switched digital network, handling digitised voice and non-voice source material. 

ISDN long-range plans include standard interconnectivity of terminals, telephones, computers, video and voice mail and a myriad of other digital signals

The PSTN has the following components, 1. Subscriber wiring and equipment 2. Local phone company trunk lines 3. Local phone company local loops and central offices. 4. Long distance carrier facilities.

 Subscribers are responsible for the telephone equipment and wiring at their locations. The wiring ends with a RJ11, RJ14 or RJ45 connector. The wiring extends to a protected, grounded and physical connection point called the demarcation point (demarc).

 At this point the wiring connects to the local loop. The local loops are connected to the central office. It has signalling, switching, filtering and DC power supply equipment connected by twisted pairs to the subscriber locations in its service area. The local loop only requires 2 wires. They are usually red and green and are called the ring and tip respectively. The phone company is responsible for the local loop wiring from the CO to the demarc point at each subscribers location. The method of connecting the wires together at the CO is called the centrex system. 

A full-duplex channel links calls made from within a central office. The data and transmission rate is severely affected by the filters used on calls sent outside the CO.

The term ‘bit pipe’ refers to an ISDN digital communication channel.

ISDN uses upgraded versions of the existing PSTN as well as new network connections.


COMPUTER NETWORKS

Internetworking goals 

A subnet, which can stand alone as a network, is connected to other subnets with internetworking devices such as repeaters, bridges, routers and gateways.

Internetworking combines standalone networks into an internetwork, using a variety of these devices. 

Repeaters

Instead of amplifying data and noise, a repeater strips out the data and noise and saves the digital data it receives. It then reconstructs and retransmits the signal. The newly transmitted signal is an exact duplicate of the original signal and is then able to travel over the next network segment. A repeater does not function as a data converter. Due to the functions it performs, a repeater functions at the physical layer of the OSI model.

Cheapernet, (thin coax) specifications state that the maximum allowable cable length is 185m. With a single repeater, the network length can be doubled.

Bridges

A bridge is used to connect two LAN segments at the Data Link layer. As a Data Link layer device, a bridge has access to physical station address information; so it can determine the physical addresses of the source and destination involved in the data transfer. 

Bridges are responsible for partial isolation of the subnets of an internetwork. Data traffic is only passed to the subnets required for the transfer. This lowers congestion on the subnets that are not involved in the data transfer. 

Transparent bridges perform the process of path determination by learning which device belongs to which network. The bridge accomplishes this by examining the source addresses that pass through. A transparent bridge is a.k.a. a learning bridge or a spanning tree bridge.

A source routing bridge uses information specified by the sending device contained within each data packet.

Routers

Operates at the three lowest layers of the OSI model. The Network layer information normally contains the logical address with which a router must be concerned. 

Physical addresses are normally assigned by the hardware manufacturer. Physical addresses are unique to the particular piece of hardware with which they are associated.

Logical addresses are used by Network administrators to associate a group of devices with common characteristics (Dept. or specific part of the building).

Routers are used to connect logically separate networks and provide intelligent end to end routing.

Routers differ from bridges in their usage of logical rather than physical addresses. Routers are also more processing intensive than bridges. Their processing speeds are therefore not as high, however they are capable of more sophisticated path selection based on routing algorithms. 

A brouter is a router that has some bridging functionality.

Gateways

Gateways address the need to interconnect two or more subnetworks that use different protocols above the Network layer. The gateway as a linking device must translate between the incompatible protocol implementations. Since a gateway may connect different media. Operating systems and applications, manipulation at all layers of the model may be necessary. 

Protocol implementation

Physical layer specifications

One important physical layer specification is the RS232 standard. It encompasses the 4 areas,

1. mechanical characteristics of the interface. (wires and connections)

2. the electrical signals across the interface (voltage levels)

3. function of each electrical signal across the interface

4. procedures for certain applications

the cable attached to the RS232 interface cannot be longer than 50 feet in length.

The electrical specification of the standard defined the voltage and current for each pin. A voltage more negative than –3V is binary 1, and a voltage more positive than +3V is binary 0.

The RS449 operates over greater distances than the RS 232, (see Appendix A) however it requires an additional connector.

The handshaking signals are as follows; 

1. Data Terminal ready – DTR

2. Data Set Ready – DSR

3. Request To Send – RTS

4. Clear To Send – CTS

T1 technology was developed by AT&T.

SDLC, HDLC, & LAPB

SDLC – Synchronous Data Link Control

HDLC – High Level Data Link Control

LAPB – Link Access Procedure Balanced

All three are examples of bit synchronous protocols. They define a Data Link layer protocol and support the following variety of links, point to point, multipoint, bounded and unbounded media transmission, half and full duplex and circuit and packet switching.

SDLC was the first bit oriented synchronous Data Link protocol. Developed by IBM as a link access technique for SNA environments. 

SDLC Frame

	Flag
	Address
	Control
	Information
	Checksum
	Flag


Flag – every SDLC frame starts and ends with a unique sequence of 8 flag bits (01111110). This sequence is not allowed to occur anywhere else in the in a SDLC transmission. 

Address – this field identifies the address of the source or destination secondary. When a primary wants to transmit to secondary, it places the secondaries address in this field. Every secondary identifies itself in each frame it sends back to the primary by placing its own address in this field. Because the primary is involved in every SDLC communication, its address is not needed in every frame. 

SDLC also permits not only uni-cast (to a single station), but also multicast (to multiple stations) and broadcast (to all stations). This works by each secondary having an uni-cast, multi-cast and broadcast address.

Control and information – the control field is the heart of the SDLC frame, this field may be 1 or 2 bytes long. The control field specifies 1 of 3 different SDLC frame types, 

1. Information frames

2. Supervisory frames

3. Un-numbered frames

Information frames carry upper layer data and also perform some control functions. 

Supervisory frames contain information designed to control data flow, report status and acknowledge information frames.

Unnumbered frames are also control frames that specify functions such as running diagnostics and initialising stations.

Checksum – every SDLC frame ends with 16 checksum bits, followed by the 8-bit flag. This 16-bit CRC is computed by SDLC on the address control and information fields. 

HDLC closely resembles SDLC. It is a synchronous, full-duplex, centralised control protocol for the Data Link layer. The 2 protocols share the same frame structure and the fields share the same functions. Some of the SDLC services not offered by HDLC include, individual, group and broadcast addresses, special commands to support loop and go-ahead topologies.

It does include an option for a 32-bit checksum.

In summary, bit-synchronous protocols offer distinct advantages over asynchronous or byte oriented protocols. They are efficient, offer good error checking ability, and they do not steal characters from the character set. 

Multipoint, loop and point to point configurations may all be used for SDLC. 

Unnumbered frames are responsible for initialising and tearing down the link.

ARCNET (Attached Resource Computer NETwork)

ARCNET specifies the lower two layers of the OSI model. 

The Datapoint Corporation introduced it in 1977.

ARCNET supports the 3 primary media (twisted pair, coaxial, fiber) and the bus and star topologies. 

ARCNET uses a character oriented protocol with 11 bits per character, the first 3 bits are always 110, followed by the 8-bit character, the ASCII character set. 

ARCNET is a simple network architecture that offers many advantages to users of small networks. These networks are inexpensive, reliable, flexible, easy to install and deterministic.

ARCNET uses the token passing channel accessing method. They are designed for small LANs and are not as popular as Ethernet or token ring. 

Local talk

This is Apple computers proprietary physical and data link protocol. Suited for small networks it uses a Bi-phase-encoding scheme. The medium used is STP shielded Twisted Pair. A segment can span 300m and support 32 devices. Local talk uses dynamic addressing, CSMA/CD and is sometimes called LLAP (Localtalk Link Access Protocol).

Dynamic addressing saves time, reduces the frequency of duplicate addresses and makes it easier to move nodes between networks.

Local talk will report a failure to upper layer software when 32 collisions or deferrals of transmission occur.

FDDI

FDDI specifies a high speed, token passing ring LAN using fiber optic media. It has a 100Mbps bandwidth making it ideal for engineering workstations and network backbones. 

Even though numerous companies are producing implementations for FDDI, the standard is still considered by some to be under development.  

ANSI is responsible for the development of FDDI standards.

FDDI networks consist of 2 counter rotating rings. Traffic flows in one direction on one ring and in the other direction on the other ring. One is the primary and the other the secondary. Under normal conditions the traffic only flows along the primary, the secondary being idle. In the event of failure on the primary ring, FDDI can automatically reconfigure the network so that operation is still possible. 

At the expense of fault tolerance, both rings may be used for full time data transmission. 

Stations may be connected to one or both of these rings. Those connected to both rings are called class A stations, and those connected to one are called class B stations. 

The FDDI ring can include no more than 1000 workstations and the total cable length may not exceed 200Km. A ring of 500 class A stations and a total circumference of 100Km, upon failure of a segment, becomes a ring of 1000 stations since the signal will pass through each signal twice and 200 Km of cable. The limits for the FDDI ring are therefore cited as 500 stations and 100 Km of cable.

A repeater or operating station is required every 2Km or less along.

The FDDI spec calls for multi-mode fiber with a core diameter of 62.5 micrometers.

FDDI provides access to the media by means of a token, which continually circles the primary ring, when a station has data to send, it absorbs the token and sends its frame. 

FDDI always releases a new token at the end of these transmitted frames, therefore there may be multiple frames on the network at once. 

FDDI uses a 4-bit of 5-bit encoding scheme (4B/5B). Each 4bit chunk of data is encoded into a symbol of 5 cells. Each cell also contains a signal element (presence or absence of light). The binary data pattern '0110' is coded into the symbol '6', which is represented by the 5-bit pattern '01110'.

FDDI specifies 2 types of traffic, synchronous and asynchronous. Stations that need continuos bandwidth and minimal delay may be allocated synchronous bandwidth. Other stations use the remaining bandwidth asynchronously. 

The Station Management Protocol (SMT) uses a distributed bidding scheme to allocate this bandwidth.

FDDI also permits extended dialogs, a station does this by temporarily taking control of all asynchronous bandwidth.

FDDI Frame Formats and Functions

The FDDI protocol describes 2 basic types of frames, token and data/command frames.

Token Frame

	A
	B
	C
	D


Data/Command Frame

	A
	B
	C
	E
	F
	G
	H
	I
	J


	A - preamble
	F - source address

	B - start delimiter
	G - information

	C - frame control
	H - frame check

	D - end delimiter
	I - end delimiter

	E - destination address
	J - frame status


The data/command frames vary in size but they must not exceed 4500bytes.

A+B - when an interface is not transmitting or repeating part of a frame, it constantly transmits idle signals (all 1's). At least 16 of these 5-bit signals must separate each frame. 

C - this field indicates whether it is asynchronous or synchronous transmission.

E +F - the destination address field contains the destination station address. When a receiver reads its own address in this field, it copies the following source address and information fields into memory as it repeats the frame back onto the ring. 

The source address field contains the source station address field. The originating stations address is coded here. 

G - contains a varying amount of symbols containing information to be passed up the protocol stack to overlying link-control software. 

H - used to ensure a frame is received correctly. The frames source computes a CRC on the control and information fields. This CRC value is written into FCS (Frame Check Sequence) field of the frame before it is transmitted. 

When a CRC at the destination does not match the FCS included in the frame, the destination declares an error. 

D + I - this field is read by the physical layer only, it contains the symbol 'T'. Token frames contain 2 'T' symbols where data/command frames contain 1 'T' symbol.

J - each FDDI destination uses a minimum of 3 symbols in this field to inform the frames source of the frames disposition. When the source receives these symbols unchanged it assumes the destination is not on the ring. By modifying the frame status field, the destination can indicate that it found the frame acceptable and copied it into memory, or unacceptable due to inadequate buffer space or a FCS error.

IEEE 802 Protocols

IN 1980, the IEEE undertook the task of defining LAN standards. The specifications are concerned with the lower 2 layers of the OSI model. 

To differentiate between Data Link layer functions the IEEE subdivided it into 2 parts, MAC (Medium Access Control) defines access control, LLC (Logical Link Control) defines error and flow control.

802.2 - Logical Link control



802.3 - CSMA/CD

802.4 - token bus

802.5 - token ring

802.7 - broadband technology

802.8 - fiber optic

802.9 - integrated voice and data LAN

802.10 - security

802.2

This standard defines the framing of data to and from the physical layer. These frames contain address and control information as well as user data. The Data Link layer is modeled after the HDLC protocol. 

The LLC frame consists of 4 fields. Like all data link protocols 802.2 offers various services to the network layer protocols. These services are obtained through portals known as Service Access Points (SAP), which are like mail boxes that exist between each protocol layer. Each SAP has a specific address.

LLC Protocol Data Unit (PDU)

	MAC header
	DSAP address
	SSAP address
	Control 
	Information
	MAC CRC


The first field in the PDU is the DSAP (Destination Service Access Point). The DSAP field is 8-bits long with 1-bit used for control. The control bit indicates whether the destination is an individual or a group. 

The second field is the SSAP (Source Service Access Point). The SSAP field is 1 byte long, the address uses 7 bits while 1 bit is used for control. The control bit indicates whether the PDU contains a request or a response. 

The third field, control, may contain one or two bytes depending on the service being requested or provided. 

The fourth field, which may or may not be present, is the information field. If present it contains upper layer information.

LLC error recovery does not take the form of parity or CRC. The MAC performs this testing to prevent bad packets from reaching the LLC. LLC ensures the Integrity of end to end transmissions between the two communicating stations.

The 802.2 protocol attempts to prevent senders from overwhelming receivers by using two techniques; "stop and wait" and "sliding window". 

Stop and wait prevents the sender from sending more data until a positive acknowledgement is received from the destination.

The sliding window technique permits the sender to get further ahead. The number of unacknowledged PDU's is equal to the window size. If the window size is 5, then the sender may get 5 PDU's ahead, but must then wait for acknowledgement from the destination before sending more PDU's. 

Sliding window flow control protocols are full duplex which provide effective communication. 

The LLC protocols provide three types of service

1. Unacknowledged connectionless service

2. Connection oriented service

3. Acknowledged connectionless service 

Connection oriented service uses a complete logical connection path that must be established (end to end) before data is sent.

Connectionless service sends data without the prior establishment of a logical connection.

Unacknowledged connectionless service - no provision for acknowledgement or confirmation of data transfers. Has a rapid data transfer rate because no connection establishment or acknowledgement overhead. It is minimally complex yet less reliable. It is the most common service because most protocol suites utilise a reliable transport layer. 

Connection oriented service - establishes a logical data link layer connection between sender and receiver. After connection is established, data moves back and forth until one party wants to terminate the connection. 

Acknowledged connectionless service - acknowledges individual frames using the stop and wait flow control method, even though no end to end connection is established. This is a compromise between type 1 and 2.

	
	
	LLC
	SERVICE
	CLASS
	

	
	
	1
	2
	3
	4

	LLC
	1
	*
	*
	*
	*

	SERVICE
	2
	
	*
	
	*

	TYPE
	3
	
	
	*
	*


Individual stations can support more than one type of service. Classes of service provide combinations of the 3 types available. 

802.3

The IEEE 802.3 station attaches to the physical medium via a MAU (Medium Attachment Unit). This is called a transceiver in the Ethernet specification.

The term Ethernet is often used for all CSMA/CD LAN's that conform to the Ethernet Specifications.

Ethernet and 802.3 both use CSMA/CD access. After 16 consecutive collisions without a successful transmission, a station will declare a failure. 

IEEE 802.3 Frame Format & Functions

IEEE 802.3

	A
	B
	C
	D
	E
	F
	I


ETHERNET

	A
	B
	C
	D
	G
	H
	I


	A - preamble (7 bytes)
	F - 802.2 header and data (46-1500)

	B - start frame delimiter (1)
	G - type (2)

	C - destination address (6)
	H - data (46-1500)

	D - source address (6)
	I - CRC (4)

	E - length (2)
	


A&B - 
to start a frame the MAU or transceiver transmits a 7-byte preamble of alternating 1 & 0 bits. This is followed by the start of frame delimiter byte.

C -specifies the recipients of the frame, unicast, multicast or broadcast. A 6-byte address is universally unique across networks. For worldwide uniqueness of each 6-byte address, IEEE assigns the first 3 bytes to the hard ware vendor for incorporation into each NIC's address ROM. 

D - the source address of the frames transmitter follows the destination address.

E - this field reports the number of bytes of data that follow before the frame check sequence (FCS). This number tells how many bytes are in the frame of data.

F&H - the data field contains the fields data. Pad bits are added to the data field to make an 802.3 frame greater tan or equal to 64 bytes. 

I - the transmitter computes a CRC on the destination and source address, length and data pad fields.

IEEE 802.3 specifies only the lower half the DLL whereas Ethernet specifies the entire DLL.

802.5

802.5 is the only media access control standard specified for ring topology LAN's. it functions in the Physical layer and the lower half of the DLL. 

Physically it describes a ring of up to 250 stations connected in series by point to point links of STP wiring.

Each station in the ring functions as an uni-directional repeater. Destination stations copy the bits into memory before passing them on. 

One station in the ring functions as the active monitor providing timing for ring devices and other ring maintenance functions. The 802.5 signalling rates are 1 and 4Mbps.

DATA/COMMAND FRAME

	SD
	AC
	FC
	DA
	SA
	INFO
	FCS
	ED
	FS


1

1
   1
       6

6
   >=0

4
    1
       1

TOKEN





ABORT

	SD
	AC
	ED
	
	SD
	ED
	


       16
      1

    1



1
        1

SD - Start Delimiter. Alerts each receiver to the start of a token or a data frame. 

AC - Access Control. This byte contains 3 Priority and 3 Reservation bits. These 6 bits work together to implement the Token Ring priority mechanism. 

	P
	P
	P
	T
	M
	R
	R
	R


A 1 in the AC bytes T-bit indicates the transmission is a data command frame, while a 0 in the T-bit indicates a token. 

The active monitor checks the Monitor bit. When a 0 the active monitor changes it to a 1. When a 1 the active monitor removes it from the ring. 

FC - Frame Control. Indicates whether the frame contains data/command or token information.

DA - the destination address contains either an uni-cast, multicast or broadcast address. The receiver (target) of the information copies the frame into memory, and repeats the frame bit by bit onto the ring.

SA - the Source Address contains the transmitter address. The destination links this address with the information received in case it needs to reply to the frame.

INFO - carries information to be passed up the protocol stack to higher layer software. 

FCS - the value in the Frame Check Sequence field is used to ensure the frame is correctly received. A CRC remainder is calculated on the FC, DA, SA and INFO fields at the sending station. Upon receipt of the frame the receiving station re-calculates the CRC and compares the value to the FCS field. 

ED - the End Delimiter alerts each receiver to the end of the token or data/command frame. 

FS - Frame Status is used by the destination to inform the frame source as to the disposition of the frame. 

Other 802 specifications

The 802.1 standard offers an introduction to the 802 standards and is intended to integrate the other standards into the set.

802.1 deals with the overall relationship between the other standards in the 802 series. The best known contribution by the 802.1 committee is the Spanning Tree algorithm, which resolves routing loops in transparent bridge environments.

802.4 defines a token MAC sub-layer and bus topology. 

Token bus and CSMA/CD are regarded as the principal access methods for bus networks. CSMA/CD doesn't work well under heavy loads but token bus does. 

802.6 MAN's, technology is referred to as DQDB (Dual Queue Dual Bus). DQDB uses a fiber based dual bus topology that can be looped for fault tolerance.

TCP/IP

The Internet protocol suite specifies functions corresponding to the OSI model layers above the DLL. The omission of the lower layer protocols was intentional to allow the Internet protocols to interoperate with diverse link and physical technologies.

TCP and User Datagram Protocol (UDP) are host-to-host protocols which correspond to the Transport layer. 

IP and ICMP (Internet Control Message Protocol) are Internet protocols that correspond to the Network layer. Internet protocols help move data between networks, connecting source and destination machines. 

IP

The Internet protocol provides connectionless non-guaranteed delivery of Transport layer packets (TPDU - Transport Protocol Data Units) across an internetwork. Depending on network structure, several paths may be available between sources and destination. IP bases routing decisions on a routing table. 

Internet Protocol Fields

	Version
	IHL
	Type of Service
	Total Length

	Identification
	
	DF
	MF
	Fragment Offset

	Time to Live
	Protocol
	Header Checksum

	Source Address

	Destination Address

	Options (padding)

	Data (variable)







      32 bits

Version - this 4-bit field allows for the tagging of any evolution of the protocol. End systems and routers should agree on the version number to ensure that they process the header consistently. 

IHL - IP Header Length, this 4-bit field records the data.

Type of Service - allows upper layer protocols to tell IP how a particular datagram should be handled.

	P
	P
	P
	D
	T
	R
	U
	U


The first 3 bits indicates a packets importance with values from 0-7. The D bit requests low delay. The T bit requests high throughput and the R bit requests high reliability. The last 2 bits are unused.

Total length - this field specifies the entire length of the IP packet field, including the data and header. The length value is the number of bytes in the packet.

Identification - contains an integer that identifies the current datagram from a particular source.

Flags - control fragmentation, the DF 'don’t fragment' bit specifies whether or not the datagram may be fragmented. The MF 'more fragment' bit specifies whether the current fragment is the last fragment.

Fragment offset - holds the offset of the datagram, in bytes, of data in this segment. The destination IP uses the contents if this field to re-assemble fragments into the original TPDU.

Time to live - is a counter that limits the life of a packet. The counter is decreased every time the packet is handled by a router. When the counter = 0, the packet is removed from the network.

Protocol - indicates which host to host protocol (e.g. TCP) is to receive the TPDU following IP processing. 

Source & destination address - identifies the originator and recipient of the intended packet. These addresses are written in dotted decimal notation.

Options - this field gives the IP datagram the potential to support a variety of potential services, i.e. source routing, time stamping and security information.

TCP


TCP is the primary Internet transport protocol. TCP transports data in a continuos unstructured byte stream. Each byte is identified by a sequence number.

Transport Control Protocol fields

	Source port
	Destination port

	Sequence number

	Acknowledgement number

	Data offset
	Reserved
	URG
	ACK
	PSH
	RS

T
	SYN
	F

I

N
	Window

	Checksum
	Urgent pointer

	Options

	Data


Source - this field indicates the source ULP (Upper Layer Protocol).

Destination - refers to the destination ULP.

Sequence number - contains the sequence number assigned to the first byte of data in the current message.

Acknowledgment number - if this bit is set the field contains the sequence number of the next data byte the sender of this packet intends to receive. Instead of requiring a separate acknowledgment for each transmission, TCP delays acknowledgements until a series of transmissions can be acknowledged at once.

Data offset - indicates the number of 32 bit words in the TCP header. 

Flags - the 6 flag bits contain control information.

URG - urgent

ACK - indicates the acknowledgment field is valid.

PSH - push, the sending TCP sends the header with the PSH flag in response from a request from the ULP. When the receiving TCP sees the PSH flag being set it immediately sends it's data up to its ULP.

RST - resets a transport connection to its original state.

SYN - synchronisation is set by the sender and receiver in their first packets to eachother. Setting this flag indicates their desire to establish a virtual connection.

FIN - finish specifies that the sender has no mare data to send and that the connection can be released.

Window -specifies the number of data bytes that the sender is willing to accept. This field along with the sequence and acknowledgment number fields, implement the TCP sliding window flow control mechanism.

Checksum - used to determine whether the contents of the packets were damaged during transit.

Urgent Pointer - specifies where in the data stream, urgent data is to be found.

Option - most common option is 'max segment size' which indicates the largest inbound segment that TCP can accept. 

Other Internet protocols

ICMP - Internet Control Message Protocol, works with IP to provide error and control information. Since IP is connectionless it cannot detect anomalous network conditions. ICMP provides this ability.

UDP - User Datagram Protocol, accepts and transports datagrams from an ULP. The UDP header field contains the source and destination ports a length and a checksum.

FTP - File Transfer Protocol, enables a user to move files between 2 locations. 

SMTP - Simple Mail Transfer Protocol, an electronic mail routing application.

TELNET - remote terminal emulation, TELNET allows users to access host-based information. 

RIP - Routing Information Protocol, provides consistent routing and network reachability to IP processes running on network hosts. 

NFS - Network File System, developed and supported by Sun Microsystems, associated with Sun's Open Network Computing Platform. 

IP, RIP and ICMP are all Internet layer protocols that are roughly equivalent to the Network layer of the OSI model.

A socket is a combination of an IP port address and an upper layer protocol designation. A port may be associated with a TCP, UDP or other upper layer address.

TELNET provides terminal emulation from the Internet model process layer, which is roughly equivalent to the OSI application layer.

Since IP is connectionless, ICMP works with IP to help provide for detection of abnormal network conditions. 

The User Datagram Protocol provides connectionless transport service.

The ‘protocol’ field specifies which transport layer is being serviced by IP. The ‘type of service field’ sets importance, delay and other parameters.

Class D is used for broadcast addressing.

The PSH (push) flag is used to bypass TCP’s normal routine of collecting and sending data at its own convenience.

OSI

The OSI protocols where created to provide multi-national protocol standards hat could fulfil virtually all-possible network needs. 

Connection oriented service implies a virtual circuit between sender and receiver.

The physical and data link layers primarily use protocols that where already in existence

The CCITT has had considerable influence on the protocols used in the OSI protocol suite. 

The U.S. government has had noticeable influence on the acceptance of OSI, especially with the requirements built into GOSIP. 

The following are considered to be important aspects of the OSI protocol suite: 

Terminal emulation support for a variety of different hosts. Universally accepted format for file conversion and transfer. Distributed database capability that utilises directory lookup.

Proprietary upper layer protocols.

Netware (Novell)

The basic purpose of Netware is to allow users to access network resources in a transparent manner. 

Novells Internetwork Packet Exchange Protocol (IPX) handles network layer functionality. Routing being it’s primary function. The IPX host field is concerned with a devices physical address. 

Novells Netware was based on Xerox’s XNS (Xerox Network Systems)

Novells Sequenced Packet Exchange (SPX) protocol provides the network Transport Layer interface. This protocol provides reliable connection oriented byte data delivery. 

Session, transport and network layer services are provided by Novells Netbios emulation package.

Netware Core Protocols (NCP) is a set of server based software routines providing an application level interface to Netware file services.

IPX Packet Header.

	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K


	A – checksum (16 bits)
	G – destination socket (16 bits)

	B – length (16 bits)
	H – source network (32 bits)

	C – transport control (8 bits)
	I – source host (48 bits)

	D – packet type (8 bits)
	J – source socket (16 bits)

	E – destination network (32 bits)
	K – data

	F – destination host (48 bits)
	


B – provides the entire length of the IPX datagram

C – this field is monitored by RIP to check the age of the datagram.

D – defines the upper layer protocol to which the packets information should be passed.

SPX virtual circuit

	A
	B
	C
	D
	E
	F
	G
	H
	I


	A – IPX header
	F – sequence number

	B – connection control
	G – acknowledgment number

	C – data stream type
	H – allocation number

	D – source connection
	I – data 

	E – destination connection
	


B – supplies flags for controlling data flow.

C – identifies nature of data within the packet.

D/E – are used to identify particular virtual circuits.

F – numerical identifier for each packet sent.

G – identifies the sequence number of the next packet the receiver requests.

H – provides end-to-end flow control. It indicates the number of available receive buffers.

Netware upper layer services

NetBIOS – a session layer interface which has become a defacto industry standard

Netware Core Protocols (NCP) – functions include name management, accounting and security services. NCP provides various file access rights and co-ordinates file operations to ensure data integrity.

SNA

SNA Model

	Transaction services

	Presentation services

	Data flow control

	Transmission control

	Path control

	Data link control

	Physical control


The SNA and the OSI models are closely related. The physical control layer is analogous to the OSI physical layer. 

The functions of the SNA data link control layer are similar to the OSI data link layer. SNA defines the SDLC protocol for implementation of communication links, where primaries communicate with secondaries. 

Path control performs the functions of the Network layer of the OSI model including routing, and datagram fragmentation and reassembly. Also performs flow control. 

Transmission control layer provides reliable end-to-end connection service. Also provides encryption/decryption services as per the OSI presentation layer. 

The data flow control layer controls response/request processing.

The Presentation service layer translates data from one format to another. It is analogous to the OSI Application layer. The 5 predominant layers of the SNA model are grouped into the functional categories: path control network (2-3), Network addressable units (4-6).

SNA was initially hierarchical network architecture but its evolution has included both hierarchical and peer-to-peer networking. 

The network addressable unit function of SNA is associated with the presentation, session and transport layers of the OSI model. 

Peripheral nodes such as a cluster controller can attach directly to a host node. 

SNA uses connection oriented sessions for logical connections between units.

DNA

Digital Network Architecture is the proprietary network architecture of DEC (Digital Equipment Corporation).

DNA provides both connection and connectionless service from the network layer.

Name to address mapping, address resolution and transport “tower” selection are performed by session control. 

Some of the application layer protocols are proprietary DEC protocols, others have been incorporated from international standards and other organisations.   

*ES-IS – end system to intermediate system, a routing protocol that accesses all 7 layers of the OSI model. 

IS-IS – a routing protocol that accesses the lower s of the OSI.

Apple Talk

A proprietary protocol offered by Apple. It’s architecture is suitably open to support 3rd party products.

Apple
Talk supports local talk, 802.3, 802.5 link access protocols.

The AppleTalk Address Resolution Protocol (AARP) maps data link addresses to protocol addresses. 

At the network layer, AppleTalk’s primary protocol is DDP (Data Delivery Protocol). Associated with DDP are Routing Table Maintenance Protocol (RTMP), THE Zone Information Protocol (ZIP) and the Name Binding Protocol (NBP).

RTMP establishes and maintains AppleTalk routing tables. ZIP maps AppleTalk’s network numbers to zones and NBP maps AppleTalk’s names to addresses. 

At the transport layer AppleTalk supports 2 protocols, ATP (AppleTalk Transaction Protocol) which provides accurate delivery, AppleTalk Data Stream Protocol (ADSP). 

At the session layer AppleTalk provides Printer Access Protocol (PAP).

At the at the Presentation layer the AppleTalk Filing Protocol (AFP) provides remote procedure call functionality and file security.

At the Application layer AppleTalk’s 3 primary protocols are, Apple Share File Server, Apple Share Print Server and Apple Share Personal Computer.


Appendix A.

RS-232C

1. Protective ground – each end electrically bonded to the chassis ground.

2. Signal ground – common ground reference for all signals between the DCE and the DTE.

3. Transmitted data – the DTE uses this line to transmit data to the DCE. The data is formatted with asynchronous transmission protocol.

4. Received data – the DTE receives data from the DCE.

5. Data terminal ready – the DTE activates this line for indication of its in-service status to the DCE. The DCE connects itself to the communications channel (toward the network) and maintains the connectivity as long as the DTR remains active. When DTR goes inactive, the DCE disconnects itself from the communications channel. It completes any current transmission before doing this.

6. Data set ready – the DCE uses this line to convey the fact that it is connected to a communication line and that it is ready.

7. Request to send – when active, this line conditions the DCE for data transmission. For full duplex operation it is kept active constantly, to maintain the DCE in transmit mode. For half-duplex communications, RTS must be inactive in receive mode.

8. Clear to send – the DCE activates this line to indicate its readiness for data transmission. It does so after the DTE activates RTS. All 4 lines, DTR, DSR, RTS, CTS, must be active during data transmission.

9. Ring indicator – this line is activated by the DCE as soon as it receives a ringing signal through the communication channel.

10. Carrier detect – (received line signal detector) is activated by the DCE when detects a carrier signal.

11. Transmitter signal element timing – these lines permit either side to provide to the other a transmit clock for synchronisation purposes. Necessary in the case of synchronous transmission.

12. Receiver signal element timing – the DCE provides via this line, a receive clock to the DTE for synchronisation. Necessary in the case of synchronous transmission.

(source: microcomputer hardware design; D.A.Protopapas, pgs347-348.)

Appendix B

Networks review questions

1. Why are communications models organised into a network architecture? Describe what processes occur in a network architecture, using an existing network architecture model.

The models are organised into a network architecture so as to facilitate communication between two or more computers. A network architecture is organised into a series of layers to reduce its design complexity, with each layer offering a defined set of services and protocols. The protocols define rules that govern the exchange of data between 2 or more computers.

OSI model (Open Systems Interconnect) - uses a layered format to outline functions that are to be performed.

Physical layer 

· defines physical media and connection specifications

· defines data transmit and receive to and from the media

· This layer defines the electrical and mechanical specifications of the network medium and network interface hardware, how they connect to one another and how data is placed and received from the network medium.

Data Link layer

· sends and receives bits to and from the physical layer

· data framing 

· error control

· flow control

· physical addressing

Data link organises the ones and zeros from the physical layer into frames i.e. logical groupings of information. The frame contains the informational data and addressing information that identify the source and destination.

Network layer

· routing

· message fragmentation and re-assembly

The primary objective of the Network layer is to move information across a network made up of multiple sub-networks i.e. internetwork. 

Due to the fact that the data can travel over many paths, the Network layer has the task of choosing the path for each transmission of data.

Transport layer

· reliable end to end communications

· error control (virtual link)

· flow control

· message multiplexing

The heart of the OSI model, the Transport layer ensures a reliable data delivery, it often compensates for a lack of reliability in the lower layers. If data is not delivered to the receiving node correctly, the Transport layer informs the upper layers which inform the application software.

Session layer

· dialog control (co-ordination and synchronisation)
· session error control
· session management
· remote procedure calls
The Session layer adds control mechanisms to the data that establish, maintain, synchronise and manage dialog between communicating applications.

Presentation layer

Formats the translation of the user data. The Presentation layer is concerned with standard data encoding that can be sent and received by each application. For example, voice and graphics data may be transferred in a compressed format, while text data may be sent uncompressed.

Applications layer

· provides user interface
· implements user applications
The Applications layer specifies the communications interface with the user and manages communication between computer applications.

2. What are the advantages and disadvantages of using the three forms of (guided) media
	Twisted Pair
	Advantages
	Disadvantages

	
	Cheapest to buy
	Suffers more from EMI

	
	Easy to add connections (RJ-45)
	Reasonable data rates (10Mbps)*

	
	Easy installation
	Less secure data transmissions

	
	Most commonly found & widely used
	More repeaters required (2Km)

	Co-axial
	Intermediate price range
	Cable & connections more expensive

	
	Good shielding, less susceptible to interference
	Future geared towards fibre optics

	
	Reasonable data rates (10 – 100Mbps)
	More difficult to connect/test

	
	More secure than Twisted pair
	

	
	Longer distance between repeaters(1-9Km)
	

	Fibre optic
	Best shielding, resistance to EMI
	Expensive cable & connections

	
	Fastest transmission rate (100Gbps)
	Complex connections (specialist area)

	
	Longest distance between repeaters (40Km)
	

	
	Excellent for backbones (fat pipe)
	

	
	Secure data transmissions
	


 *Can support data rates of 100 Mbps – 1Gbps however at the expense of nodes and geographic scope.

3. Describe the operations of the X.21 physical interface standard. 




  


X.21 is the digital interface standard for use with ISDN’s, and uses the 4 control lines; Transmit (T), Control (C), Receive (R) and Indication (I).  The X.21 interface standard is only concerned with the setup and clearing operations concerned with each call made on a data communications network (PSTN in the example, could be CSPDN – circuit switched public data network). The control of the data that occurs after the connection is the responsibility of the Data Link Layer. Initially the transmit circuits from both the calling and called DTE’s are set at logical 1 which indicates there readiness to send and/or receive a call. The receive circuits for from each DCE are also set at logical 1 to indicate there availability. The calling DTE first indicates that it wishes to make a call by setting its control circuit to the on state and at the same time setting its transmit circuit to logical 0. When the DCE is ready to accept the call it responds by transmitting two or more SYN (a control character from the ASCII character set) characters on the receive circuit followed by a series of ‘+’ ASCII characters. On the receipt of the ‘+’ characters, the calling DTE transmits two or more SYN characters followed by the network address of the required destination DTE. The address is terminated by a single ‘+’ character. The DTE then enters a wait state and the DCER responds by transmitting idle characters while it attempts to setup the call.

4. List the main differences between a LAN and a WAN.(Consider the design of both network architectures)

WAN’s can cover large geographical areas, require the crossing of public right of ways and rely in parts on the circuits provided by the PSTN. WANS are implemented through the use of circuit and packet switching techniques. More recently, ATM and frame relay have assumed major roles.

LAN’s are usually smaller in geographical scope, confined to buildings or groups of buildings. They have higher data rates than WAN’s. 

They also make use of a broadcast approach rather than a switching approach, so no intermediate switching nodes are required. Transmission from any one station is broadcast to and received by all other stations attached to the network.

LAN’s use the IEEE 802 reference model i.e. concerned with the physical and data link layers

5. Describe the possible network topologies and LAN standard operations when using the 802.3 LAN standard.

802.3/Ethernet works on the CSMA/CD protocol and is probably the most common network access method. It is a broadcast access method, which means that every station connected to the network can hear every transmission on the network. Before transmitting data, a station will listen to the network and if it is clear, will send its message (frame) out onto the network. The problem herein is that 2 or more stations could transmit data at the same time and if this occurs the signals will collide on the network, destroying the signal. When a collision occurs the stations stop transmitting and wait a predetermined amount of time before re-transmitting the signals.

The standard makes use of twisted pair/co-axial and more recently fibre optic cables. The topologies include bus/star/ring and tree. 

6. What are the disadvantages and advantages of circuit switching, packet switching and frame relay?

Circuit switching – (disadvantages) – the connection provides data for transmission at a constant data rate, thus the two connected devices must send and receive data at a constant rate. This can place limits on the network from interacting with other host computers and workstations. 

Fixed bandwidth.

Messages are not stored.

Dedicated transmission path.

Unable to do code and speed conversions.

When traffic becomes heavy on a circuit switched network, some calls may be blocked until the network resources are freed up more.

(Advantages) – no overhead bits after call has been set up.

High data rate as connection path is dedicated.

Packet switching - (disadvantages) – there are overhead bits in each packet. Packets are more easily lost when transmitted over non-dedicated paths, necessitating retransmission.

(Advantages) – can perform data rate conversion.

Greater line efficiency over circuit switching, because a single node-to-node link can be dynamically shared over time.

One of the few effective technologies for long distance data communication.

Able to prioritise packets thereby sending packets with high priorities first.

When traffic becomes heavy on a packet switched network, packets are still accepted although delivery delay increases.

Packets are routed around problems like disabled links.

(Disadvantages) – there are overhead bits in each packet.

Packets are more easily lost when transmitted over a non-dedicated path, necessitating retransmission. 

Frame Relay – a form of packet switching based on the use of variable length link-layer frames.

(Disadvantages) – no ability to do flow and error control, compared to X.25, this is handled by a higher level protocol.

(Advantages) – frame relay provides a streamlined communications process. There is less protocol functionality at the network user interface and internal network processing is reduced. As a result there is lower delay and higher throughput (less overhead than X.25).

7. What does multiplexing refer to? Give examples of 2 types of multiplexing.

Multiplexing is used to combine several low bandwidth channels across a single high bandwidth line. Multiplexers make the use of leased lines more economical. 

Frequency division multiplexing (FDM) – used with analog signals. A number of signals are carried simultaneously over the same 8medium by allocating each signal a different frequency band (channel). Each of the signals are modulated onto a different carrier frequency and the carrier frequencies are separated to prevent them overlapping (guard bands).

Time division multiplexing – used with digital signals. This system interleaves several transmissions into time slot on a single channel and then reconstitutes the channels at the other end. A portion of each data stream is transmitted in a given time slot.

8. How is data transparency achieved in data transmissions? Give examples of both character and bit oriented DLL protocols.

Data transparency is achieved through the use of bit stuffing. This is where arbitrary bit patterns are inserted into the data field of the frame.

Between the transmission of the starting and ending flags, the transmitter will insert a 0 after a sequence of five consecutive 1’s. This to keep the unique pattern of 01111110 which is used to signify the flag fields (start and end) of the frame and to prevent them from occurring anywhere else within the frame thereby destroying synchronicity.

Examples of bit and character oriented DLL protocols

9. What forms of error and flow control are used in data communications? Give 4 examples. How is error and flow control applied for each of the examples?

Stop and wait flow-control and sliding window flow control, Go-Back-N ARQ error control and stop and wait error control.

Stop and wait flow control, the source transmits a frame to the destination. When the destination receives the frame it sends an acknowledgement (ACK) to the source that it has received the frame. The source must wait for this acknowledgement before it can send the next frame. As such only one frame can be in transit at any one time. For high data rates and long distance data transmissions, this method of flow control provides inefficient line utilisation.

Sliding window flow control, this method allows for more than one frame to be sent at any one time. The number of unacknowledged frames that can be sent is equal to the window size (buffer size) of the receiver (e.g. for a buffer size of 6 frames, 6 frames can be sent without acknowledgement from the receiver). Each frame has a sequence number that keeps track of which frames have been ACK’d. The destination sends an ACK including the sequence number of the next frame expected, this also implies that the destination is ready to receive the next number of frames. This scheme is used to ACK a number of frames. If 5 frames are received the destination after receiving the 5th frame ACK’s all 5 and requests that frame 6 to 11 be sent etc. both the sender and receiver maintain a list of the sequence numbers that it is prepared to send and prepared to receive.

Stop and Wait ARQ is based on the stop and wait flow control technique. The source transmits a single frame and must wait for an ACK from the receiver before transmitting the next frame. There are two sorts of errors that could occur. First, the frame that arrives at the destination could be damaged. The source station is equipped with a timer, after a frame is transmitted the source station waits for an ACK, if there is no ACK received by the time the timer expires then the same frame is sent again. In this method the transmitter must retain a copy of the sent frame until an ACK is received.
Secondly there could be a damage in the ACK. If a station sends a frame and this is received by the destination and an ACK is sent to the sender. The ACK is damaged in transit and the sending station will time out thereby sending another copy of the frame. The receiving station now has two copies of the same frame. To avoid this problem the frames are alternately numbered 1 and 0 and the ACK takes the form of ACK1 and ACK0. 

Go-Back-N ARQ, this form of error control is based on the sliding window technique (most common flow control technique). In this method frame that are sent are sequentially numbered. The number of UNACK’d frames that can be sent is determinate on the window size of the stations. While no errors occur, the destination will ACK incoming frames as usual. If the destination detects an error in a frame it sends a negative acknowledgement (REJ) for that frame. The destination will discard that frame and all future frames until the frame in error is correctly received. When the source station receives the REJ it must retransmit the frame in error and plus all succeeding frames that were transmitted in the interim.

10. List and discuss the reasons for the data link layer being split into the LLC and MAC sub-layers. Describe the distinct functions performed by each.

MAC (Medium Access Control) is the protocol that determines which computer gets to use the network cable when many computers are trying, it is the part that determines how network users keep from bumping into each other.

LLC (Logical Link Control) provides reliable data transfer over the physical link, it manages the physical link.

The reason as to why the DLL was split into two layers is that it has two jobs to do. Firstly to co-ordinate the physical transfer of data and secondly to manage access to the physical medium. Splitting the job allows for more modularity and therefore flexibility.

The MAC layer is closer to the physical layer than the LLC layer. By splitting the two it is possible to create a number of MAC layers (which correspond to the physical layers) and only one LLC layer that can handle them all. LLC has the role of interfacing with the various MAC layers and the higher level protocols.

Another reason is that the broadcast networks such as LAN’s and radio/satellite systems didn’t fit well into the 7-layer OSI model.

11. List and discuss the differences between a peer-to-peer network and a client server network

In a client/server network, 1 or more computers contain the file/print/communication and database services (file servers) and the other PC’s attached to the servers are called the clients. The clients run there own application programs and redirect file and print services back to the server.

Security is easy to administer in a client/server network.

In a peer-to-peer network a computers resources may be selectively shared across a network. Once the network is established (through COM, LPT and NIC’s) it is easy to share resources located on the network i.e. CD’s, secondary storage (zip drives).

12. List and discuss the difference between NTFS and DOS FAT file systems.

The NTFS is the most advanced file system available for the PC. It supports long file names and has backward compatibility for short file names (8.3). Combined with the NT O/S it provides enhanced security features “Discretionary Access Control”.

It has advanced fault tolerance through a technique known as ‘transaction logging’; this is a process that keeps the hard drives in a consistent state.

NTFS is not reliant on DOS in any way.

NTFS works on PC’s with dual processors.

NTFS is more stable and provides up to 2Gb for each application.

NTFS has advanced security and robustness.

FAT is better if disks are under 1Gb, NTFS is better for disks over 1Gb.

You would use a FAT format to maintain compatibility with DOS, thus allowing for dual booting into windows 3.1 or 95.

The DOS FAT creates 4 entries that are called collectively a cluster chain. The cluster chain determines all cluster locations for a file on a disk.
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