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Abstract. Israel is facing in the last four years unprecedented levels of terrorism, especially suicide terrorism. After four years, Israel has succeeded to bring the level of terrorism down to its original level before the Intifada. The following paper discusses the main lessons that can be learnt from this experience applicable in the context of Science and Technology. The top priority of counter terrorism measures should include actions (including S&T efforts) directed against the higher echelons of the terrorist organizations. Acts of terrorism are the end result of a production line. The priority of counter terrorism against a certain link in this line should be proportional to its place in this line: the closer it is to the origin, the more effective will be its neutralization.

1. The Israeli Experience

Israel has been suffering from terrorism since its inception.
 However, in the last four years, the rate of terrorism activity has climbed to unprecedented level. It started on the 28th of September 2000
 and is still going on
. Fig. 1 describes the number of fatal casualties (per quarter) during the last 4 years.
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Fig 1: Terrorism Fatal Causalities Distribution – Normal Fit
Although suicide terrorism has been used in the past
, it emerged during those four years as the main tool in the hands of the terrorists: up to mid 2004 some 527 attempts of suicide attacks were made; 132 of them had been successful, killing 859 non combatant innocent civilians, namely, women, children, elderly people etc.

After 4 years of a war against terrorism in Israel, one can say carefully that it is showing clear signs of success: the rate of terrorism dropped back to its pre-Intifada values, as can be seen in Fig. 1.

The decay of terrorism is in good correlation with the renewal of economic growth, the return of tourists etc. Fig. 2 gives some of the more important statistics relevant to this phenomenon:
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Fig. 2: Suicide Terrorism Attacks
Generally speaking, the turn point was after the war on terror was “separated” from the political issue of coming to an agreement with Palestinian leadership. In April 2002, after Israel suffered 140 fatal causalities in one month (March) due to suicide terrorism, the wish to reach an agreement with the Palestinian Authority (PLA) was put aside (Arafat was declared to be “non-relevant”), and Israel launched a full scale campaign  on the terrorist organizations concentrating on the Hamas and the Islamic Jihad.

This campaign started by expanding the Intelligence coverage, mainly by entering the occupied areas which were given after 1993 to the PLA self government. This, together with the “fence” resulted, a year later, in an increase of the rate of abortion of terrorist acts from 40% (before April 2002) to over 80% (see Fig. 3).

The decrease in the number of successful terrorist attacks came mainly due to the increased rate of abortion. However, the decrease in the number of terrorist attempts (from mid 2003 on) is a direct result of the so called “surgical elimination”, namely, killing of key members in the two terrorist organizations mentioned above.
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Fig. 3: Abortion Rate (%)
These terrorist groups are very small. They enjoy the support of the street, but usually this is a passive support. The number of people who take active part in terrorism (including the planners, the engineers and technicians that produce the explosive belts, those who arrange the transportation, the intelligence gathering activists, the deciding leadership etc.) is no more than few hundreds people in such an organization. It is a small enough number to be eliminated once and for all. When the rate of elimination of key people reaches 20%-30%, the organization stops to function in producing acts of terrorism and starts occupying itself with a different kind of war, i.e., a war for its own survival.

What lessons can be learned from the Israeli experience? And more specific: what lessons can be learned in the field of Science and Technology? Are these lessons relevant to the Global Terrorism? Is the fact that Global Terrorism is networked affects these lessons? 

The rest of the paper will deal with these questions. I'll start with saying few words about the roots of Global Terrorism and then on the distinction (if any) between this type of terrorism and "local" terrorism. The nature of Global Terrorism will be discussed later (as "networked" and as "production line").
2. The Role of Science & Technology 

Looking at Fig. 1, one may ask how Israel had succeeded in dropping the level of terrorism. Does Israel have the technology to detect suicide explosive belts carried out by people in the streets? Is it used in vital passes (e.g. air and maritime ports, check points etc.) or everywhere (especially in suicide bombers "favourite" places, like restaurants, buses, shopping malls etc.)? What is the range of detection? Does it include also means to neutralise or activate the explosive belts? I am sure many of the readers would like to have such technology, but the answer to all these questions is generally negative. Indeed, there are some technologies which perhaps will do the tasks described above, but they are not mature enough and need a long R&D period before being fielded.

So, how did Israel succeed to reduce the rate of terrorism to such a level? Was it done without technology? The answer is again negative. It will not be too exaggerated to say the S&T played a major role in suppressing terrorism in Israel. This is especially true in the case of suicide terrorism. S&T was simply directed not towards the end points (suicide bombers) but against higher echelons as will be discussed later.
The following lesson is very important: when a suicide bomber is travelling in one's town or city, it is too late. There are some measures which can be taken in order to reduce the number of casualties
, but there is no way to prevent him from blowing himself up.

Terrorists usually use low-tech. It will be a huge mistake to think that therefore the answers to terrorism should be found also in the arena of low-tech. People usually think that technology is good only for classic wars between armies. The Israeli experience proves the opposite: The more technological the war against terrorism becomes, the better. The key point here is, again, the fact that terrorist organizations are small. Unlike states, they don't have enough men and resources to cope with high-tech.
3. The Roots of Global Terrorism
What are the roots of global terrorism? In my opinion, the current Islamic terrorism is not really a war between religions. Bin-Laden does not want to convert the Americans; nor does President Bush (although the term “crusaders” was used). It doesn’t have also a materialistic cause: it is not a way to improve the economical situation of the Muslims. Indeed, the issue of oil supply played some role in the decision taken by the Bush administration to attack Iraq. However this was neither the cause for Bush strategy to launch a war on terror, nor the cause for Bin-Laden to attack the twin towers. Huntington’s concept of “Clash of Civilisations”
 might be more helpful here, but it is insufficient. What is a “civilisation”? Why is terrorism not supported by Indian or Chinese civilisations?

So, what drives terrorism? I think it is a clash between open societies and closed ones. This kind of clash exists in any society (in Afghanistan as well as in the USA, Sicily or Israel). On one side there are people who view modernization, change, innovation, technology etc. as good and desired goals. For them these terms express positive attributes. On the other side there are those who view tradition as the most important value of society. They don’t want to change the old system. In their eyes, technology is evil, TV corrupts the souls of the youngsters, hand phones pose a threat to the old system, and the end result of this new trend could be the destruction of the old values, decline and falling apart of the family and revolt against authority in general. For them words like change and modernization carry an evil message. The USA is “the big devil”
 because it spreads this culture of modernization. Bin-Laden acted against the USA because he understood that the only way to save his Islamic world, and immune it against change is to abolish the generator of this new culture.

At the end of the day one has to choose: does he desire to live in an open society (where alternatives are rationally debated and decided
) or in a close society (where keeping the old order is the ultimate maxim). Not many societies chose the first way. Most of the world still belongs to the second group. It should be emphasized here that the measure for openness in a certain society is a matter of degree. It is not a black and white distinction. There are societies that are more open than others. Even within the Islamic world there are societies that are very closed (like Saudi Arabia or Syria) and those that are relatively open (like Indonesia or Turkey). Democracy, according to this view is only one aspect of open society, and like it, it is also a matter of degree. North Korea, Iran and Syria belong to the same group because they are close societies (and not because they represent the same “civilisation).

We have to distinguish clearly between the goal and the means in this context. The goal is to keep Islamic world close. The mean is terrorism. 

It should be emphasized that this goal is by no means a necessary “Muslim” goal and I don’t think it is shared by the majority of the Muslim world. It is the leading ideology of a small group, and it could happen anywhere in any society. The reason why Bin-Laden chose terrorism as a tool to achieve his goal is that open societies are vulnerable to terror (because one can freely move in these societies, human rights are respected etc.). Terrorism is only a tool in a war to keep the old values unchanged forever.

4. Global vs. Local Terrorism
Some of the gravity centres of terrorist action around the globe are highly connected to "local" conflicts as is the case between the Palestinians and Israel, the Chechens and Russia, Pakistan and India in Kashmir, etc. Is there a difference between the local type of terrorism and the global one?

Some differences are evident: while local terrorism is usually localized and limited to a certain area, global terrorism knows no borders. Local terrorism has clear immediate political demands which can be, in principle, settled politically by negotiation between the two rivals. Global terrorism is motivated by an ideological vision which has no demand for immediate results.

Nevertheless, the two types can be mingled and corroborating each other. This is clearly the case where global terrorism is offering a help to local organizations
. Sometimes the two work together locally as is the case in Israel. More than 90% of the suicide attacks in the last 4 years were carried out by the Hamas and Islamic Jihad. Their goal is not an independent Palestinian state in the occupied territories. They act on a pan-Islamic platform trying to restore the rule of the Koran in the whole space belonging historically to the Muslims. Every time the Israeli government and the PLA were near some kind of agreement, they increased their acts of terrorism.
 
The goal of having an independent Palestinian state is no closer today than it was before the start of the Intifada. However, the Hamas thinks it is a success because its goal is different: before the Intifada only 20% of the Palestinians supported the Hamas, and the number today is around 50%. This "forced" the PLO to join the suicide terrorism (in order to keep the support of the people) and the rest is history: the process of bridging the conflict between the two people was fatally wounded. 
Governments cannot give in to terrorism. Therefore, terrorism should be reduced significantly before a real negotiation between the parties, aimed at solving the local "political" conflict, can start.

This is a lesson valid for global terrorism as well. Global terrorism is not a threat that can be completely eliminated. The “war” against terrorism is not a classic war (like the war between two rival state armies). It is more like the war against crime. And terrorism, like crime, will not disappear totally. Therefore, the goal of the “war” against terrorism should not be elimination of it, but reducing it to a bearable level.

However, there is a lot to do in the global, multi-lateral level. Terrorism has global roots, and these can be cut off given a cooperative effort of many countries.

5. Terrorism as a Global Network
How does one fight a global network? Surely not by combating the end results. The paradigm of a global network is the Internet web. If you want to fight Spam, for example, it will be more effective blocking it at the level of the server than at each one's own computer. The higher you go up is the better. If we could find and stop the originators of this Spam (legally or technically) it will be even more effective.
This, again, is a lesson that can be extended for the war on global networked terrorism. It might be corroborated and supported by the analysis in the following section ("Production Line"). 

Networked organizations depend, of course, on communication. This is really a weak point of any networked system. Communication lines are vulnerable to eavesdropping, monitoring, and even deception. Therefore, the key family of technologies relevant for anti-terrorism war is intelligence technologies. One cannot underestimate their role in the Israeli case.
6. Terrorism as a Production Line
The focusing on the performers of terrorism (e.g., the suicide attackers) is wrong. One has to bear in mind that these suicide bombers are the end result of a long chain of activity. One has to decide to carry out the terrorism act. Then, it should be planned, not before an appropriate intelligence is collected about the target, its protection and the route to the target which is not too vulnerable to early detection. Then, the explosive device (or belt) should be prepared. A volunteer should be recruited and instructed. Transportation should be arranged for the explosive belt to meet the volunteer and for both to reach the selected target. All these actions need an organization to take care of it.
Now, the crucial point here is that the key people in terrorist organization are very few. These are very small organizations. The number of key activists in the Hamas for example, who are actually engaged in preparing an act of terrorism, is only few hundreds (not counting the suicide volunteers and the passive supporters). Once one succeeds to neutralize 20%-30% of them (either by arresting them or, if it is not possible, by killing them) the organization slows down in producing terrorism. And as said above reducing the number of terrorist acts is the real goal.
7. Conclusions 

Summarizing the main results of the Israeli experience, it is clear that it is more effective to act against the leadership of terrorist organizations than against the activists in the field, and it is more effective to act against key activist playing a role in producing terrorism than against the terrorists that actually carry it out. By the same principle, it is more effective to prevent a terrorists from entering one's populated area than chasing him and trying to stop him while he is already in the mid of doing his "mission". Detection technologies on the border, creating a virtual fence are more cost-effective than detection technologies against terrorists in the streets or shopping malls. 
The main message of this paper is that the priorities of the war against terrorism should be determined according to following principle:

The top priority should include actions (including S&T efforts) directed against the higher echelons of the terrorist organizations. Acts of terrorism are the end result of a production line. The priority of counter terrorism against a certain link in this line should be proportional to its place in this line: the closer it is to the origin, the more effective will be its neutralization.
Summarizing Israel’s experience in a nutshell, three fields emerge as relevant for Science and Technology:

A. Intelligence (internal as well as external)
B. Surgical Capabilities (concentrating on the terrorist leadership and key activists). 

C. Perimeter Security (fence/wall).
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� The data in this section was presented in Lisbon, in a NATO conference on Suicide Terrorism, in June 11-14 2004 and is part of a paper going to be published in a book summarising this conference.


� Actually, the first acts of terrorism against the Jewish settlements in the Middle East began in the 1920s, immediately after First World War as a result of the rise of Arab Nationalism encouraged by the British (in order to crack down the Ottoman Empire).


� It started 3 months after the failure of Camp David talks between Israeli Prime Minister Barak and Palestinian leader Yasser Arafat with the participation of President Bill Clinton.


� The Palestinians call it Intifada, which means popular uprising. Although it may have started as such, it quickly switched into a holy war (Jihad) carried out mainly by fundamental Islamic groups like the Hamas and the Islamic Jihad.


� It was first used by the Hezbollah in Israel's northern border as early as 1983. 


� And they should be taken because, as will be explained later on, even a partial success against terrorism is a success.


� S. Huntington, [3]


� In the Middle East, Israel is usually referred to as the "Little Devil", because it is perceived as the local agent of American Culture in the region.


� This definition follows the spirit of Karl Popper who dealt with this concept in the1940s. See especially his [1] and[2].


� It seems that at least 10 of the terrorist that took part in the Beslan School massacre in Southern Russia were Arabs. That is also the case today in Iraq.


� The first suicide terrorism blowing a bus was carried out by the Hamas in 1993, the same year the Oslo agreement was signed between Mr. Arafat and Mr. Rabin.





