Question no -1

An operating system (OS) is the software that manages the sharing of the resources of a computer. An operating system processes raw system data and user input, and responds by allocating and managing tasks and internal system resources as a service to users and programs of the system. At the foundation of all system software, an operating system performs basic tasks such as controlling and allocating memory, prioritizing system requests, controlling input and output devices, facilitating networking and managing file systems. Most operating systems come with an application that provides a user interface for managing the operating system, such as a command line interpreter or graphical user interface. The operating system forms a platform for other system software and for application software. Linux, Mac OS, and Windows are some of the most popular OSes.

Modern operating systems usually feature a Graphical user interface (GUI) which uses a pointing device such as a mouse or stylus for input in addition to the keyboard. Older models and Operating Systems not designed for direct-human interaction (such as web-servers) generally use a Command line interface (or CLI) typically with only the keyboard for input. Both models are centered around a "shell" which accepts and processes commands from the user (eg. clicking on a button, or a typed command at a prompt).

The choice of OS may be dependant on the hardware architecture, specifically the CPU, with only Linux and BSD running on almost any CPU. Windows NT 3.1, which is no longer supported, was ported to the DEC Alpha and MIPS Magnum. Since the mid-1990s, the most commonly used operating systems have been the Microsoft Windows family, Linux, and other Unix-like operating systems, most notably Mac OS X. Mainframe computers and embedded systems use a variety of different operating systems, many with no direct connection to Windows or Unix. QNX and VxWorks are two common embedded operating systems, the latter being used in network infrastructure hardware equipment.

· Microkernel architecture

· assigns only a few essential functions to the kernel

· address space

· interprocess communication (IPC)

· basic scheduling

· Multithreading

· process is divided into threads that can run simultaneously

· Thread

· dispatchable unit of work

· executes sequentially and is interruptable

· Process is a collection of one or more threads

· Symmetric multiprocessing

· there are multiple processors

· these processors share same main memory and I/O facilities

· All processors can perform the same functions

· Distributed operating systems

· provides the illusion of a single main memory and single secondary memory space

· used for distributed file system

· Object-oriented design

· used for adding modular extensions to a small kernel

· enables programmers to customize an operating system without disrupting system integrity

Windows 2000

· Exploits the power of today’s 32-bit microprocessors

· Provides full multitasking in a single-user environment

· Client/Server computing

· Modular structure for flexibility

· Executes on a variety of hardware platforms

· Supports application written for a variety of other operating system

· Modified microkernel architecture

· Not a pure microkernel 

· Many system functions outside of the microkernel run in kernel mode

· Any module can be removed, upgraded, or replaced without rewriting the entire system

· Hardware abstraction layer (HAL)

· Isolates the operating system from platform-specific hardware differences

· Microkernel

· Most-used and most fundamental components of the operating system

· Device drivers

· Translate user I/O function calls into specific hardware device I/O requests

· I/O manager

· Object manager

· Security reference monitor

· Process/thread manager

· Local procedure call (LPC) Facility

· Virtual memory manager

· Cache manager

· Windows/graphics modules

· Special system support processes

· Ex: logon process and the session manager

· Server processes

· Environment subsystems

· User applications

· Simplifies the Executive

· possible to construct a variety of APIs

· Improves reliability

· each service runs as a separate process with its own partition of memory

· clients cannot not directly access hardware

· Provides a uniform means fro applications to communicate via LPC

· Provides base for distributed computing

· Different routines can execute simultaneously on different processors

· Multiple threads of execution within a single process may execute on different processors simultaneously

· Server processes may use multiple threads

· Share data and resources between process
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UNIX

Multi-User Operating Systems
A multi-user operating system allows more than one user to share the same computer system at the same time. It does this by time-slicing the computer processor at regular intervals between the various users.
Multi-Tasking OperatingSystems
Multi-tasking operating systems permit the use of more than one program to run at once. It does this in the same way as a multi-user system, by rapidly switching the processor between the various programs. UNIX is an example of a multi-tasking multi-user operating system. 

A multi-user system is also a multi-tasking system. This means that a user can run more than one program at once, using key selection to switch between them. 

Multi-tasking systems support foreground and background tasks. A foreground task is one that the user interacts directly with using the keyboard and screen. A background task is one that runs in the background (it does not have access to the keyboard). Background tasks are usually used for printing or backups. 

The UNIX Operating System
Consists of 

· kernel
schedules tasks
manages data/file access and storage
enforces security mechanisms
performs all hardware access 

· shell
presents each user with a prompt
interprets commands types by a user
executes user commands
supports a custom environment for each user 

· utilities
file management (rm, cat, ls, rmdir, mkdir)
user management (passwd, chmod, chgrp)
process management (kill, ps)
printing (lpr) 
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Question no: 2

i).Local Area Network

A Local Area Network (LAN) is a network that is confined to a relatively small area. It is generally limited to a geographic area such as a writing lab, school, or building. Rarely are LAN computers more than a mile apart. 

In a typical LAN configuration, one computer is designated as the file server. It stores all of the software that controls the network, as well as the software that can be shared by the computers attached to the network. Computers connected to the file server are called workstations. The workstations can be less powerful than the file server, and they may have additional software on their hard drives. On most LANs, cables are used to connect the network interface cards in each computer.
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Switch

A concentrator is a device that provides a central connection point for cables from workstations, servers, and peripherals. In a star topology, twisted-pair wire is run from each workstation to a central switch/hub. Most switches are active, that is they electrically amplify the signal as it moves from one device to another. Switches no longer broadcast network packets as hubs did in the past, they memorize addressing of computers and send the information to the correct location directly. Switches are: 

· Usually configured with 8, 12, or 24 RJ-45 ports 

· Often used in a star or star-wired ring topology 

· Sold with specialized software for port management 

· Also called hubs 

· Usually installed in a standardized metal rack that also may store netmodems, bridges, or routers 

Bridges

A bridge is a device that allows you to segment a large network into two smaller, more efficient networks. If you are adding to an older wiring scheme and want the new network to be up-to-date, a bridge can connect the two. 

A bridge monitors the information traffic on both sides of the network so that it can pass packets of information to the correct location. Most bridges can "listen" to the network and automatically figure out the address of each computer on both sides of the bridge. The bridge can inspect each message and, if necessary, broadcast it on the other side of the network. 

The bridge manages the traffic to maintain optimum performance on both sides of the network. You might say that the bridge is like a traffic cop at a busy intersection during rush hour. It keeps information flowing on both sides of the network, but it does not allow unnecessary traffic through. Bridges can be used to connect different types of cabling, or physical topologies. They must, however, be used between networks with the same protocol.

Routers

A router translates information from one network to another; it is similar to a superintelligent bridge. Routers select the best path to route a message, based on the destination address and origin. The router can direct traffic to prevent head-on collisions, and is smart enough to know when to direct traffic along back roads and shortcuts. 

While bridges know the addresses of all computers on each side of the network, routers know the addresses of computers, bridges, and other routers on the network. Routers can even "listen" to the entire network to determine which sections are busiest -- they can then redirect data around those sections until they clear up. 

If you have a school LAN that you want to connect to the Internet, you will need to purchase a router. In this case, the router serves as the translator between the information on your LAN and the Internet. It also determines the best route to send the data over the Internet. Routers can: 

· Direct signal traffic efficiently 

· Route messages between any two protocols 

· Route messages between linear bus, star, and star-wired ring topologies 

· Route messages across fiber optic, coaxial, and twisted-pair cabling 
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There are four basic types of LAN topology.
· STAR 

· RING 

· BUS 

· TREE

STAR NETWORK
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In the star LAN topology, each station is directly connected to a common central node. Typically, each station attaches to a central node, referred to as the star coupler, via two point-to-point links, one for transmission and one for reception. In general, there are two alternatives for the operation of the central node. One approach is for the central node to operate in a broadcast fashion. A transmission of a frame from one station to the node is retransmitted on all of the outgoing links. In this case, although the arrangement is physically a star, it is logically a bus; a transmission from any station is received by all other stations, and only one station at a time may successfully transmit. Another approach is for the central node to act as a frame switching device. An incoming frame is buffered in the node and then retransmitted on an outgoing link to the destination station.

RING TOPOLOGY
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In the ring topology, the network consists of a set of repeaters joined by point-topoint links in a closed loop. The repeater is a comparatively simple device, capable of receiving data on one link and transmitting them, bit by bit, on the other link as fast as they are received, with no buffering at the repeater. The links are unidirectional; that is, data are transmitted in one direction only and all are oriented in the same way. Thus, data circulate around the ring in one direction (clockwise or counterclockwise).

Each station attaches to the network at a repeater and can transmit data onto the network through that repeater. As with the bus and tree, data are transmitted in frames. As a frame circulates past all the other stations, the destination station recognizes its address and copies the frame into a local buffer as it goes by. The frame continues to circulate until it returns to the source station, where it is removed. Because multiple stations share the ring, medium access control is needed to determine at what time each station may insert frames.

BUS TOPOLOGY
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For the bus, all stations attach, through appropriate hardware interfacing known as a tap, directly to a linear transmission medium, or bus. Full-duplex operation between the station and the tap allows data to be transmitted onto the bus and received from the bus. A transmission from any station propagates the length of the medium in both directions and can be received by all other stations. At each end of the bus is a terminator, which absorbs any signal, removing it from the bus.

TREE TOPOLOGY
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The tree topology is a generalization of the bus topology. The transmission medium is a branching cable with no closed loops. The tree layout begins at a point known as the headend, where one or more cables start, and each of these may have branches. The branches in turn may have additional branches to allow quite complex layouts. Again, a transmission from any station propagates throughout the medium and can be received by all other stations. Two problems present themselves in this arrangement. First, because a transmission from any one station can be received by all other stations, there needs to be some way of indicating for whom the transmission is intended. Second, a mechanism is needed to regulate transmission.

Question no :3

i) : what is the difference between network and O/S security?

There is an OS running the network server as well as any other computer system. Handling security is the same concept for both. You need to protect both, but for a network OS the scale is much exponentially larger and broader - more computers and programs to protect and repair if infected. Very complicated to learn and inplement network security. You will probably have to become an ethical hacker in order to keep ahead of the latest security technology breaches and innovations.

A consumer has one computer - or in my case - 5 computers on a network. A corporation might have thousands. The chance that you or me suffering a direct virus attack are miniscule, but corporate attacks by unethical hackers, warez, mail bombers, IRC bots, crackers, phreakers, and other unscrupulous viral programmers are relentless and ongoing. It is quite challenging to break into a corporate entity's network system for these people. IT departments will seldom divulge the amount of incidents that they are attacked, broached or compomised by a hacker.

1. Security and complexity are often inversely proportional. Every step taken--whether it's vulnerability and risk assessment, security policy and procedure development, deployment of mechanisms or user education--should be as straightforward and simple as possible. The more cryptic the instructions and procedures, the more room for misunderstanding and misapplication.

2. Security and usability are often inversely proportional. There is no such thing as "complete security" in a usable system. Consequently, it's important to concentrate on reducing risk, but not waste resources trying to eliminate it completely. Such a pragmatic mind-set provides a fighting chance to achieve fairly good security while still allowing productivity.

3. Good security now is better than perfect security never. This is a corollary of the previous axiom, since perfect security doesn't exist in a usable system. Even if it were possible, a usable system is a moving target: Threats change, technologies change and business needs change. The job is never done.This knowledge should actually free you to shoot for "good enough." Come up with 10 things to do, but only get to four of them now, and you're probably in a better position than if you wait until it's possible to do all 10. The key is to prioritize correctly.

4. A false sense of security is worse than a true sense of insecurity. Knowing where your enterprise is still insecure provides you with the framework for moving ahead. It's critical to know where you've left gaps, what documents and procedures are not quite right and what mechanisms need replacing. A false sense of security does not motivate improvement--or even analysis--of an organization's security posture. It leads to false complacency, which can give rise to disaster, often accompanied by the lament, "I thought we had that covered." It's better to know where you are weak and avoid unquantifiable risks.

5. Your security is only as strong as your weakest link. Therefore, be thorough in examinations and evaluations. For example, if there's a reason to employ VPNs (virtual private networks) to keep connections from home and remote offices to headquarters private, it may be necessary to protect that data while it resides on the notebook PCs of your mobile workforce. It may mean removing modems from desktop computers, requiring all traffic to flow through the firewall.

6. It is best to concentrate on known, probable threats. There are imagined threats, real threats and probable threats. And there are known and unknown threats. We are most interested in real and probable threats, while we continue to expand the set of known threats.

7. Security is an investment, not an expense. The challenge is to get this point across to upper management. Investing in computer and network security measures that meet changing business requirements and risks makes it possible to satisfy changing business requirements without hurting the business' viability. Properly secured servers let corporate information be shared with salespeople in the field and with business partners. Improperly configured systems lead to data loss or worse.

Question no :4

i). Network management means different things to different people. In some cases, it involves a solitary network consultant monitoring network activity with an outdated protocol analyzer. In other cases, network management involves a distributed database, autopolling of network devices, and high-end workstations generating real-time graphical views of network topology changes and traffic. In general, network management is a service that employs a variety of tools, applications, and devices to assist human network managers in monitoring and maintaining networks.

Most network management architectures use the same basic structure and set of relationships. End stations (managed devices), such as computer systems and other network devices, run software that enables them to send alerts when they recognize problems (for example, when one or more user-determined thresholds are exceeded). Upon receiving these alerts, management entities are programmed to react by executing one, several, or a group of actions, including operator notification, event logging, system shutdown, and automatic attempts at system repair. 

Management entities also can poll end stations to check the values of certain variables. Polling can be automatic or user-initiated, but agents in the managed devices respond to all polls. Agents are software modules that first compile information about the managed devices in which they reside, then store this information in a management database, and finally provide it (proactively or reactively) to management entities within network management systems (NMSs) via a network management protocol. Well-known network management protocols include the Simple Network Management Protocol (SNMP) and Common Management Information Protocol (CMIP). Management proxies are entities that provide management information on behalf of other entities. Figure 6-1 depicts a typical network management architecture. 
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ii) . Microsoft's 2000 DNS management

DNS is the name service of Windows 2000. It is by design a highly reliable, hierarchical, distributed, and scalable database. Windows 2000 clients use DNS for name resolution and service location, including locating domain controllers for logon.

Downlevel clients (Windows NT 3.5 and 3.51, Windows NT 4.0, Windows 95, and Windows 98), however, rely on NetBIOS which can use NBNS (WINS), broadcast or flat LmHosts file. In particular, the NetBIOS name service is used for domain controller location.

Since DNS as implemented in Windows 2000 is Windows Internet Name Services (WINS)-aware, a combination of both DNS and WINS can be used in a mixed environment to achieve maximum efficiency in locating various network services and resources. Additionally, WINS in a legacy or mixed environment plays an important interoperability role while also preserving current investment. Windows NT 4.0–based clients can register themselves in Windows 2000 WINS and Windows 2000–based clients can register in Windows NT 4.0 WINS.

The Domain Name System is a hierarchical distributed database and an associated set of protocols that define:

• A mechanism for querying and updating the database

• A mechanism for replicating the information in the database among servers

• A schema of the database

History of DNS

DNS began in the early days of the Internet when the Internet was a small network established by the Department of Defense for research purposes. The host names of the computers in this network were managed through the use of a single HOSTS file located on a centrally administered server. Each site that needed to resolve host names on the network downloaded this file. As the number of hosts on the Internet grew, the traffic generated by the update process increased, as well as the size of the HOSTS file. The need for a new system, which would offer features such as scalability, decentralized administration, support for various data types, became more and more obvious.

The Domain Name System (DNS) introduced in 1984, became this new system. With DNS, the host names reside in a database that can be distributed among multiple servers, decreasing the load on any one server and providing the ability to administer this naming system on a per-partition basis. DNS supports hierarchical names and allows registration of various data types in addition to host name to IP address mapping used in HOSTS files. By virtue of the DNS database being distributed, its size is unlimited and performance does not degrade much when adding more servers.

The original DNS was based on RFC 882 (Domain names: Concepts and facilities) and RFC 883 (Domain Names–Implementation and Specification), which were superceded by RFC 1034 (Domain Names–Concepts and Facilities), and RFC 1035 (Domain Names–Implementation and Specification). RFCs that describe DNS security, implementation, and administrative issues later augmented these.

The implementation of DNS—Berkeley Internet Name Domain (BIND)—was originally developed for the 4.3 BSD UNIX Operating System.

The Microsoft implementation of DNS Server became a part of the operating system in Windows NT Server 4.0. The Windows NT 4.0 DNS Server, like most DNS implementations, has its roots in RFCs 1034 and 1035.

The latest version of the Windows 2000 operating system includes a new version of DNS. The RFCs used in this version are 1034, 1035, 1886, 1996, 1995, 2136, 2308 and 2052.

The Hierarchy of DNS: Domain Names
Domain names consist of individual labels separated by dots. For example: mydomain.microsoft.com.
A Fully Qualified Domain Name (FQDN) uniquely identifies the host's position within the DNS hierarchical tree by specifying a list of names separated by dots on the path from the referenced host to the root. The following figure shows an example of a DNS tree with a host called mydomain within the microsoft.com. domain. The FQDN for the host would be mydomain.microsoft.com.
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DNS and Internet
The Internet Domain Name System is managed by a Name Registration Authority on the Internet, responsible for maintaining top-level domains that are assigned by organization and by country. These domain names follow the International Standard 3166. Existing abbreviations, reserved for use by organizations, as well as two-letter and three-letter abbreviations used for countries, are shown in the following table.

	DNS Domain Name
	Type of Organization

	com
	Commercial organizations

	edu
	Educational institutions

	org
	Non-profit organizations

	net
	Networks (the backbone of the Internet)

	gov
	Non-military government organizations

	DNS Domain Name
	Type of Organization

	mil
	Military government organizations

	num
	Phone numbers

	arpa
	Reverse DNS

	xx
	Two-letter country code


Resource Records
A DNS database consists of resource records (RRs). Each RR identifies a particular resource within the database. There are various types of RRs in DNS.

The list of specific hardware that the Windows 2000 DNS development and test team for server computers used during the previous testing included the following:

	Hardware components
	Sizing

	Number of processors
	Two

	Processor
	Intel Pentium II 400 MHz

	Amount of RAM
	256 MB (megabytes)

	Hard disk drive space
	4 GB (gigabytes)


New Features of the Windows 2000 DNS

The new features of Windows 2000 DNS include:

• Active Directory service Integration

• Incremental Zone Transfer (IXFR)

• Dynamic Update and Secure Dynamic Update

• Unicode Character Support

• Enhanced Domain Locator

• Enhanced Caching Resolver Service

• Enhanced DNS Manager

iii) . VPN - Virtual private Networking, an overview

A VPN is a secure, private communication tunnel between `two or more devices across a public network (like the Internet). These VPN devices can be either a computer running VPN software or a special device like a VPN enabled router. It allows your home computer to be connected to your office network or can allow two home computers in different locations to connect to each over the Internet.
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Even though a VPN’s data travels across a public network like the Internet, it is secure because of very strong encryption. If anyone ‘listens’ to the VPN communications, they will not understand it because all the data is encrypted. In addition, VPN’s monitor their traffic in very sophisticated ways that ensure packets never get altered while traveling across the public network. Encryption and data verification is very CPU intensive. 
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Clients and Servers 
A VPN server is a piece of hardware or software that can acts as a gateway into a whole network or a single computer. It is generally ‘always on’ and listening for VPN clients to connect to it. 

Broadband Routers with VPN Servers

Until recently, VPN server hardware was VERY expensive. As home networks become more sophisticated, the demand for home level VPN’s increase.  At the end of 2001, the home network industry responded by adding VPN servers into some broadband routers. These products are often priced at under $300 (us) and some are as inexpensive as $170. 

[image: image13.png]



VPN functionality is very processor intensive and most broadband routers have somewhat slow processors in them. Broadband router based VPN servers are often limited in throughput because of their microprocessors. Most have a maximum VPN throughput of around .6Mbps or 600Kbps.
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VPN Software 
VPN ‘server’ software is rather rare. Windows Server level operating systems like ‘Windows 2000 Server’ have a ‘VPN server’ built in. I know if no software products priced for home or small business that allows you to set up a VPN server. 
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VPN ‘client’ software is much more common. When loaded on your computer, this software allows you create a secure VPN tunnel across the Internet and into another network fronted by a VPN server.

Question no – 5:

SUSE® Linux* Enterprise Desktop 10 Support Pack 1 for 32-bit Intel* and AMD* architectures is available for download as six CD ISO images or two DVD ISO images. Files with "x86" in the name are for the x86 platform (for example, SLED-10-SP1-x86-CD1.iso).

SUSE Linux Enterprise Desktop 10 Support Pack 1 for 64-bit AMD and Intel EM64T architectures is available for download as six CD ISO images or two DVD ISO images. Files with "x86_64" in the name are for the AMD64 and Intel EM64T platforms (for example, SLED-10-SP1-x86_64-CD1.iso).

Download the ISO images to a workstation or to a network drive. 

Create CDs or DVDs from the ISO images.

SUSE Linux Enterprise Desktop

Use the following topics to install a new version of SUSE® Linux* Enterprise Desktop10 SP1 or update a SUSE Linux Enterprise Desktop 10 system to SUSE Linux Enterprise Desktop 10 SP1.

System Requirements 

Installing SUSE Linux Enterprise Desktop 

Updating SUSE Linux Enterprise Desktop 

For more detailed installation instructions and deployment strategies, see the SUSE Linux Enterprise Desktop Deployment Guide. 

1.1 System Requirements

Personal computer with a Pentium* III 500 MHz or higher processor (Pentium 4 2.4 GHz or higher or any AMD64 for Intel* EM64T processor recommended)

256 MB physical RAM (512 MB recommended)

800 MB available disk space (2.5 GB recommended)

800 x 600 display resolution (1024 x 768 or higher recommended)

1.2 Installing SUSE Linux Enterprise Desktop

Use these instructions if there is no existing Linux system on you machine or if you want to replace an existing Linux system. See Updating SUSE Linux Enterprise Desktop for information on updating a SLED 10 system to SLED 10 SP1.

Insert the SUSE Linux Enterprise Desktop SP1 CD 1 or DVD into the drive, then reboot the computer to start the installation program.

Select Installation on the boot screen, then press Enter. 

This loads the SUSE Linux Enterprise Desktop installation program and starts the installation in normal mode. You can also select from the following options:

Boot from Hard Disk: Boots the system already installed on the hard drive (the system that is normally booted when the machine is started).

Installation—ACPI Disabled: If the normal installation fails, it could be because the system hardware doesn’t support the Advanced Configuration and Power Interface (ACPI). If this seems to be the case, use this option to install without ACPI support.

Installation—Local APIC Disabled: If the normal installation fails, it could be because the system hardware doesn’t support the local Advanced Programmable Interrupt Controller (APIC). If this seems to be the case, use this option to install without local APIC support.

Installation—Safe Settings: Boots the system with the DMA mode (for CD-ROM drives) and any interfering power management functions disabled. You can also use the command line to enter or change kernel parameters.

Rescue System: If you are unable to boot into your installed Linux system, you can boot the computer from the CD using this option. This starts a minimal Linux system without a graphical user interface, which lets you access disk partitions for troubleshooting and repairing the installed system.

Memory Test: Tests your system RAM by means of repeated read and write cycles. This is done in an endless loop because memory corruption often shows up sporadically and many read and write cycles might be necessary to detect it. If you suspect that your RAM is defective, start this test and let it run for several hours. If no errors are found after a long period of time, you can assume that the memory is intact. End the test by rebooting the system.

Select the language to be used during the installation and for the installed system, then click Next. 

Read the License Agreement, click Yes, I Agree to the License Agreement, then click Next. 

Select New Installation, then click Next: 

Select the clock and time zone to use in your system, then click Next. 

Use the Installation Settings screen to view the hardware detected and to view a number of proposed installation and partitioning options, then select your desired options.

The Overview tab contains options that sometimes need manual intervention (in most common installation situations). The Expert tab contains special options, described below. 

IMPORTANT:If you do not make any changes to the Software selections, GNOME is installed as the default desktop environment. To install KDE, click Software and select KDE. Depending on your available disk space, you can choose to install both the GNOME and KDE desktops. 

After configuring any of the items presented in these dialogs, you are always returned to the Installation Settings screen, which is updated accordingly.

System: Detects system hardware and lets you save the results to a floppy or file.

Keyboard Layout: Lets you change the previously selected keyboard layout. By default, the layout corresponds to the selected language.

Partitioning: Lets you customize the partitioning. In most cases, SUSE Linux Enterprise Desktop proposes a reasonable partitioning scheme that can be accepted without change.

Add-On Products: Use this option to install additional products from a separate media source. You can select various types of product media such as CD, DVD, or local directory. You can also work directly with .ISO files (select Local Directory > ISO Image). 

Software: SUSE Linux Enterprise Desktop offers several types of software packages with various installation scopes. Use this option to change the selected desktop environment and to add or remove packages and filters.

Booting: During the installation, SUSE Linux Enterprise Desktop proposes a boot configuration for your system. You should normally leave these setting unchanged, but you can use this option if you need a custom setup.

You can configure the boot mechanism to rely on a special boot floppy. Although this means that the boot floppy must be in the drive when booting, it leaves an existing boot mechanism untouched. This is usually unnecessary because YaST can configure the boot loader to also boot existing operating systems.

You can also use the boot configuration to change the location of the boot mechanism on the hard disk.

Time Zone: Lets you select a time zone. You can also set the hardware clock to Local Time or UTC. If you set the hardware clock to UTC, your system can rely on SUSE Linux Enterprise Desktop to switch between standard time and daylight saving time automatically. Set the clock to Local Time if you are dual booting.

Language: Lets you change the language you selected in Step 3. You can also change the language when you log in.

Default Runlevel: Lets you define how the system is started after booting. Use the default runlevel 5: Full Multiuser with Network and xdm (you will be prompted to log in directly under a graphical interface). Do not change the runlevel unless instructed to do so by your system administrator.

Click Accept to accept any license agreements. 

If you made changes to the default Software selections in Step 7, you might also have to click Continue to resolve software dependencies. 

When you are finished configuring the installation settings, click Accept. 

Click Install to begin the installation. 

After completing the basic system setup and the installation of all selected software packages, the SUSE Linux Enterprise Desktop installation boots into the new Linux system, after which you can create users, configure the hardware, and set up system services.

If you are installing from CD, leave CD 1 in your CD-ROM drive during the reboot and do not select any installation options. When the reboot is finished, the installation continues and you are prompted to insert the remaining CDs.

Type a password for the system administrator account (called the root user, or root), then click Next. 

Unlike regular users who might or might not have permission to do certain things on the system, root has unlimited power to do anything, including change the system configuration, install programs, set up new hardware, and change user passwords. The root account should be used only for system administration, maintenance, and repair. Logging in as root for daily work can be risky, because a single mistake could lead to the irretrievable loss of system files. 

You should never forget the root password. After you enter it here, the password cannot be retrieved. It can only be reset with administrative assistance. 

Enter a name for this computer and the DNS domain that it belongs to, then click Next. 

In the Network Configuration screen, view or change the network connections of your system, then click Next. 

If you have network devices (for example, network or wireless cards, a DSL connection, ISDN adapter, or modem), it is a good idea to configure them now, because an Internet connection allows SUSE Linux Enterprise Desktop to retrieve any available updates and include them in the installation.

To skip the network configuration, click Skip Configuration > Next. 

To test your Internet connection, click Yes, Test Connection to the Internet, then click Next. 

This option also checks for the latest SUSE Linux Enterprise Desktop release notes. If you don’t want to test the connection at this point, click No, Skip This Test, click Next. 

On the Running Internet Connection Test screen, view the results of the test, then click Next to continue. 

On the Novell Customer Center Configuration screen, click Configure Now > Next > Continue to enable your system for online updates. 

Click Configure Later > Next to skip this step and continue the installation. You can configure this option after the product has been installed. 

In the User Authentication Method screen, select Local (/etc/passwd), unless instructed otherwise by your system administrator, then click Next. 

To create your user account, type your first and last name in the User’s Full Name field, a username in the Username field, and a password (as recommended by your system administrator) in the Password field. 

For security reasons, your password should be at least eight characters long and should contain both uppercase and lowercase letters and numbers. The maximum length for passwords is 72 characters, and passwords are case sensitive.

Click Next to complete the User Authentication setup and start the system configuration. 

After the system configuration has completed, view the Release Notes, then click Next. 

Use the Hardware Configuration screen to view or configure your graphics card and other hardware devices, then click Next. 

Click a component to start its configuration. For the most part, the SUSE Linux Enterprise Desktop installation detects and configures the devices automatically.

If you prefer not to perform this action right now, click Skip Configuration > Next. You can configure these items later, but we recommend that you configure the graphics card now. Although the display settings autoconfigured by SUSE Linux Enterprise Desktop should be generally acceptable, you might have strong preferences as far as resolution, color depth, and other graphics features are concerned. For more information, 

On the Installation Completed screen, click Finish to close the SUSE Linux Enterprise Desktop installation and continue to the login screen. 

Type your username in the Username field, then press Enter. 

Type your password in the Password field, then press Enter. 

Updating SUSE Linux Enterprise Desktop

Use these instructions to update a SUSE Linux Enterprise Desktop 10 system to SUSE Linux Enterprise Desktop 10 SP1. Configuration settings from your existing system are preserved whenever possible.

Insert the SUSE Linux Enterprise Desktop 10 SP1 CD 1 or DVD into the drive, then reboot the computer to start the installation program.

Select Installation on the boot screen, then press Enter. 

Select the language to be used during the installation and for the installed system, then click Next. 

Read the License Agreement, click Yes, I Agree to the License Agreement, then click Next to continue the installation. 

Select Update, then click Next: 

Select the partition or system to update, then click Next. 

In the Installation Settings screen, adjust the settings according to your requirements.

You can usually leave the default settings untouched, but if you intend to enhance your system, select the packages offered in the Update Options submenu or add support for additional languages. 

You can also make backups of various system components. Selecting backups slows down the update process. Use this option if you do not have a recent system backup. 

When you are finished configuring the installation settings, click Accept. 

Click Start Update to begin the installation 

After completing the basic system setup and the installation of all selected software packages, the SUSE Linux Enterprise Desktop installation boots into the updated Linux system, after which you can configure the hardware and set up system services.

If you are updating from CD, leave CD 1 in your CD-ROM drive during the reboot and do not select any installation options. When the reboot is finished, the installation continues and you are prompted to insert the remaining CDs.

To test your Internet connection, click Yes, Test Connection to the Internet > Next. 

This option also checks for the latest SUSE Linux Enterprise Desktop release notes. If you don’t want to test the connection at this point (or check for updated release notes), click No, Skip This Test > Next. 

On the Running Internet Connection Test screen, view the results of the test, then click Next to continue. 

On the Novell Customer Center Configuration screen, click Configure Now > Next to enable your system for online updates. 

Click Configure Later > Next to skip this step and continue the installation. You can configure this option after the product has been installed. 

After the system configuration has completed, view the Release Notes, then click Next. 

On the Installation Completed screen, click Finish to close the SUSE Linux Enterprise Desktop installation and continue to the login screen. 

Type your username in the Username field, then press Enter. 

Type your password in the Password field, then press Enter.
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