Chapter 11 - Computers & Society, Security, Privacy, and Ethics
The main objectives to this chapter are 1. Computer security risks; 2. Internet & network attacks; 3. Unauthorized access & use; 4. Hardware theft & vandalism; 5. Software theft; 6. Information theft; 7. System failure; 8. Backing up; 9. Wireless Security; 10. Ethics & society; 11. Information privacy; and 12. Health concerns of computer use
1. Computer security risks

Computer security risk is any event or action that could cause a loss of or damage to computer hardware, software, data, information, or processing capability.

Computer crime is any illegal act involving a computer.

Cybercrime is online or Internet-based crime.

50 percent of attacks come from outsiders, but disgruntled employees cause 90 percent of computer crimes that result in financial loss. The law is getting tougher on computer crime. Three terms that you might want to know about are: hackers, crackers, and tiger teams. Hackers are described in your text as white hat hackers. These persons are those that try to learn the limits of computer systems. As such, they often times hired to help companies to see if their computer security operations are good enough. Crackers are the “bad” guys. Normally young and male, these are people who try to break into computer systems. Most crackers do damage unintentionally; they are just trying to see if they can break in – sort of like a Murphy Was Here. Some crackers do break into computer systems for the purpose of malicious mischief or to steal information or to bring down network operations. There are scores of books published that will tell you about Kevin Mitnick and other infamous crackers. Tiger teams were started by the military. These are groups of security experts who try to break into computer systems for the purposes of finding the flaws in those systems. They then report these flaws to the group or company that they are working for. The movie Sneakers with Robert Redford is about a tiger team working for private corporations.

Look at pages 556-557 to see the definitions for the words script kiddies, cyberextortionist, and cyberterrorist.

2. Internet & network attacks
Computer viruses
Some basic viruses are:

Boot sector viruses – attack the boot sector. Since application software (which virus checking software is a part of) load after the boot up a computer, these software packages cannot see the virus. The only way to find a boot sector virus is to create a boot up disk that has the virus software on it. Most commercial virus checking software program manuals give instructions on how to make such a disk. After making the disk, the user would put it into the floppy drive and turn on the computer.

Stealth viruses –called stealth because this type of virus “hides” from virus checking software until it activates. Once it activates, it may be too late for the virus checking software to do anything about it. 

Polymorphic viruses – viruses can be programmed so that they mutate (change). Viruses can also mutate all by themselves; these are the true polymorphics. What happens is that the programmer who creates the virus did so on a particular system and therefore, expects the virus to act in a very particular way. That same virus when put on another style of computer can act very differently. In trying to conform to the new computer, the program modifies its instructions. Scary, no?

Time bomb/Logic bombs – this group of viruses activate based on a particular date, time, or action performed by the user. The most commonly known time bomb is Michelangelo, the virus that activates on Michelangelo’s birth date. The logic for a logic bomb could be anything – perhaps the user might have to press F1 two times in a row or type the word Hello – the logic is up to the programmer. The Yankee Doodle virus mentioned in your book is a time bomb. 

Trojan horse viruses – the example of transmittal of a virus in your book is an example of a Trojan horse. Trojan horse viruses either pretend to be software a user would want or hide themselves within software a user would want.

Macro viruses –macro viruses attach themselves to macros that are built in to applications. The Poppy virus is a Word macro virus. These macros are built into your software, so it is difficult to not use them. Poppy actually was an act of sabotage at Microsoft; it shipped with the initial release of Office 95 and no one seems able to get rid of it forever. By the way, there is a new version of Poppy that works on Excel macros.

Data/Program/System viruses – a virus can be created to attack certain types of files. If you get a program file virus, for example, it would most likely be set up to erase all of your program files (these start programs).

This is just a partial list of virus types. There are more; there are thousands of each category. It is not a question of if you will get a virus; it is a question of when you will get one. Hopefully, your damage will be limited. The only thing that we can do is to buy a virus checker, and keep it up to date. Also, be sure to set your options to check for viruses both on floppy disks and incoming files from downloads –these are usually NOT the default settings. BACKUP…BACKUP…BACKUP

Words of advice:

· Use trusted sites

· Don’t enter sensitive information unless you see the security certificate and/or the https.

· Don't download or open a file from someone you don't know.

· Update your virus protection software regularly.

· Change the settings for the virus software to check for incoming files.
· Read the tips on page 562, figure 11-6
Virus Myths: The first myth states that you cannot get a virus by being online. Actually, Internet companies send programs to your hard drive. These programs are called Cookies. The programs allow you, the user, to order online more easily or to let the web site interact with your computer in the interests of speed. Therefore, you usually want to accept the cookie. Your browser has an area in preferences that will allow you to set that you will be asked prior to a cookie being sent if you want to accept it. It is a catch 22; if you don’t accept the cookie, you might not be able to use the web site as you are supposed to, but if you do accept it, you might get a virus downloaded with the cookie. The default for most browsers is that the cookies come without your knowledge – so, in a way, you can get a virus just from being online.

A denial of service attack is also called a DoS attack. Hackers uses unsuspecting a computer, called a zombie, to execute an attack on other systems. This uses up a network's resources. The network is then not available for normal business usage.
A back door attack is a means of access to a computer program that bypasses security mechanisms. A programmer may sometimes install a back door so that the program can be accessed for troubleshooting or other purposes. However, attackers often use back doors that they detect or install themselves to get into a computer.
A spoof is a way in which hardware and software can be fooled. IP spoofing involves trickery that makes a message appear as if it came from an authorized IP address.
Firewalls are the main way to protect your companies network from outside traffic. Firewalls can be made up of both hardware and software. Firewalls can control traffic in both directions. You can set up the firewall to limit what an employee can access on the Internet and set it up to stop incoming traffic or limit that access to specific servers or areas of the computer or network.

IDS intrusion detection systems monitor activity & notify administrators of any network configuration changes. They analyze network traffic, assess vulnerability, identify unauthorized access, and notify network administrators of suspicious behavior patterns or system breaches.
A honeypot is a server that acts as a decoy, luring in potential hackers (crackers) in order to study their activities and monitor how they are able to break into a system.
3. Unauthorized access & use
Unauthorized access is the use of a computer or network without permission. 

An access control defines who can access a computer, when they can access it, and what actions they can take. Access controls include a user name and password, a possessed object, a biometric device, and a callback system.
Most networked systems use a two or three part log-in coding scheme. If a two part, the user enters a user I.D. that identifies the user by some name and a password, which proves the user, is whom he says he is. The password may also set guidelines to the computer, authorizing access limits to use of certain programs or files. A three part log-in code has the user I.D. that serves the same purpose mentioned prior, and two password boxes. The first password sets the level of authority, and the second proves the user is who he says he is. The four categories of identification and access are what you know, what you have, what you are, what and what you do. An audit trail records in a file both successful and unsuccessful access attempts of users trying to enter a system or file.

Biometric authentication and identification systems (page 567) are becoming more commonly used.

4. Hardware theft & vandalism
"…a suitcase of microprocessors is worth more than an equivalent volume of cocaine, is more difficult to trace than cash, and is not a felony to have in one’s possession.", (Dertouzos, J. et.al., 1999). 

Hardware theft is act of stealing computer equipment.
Protection options include:

1. Cables can be used to lock equipment

2. Some notebook computers use passwords, possessed objects, and biometrics as security methods.
3. For PDAs, you can password protect the device.
Physical devices and practical security measures, passwords, possessed objects, and biometrics can reduce the risk of theft or render a computer useless if it is stolen.
Hardware vandalism is act of defacing or destroying computer equipment.

5. Software theft
Software theft is the act of stealing or illegally copying of software or intentionally erasing programs.
Software piracy is illegal duplication of copyrighted software. The Business Software Alliance (BSA) promotes a better understanding of software piracy problems.
A license agreement is a right to use software. A single-user license agreement allows user to install software on one computer, make backup copy, and sell software after removing from computer.
Product activation allows a user to input a product identification number online or by phone and receive a unique installation identification number.

6. Information theft
Information theft occurs when someone steals personal or confidential information. 
Encryption safeguards against information theft. It is the process of converting plaintext (readable data) into ciphertext (unreadable characters). An encryption key (formula) often uses more than one method. To read the data, the recipient must decrypt, or decipher, the data.

To secure business transactions, a secure site uses a digital certificate to guarantee the Web site is legitimate and a security protocol such as Secure Sockets Layer (SSL), Secure HTTP (S-HTTP), or Secure Electronics Transactions (SET) Specification to encrypt data that passes between a client and the server. Web addresses beginning with “https” indicate secure connections. To secure e-mail, senders can encrypt it with a program such as Pretty Good Privacy (PGP) and attach a digital signature that verifies their identity.
7. System failure
A system failure is the prolonged malfunction of a computer.
Three electrical-based factors affect computers. They are a brownout, a blackout, and a surge. A brownout is a lessening of electrical current. A brownout will not affect a user too much; the computer may slow down some. A user only needs to save his work and shut down the computer until full power is resumed. A black out is a complete absence of electrical current. A user would only lose the document he or she is currently working on. A surge is an extra amount of electrical current that enters the computer. The most common surges are those caused by lightning.  A surge can burn up the motherboard, hard drive, CPU, and other components. A surge protector protects a user somewhat. Imagine little gates that slam shut when a surge is encountered. If the gates are fast enough, the surge is stopped and the computer is protected. Surge protectors do a good job, but the user should be aware of two things. One is that no surge protector guarantees complete protection. They will instead guarantee replacement of a computer that has been burned up. If you have not backed up your data, it is gone forever. The second thing to know is that over time, surge protector gates get weaker and may let the surge in. Therefore, it is necessary to replace them periodically, perhaps once a year. A special type of surge protector is used for network systems. On a network, if the file server gets hit, it can be a major disaster – the entire network could be affected. The letters UPS stand for Uninterruptible Power Supply and describe a surge protector that has battery backup. Because the battery would take over, this enables the system administrator to shut down the network properly if the server gets a hit.

8. Backing up
A backup is a duplicate of a file, program, or disk that can be used to restore the file if the original is lost, damaged, or destroyed. Most operating systems and backup devices include a backup program, and numerous stand-alone backup utilities exist. An online backup service is a Web site that automatically backs up files to its online location.

Large companies or those who have important data to protect use a third generation backup plan. With this plan, the company would have three sets of tape (or other backup media).  The person responsible for backup would put a tape in on Monday and backup all of the work done on Monday. This tape would then be moved off-site. On Tuesday, the backup would consist of both Tuesday and Monday’s word. Again, the tape is moved off-site. On Wednesday, a third tape backs up Wednesday’s, Tuesday’s, and Monday’s work. On Thursday, the first tape (Monday tape) is used; this means that the most a company could lose would be the last day’s work. The tapes are rotated repeatedly. A scary fact is that most companies do not have a written formal disaster recovery plan.

9. Wireless security

We discussed wireless quite a bit in the chapter two lecture notes. Because the data is being transmitted through the air, it is easily captured. You must make sure to use encryption before sending any sensitive information and use firewalls to protect your computer form unauthorized access. War driving exploits wireless networks that have ranges that extend outside the perimeter of buildings in order to gain free internet access or illegal access to an organization’s data. Safeguards against war driving include the WPA, WEP encryption, and 802.11i  standards.
10. Ethics & society
Computer ethics govern the use of computers and information systems. Ethics are moral guidelines that govern use of computers and information systems. 

Issues in computer ethics include the responsibility for information accuracy and the intellectual property rights to which creators are entitled for works that are available digitally. An IT (information technology) code of conduct helps determine whether a specific computer action is ethical or unethical. The Code of conduct is a written guideline that helps determine whether a computer action is ethical. Employers can distribute it to their employees.

11. Information privacy
Information privacy is the right of individuals and companies to restrict the collection and use of information about them. It is difficult to maintain today because data is stored online. Issues surrounding information privacy include electronic profiles, cookies, spyware, and employee monitoring.
An electronic profile combines data about an individual’s Web use with data from public sources, which then is sold. An electronic profile is the data collected when you fill out form on the Web. Merchants sell your electronic profile. Often you can specify whether you want personal information distributed. An ethical company will always allow you to choose if your information can be shared or not. Look for it when you go to fill out any form!
Cookies - Internet companies send small files called cookies to your hard drive. Cookies enable you to personalize Web pages you visit. For example, when you place an order with an online retailer, a cookie file is created that "saves" the information you entered (such as your name and shipping address) so that you do not have to re-enter this information the next time you visit. Cookies are also used to customize Web pages. For example, you may have set your default home page to be one of the many portal sites (such as Yahoo). When you log on each day, you're given customized news, weather, and stock quotes based on choices you have made. Cookie files are the technology behind this service. The cookies allow you, the user, to order online more easily or to let the web site interact with your computer in the interests of speed. Therefore, you usually want to accept the cookie. 

So, what's bad about cookies? Some people believe that cookies are an invasion of privacy. Advertisers can gather information about your browsing habits by using cookies to track where you go on the Web and which of the ads (if any) you've clicked.

Spyware is a program placed on a computer that secretly collects information about the user.
Spam is an unsolicited e-mail message or newsgroup posting sent to many recipients. You can control spam, by the use of email filtering and anti-spam programs.
Phishing is sending e-mail messages to users in an attempt to scam the user into surrendering private information that will be used for identity theft. The email looks like it comes from a valid company.

Computer Forensics uses methods to gather, process, interpret, and to use digital evidence to provide a conclusive description of cyber crime activities.

Employee monitoring uses computers to observe, record, and review an employee’s computer use. It is legal for employers to use monitoring software programs.

Content filtering allows you to block or filter undesirable Internet content.
What are some ways to safeguard personal information?

· Fill in necessary information on rebate, warranty, and registration forms

· Avoid shopping club and buyers cards

· Install a cookie manager to filter cookies

· Inform merchants that you do not want them to distribute your personal information

· Limit the amount of information you provide to Web sites; fill in only required information

· Clear your history file when you are finished browsing

· Set up a free e-mail account; use this e-mail address for merchant forms

· Turn off file and print sharing on your Internet connection

· Install a personal firewall

· Sign up for e-mail filtering through your Internet service provider

· Use an antispam program, such as Brightmail (http://enterprisesecurity.symantec.com/products/products.cfm?ProductID=642%20)

· Do not reply to spam for any reason

· Surf the Web anonymously with a program such as Freedom Web Secure (http://www.freedom.net/products/websecure/) or through an anonymous Web site such as Anonymizer.com (http://www.anonymizer.com/)
Laws

There is a table on page 585 that lists all of the laws. I wish you to know only about the following laws.

The Freedom of Information Act: It gives citizens and organizations to right to access data held by the federal government.

The Fair Credit Reporting Act: It deals with the handling of credit data. It allows consumers to receive their own credit records.

The Right to Federal Privacy Act: It limits the federal government's ability to conduct searches of bank records.

The Computer Matching and Privacy Act: It restricts the federal government's right to match computer files for the purposes of determining eligibility for government programs or identifying debtors.

The Small Business Computer Security and Education Act: It established a small-business computer security and education advisory council which advises Congress concerning matters relating to computer crime against small businesses.  The counsel evaluates the effectiveness of federal estate crime laws in deterring and prosecuting computer crime.

The Counterfeit Access Devise and Computer Fraud and Abuse Act: It makes it a federal felony for someone to gain unauthorized access to information pertaining to national defense or foreign relations (federal computers).  It makes it a misdemeanor to gain unauthorized access to a computer protected by either the Right to Financial Privacy Act or the Fair Credit Reporting Act or to misuse information in a computer owned by the federal government.

The Electronic Communications Privacy Act: It covers voice digital data and video communications.  There's a special section that deals with e-mail.

12. Health concerns of computer use
A repetitive strain injury (RSI) is an injury or disorder of the muscles, nerves, tendons, ligaments, and joints. Computer-related RSIs include tendonitis and carpal tunnel syndrome (CTS). Another health-related condition is eyestrain associated with computer vision syndrome (CVS). To prevent health-related disorders, take frequent breaks, use precautionary exercises and techniques, and use ergonomics when planning the workplace. Computer addiction occurs when the computer consumes someone’s entire social life. Computer addiction is a treatable illness through therapy and support groups.
What precautions can prevent tendonitis or carpal tunnel syndrome?

· Take frequent breaks during computer session

· Use wrist rest

· Exercise hands and arms

· Minimize number of times you switch between mouse and keyboard
Green Computing is the design of technological and computing products that reduce the use of hazardous substances and radiation. Energy Star is a voluntary labeling program, designed to promote and recognize energy-efficiency in monitors, climate control equipment, and other technologies.
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