External Memory 

External memory which is sometimes called backing store or secondary memory, allows the permanent storage of large quantities of data. Some method of magnetic recording on magnetic disks or tapes is most commonly used. More recently optical methods which rely upon marks etched by a laser beam on the surface of a disc (CD-ROM) have become popular, although they remain more expensive than magnetic media. The capacity of external memory is high, usually measured in hundreds of megabytes or even in gigabytes (thousand million bytes) at present. External memory has the important property that the information stored is not lost when the computer is switched off. 

The most common form of external memory is a hard disc which is permanently installed in the computer and will typically have a capacity of hundreds of megabytes. A hard disc is a flat, circular oxide-coated disc which rotates continuously. Information is recorded on the disc by magnetising spots of the oxide coating on concentric circular tracks. An access arm in the disc drive positions a read/write head over the appropriate track to read and write data from and to the track. This means that before accessing or modifying data the read/write head must be positioned over the correct track. This time is called the seek time and is measured in milliseconds. There is also a small delay waiting for the appropriate section of the track to rotate under the head. This latency is much smaller than the seek time. Once the correct section of the track is under the head, successive bytes of information can be transferred to the main memory at rates of several megabytes per second. This discrepancy between the speed of access to the first byte required, and subsequent bytes on the same track means that it is not economic to transfer small numbers of bytes. Transfers are usually of blocks of several hundred bytes or even more. Notice that the access time to data stored in secondary storage will depend on its location. 

The hard disc will hold all the software that is required to run the computer, from the operating system to packages like word-processing and spreadsheet programs. All the user's data and programs will also be stored on the hard disc. In addition most computers have some form of removable storage device which can be used to save copies of important files etc. The most common device for this purpose is a floppy disc which has a very limited capacity. Various magnetic tape devices can be used for storing larger quantities of data and more recently removable optical discs have been used. 

It is important to note that the CPU can only directly access data that is in main memory. To process data that resides in external memory the CPU must first transfer it to main memory. Accessing external memory to find the appropriate data is slow (milliseconds) in relation to CPU speeds but the rate of transfer of data to main memory is reasonably fast once it has been located. 

USB flash drives are NAND-type flash memory data storage devices integrated with a USB (universal serial bus) connector. They are typically small, lightweight, removable and rewritable. (USB Memory card readers are also available, whereby rather than being built-in, the memory is a removable flash memory card housed in what is otherwise a regular USB flash drive, as described below.)

USB flash drives offer potential advantages over other portable storage devices, particularly the floppy disk. They are more compact, faster, hold more data, are more reliable for lack of moving parts, and have a more durable design. Additionally, it has become increasingly common for computers to ship without floppy disk drives. USB ports, on the other hand, appear on almost every current mainstream PC and laptop. These types of drives use the USB mass storage standard, supported natively by modern operating systems such as Windows, Mac OS X, Linux, and other Unix-like systems.

With nothing being mechanically driven in a flash drive, the name is something of a misnomer. It is called a "drive" because it appears to the computer operating system (and the user) in a manner identical to a mechanical disk drive, and is accessed in the same way.

A flash drive consists of a small printed circuit board typically in a plastic or metal casing and more recently in rubber casings to increase their robustness. This makes the drive sturdy enough to be carried about in a pocket, for example as a key fob, or on a lanyard. Only the USB connector protrudes, and it is typically protected either by a removable cap or by retracting into the body of the drive. Most flash drives use a standard type-A USB connection allowing them to be connected directly to a port on a personal computer.

To access the data stored in a flash drive, the drive must be connected to a USB port, either a host controller built into a computer, a USB hub, or some other device designed to access the data, such as an mp3 player with a USB-in port. Flash drives are active only when plugged into a USB connection and draw all necessary power from the supply provided by that connection. Some flash drives, however, especially high-speed drives, may require more power than the limited amount provided by a bus-powered USB hub, such as those built into some computer keyboards or monitors. These drives will not work unless plugged directly into a host controller (i.e., the ports found on the computer itself) or a self-powered hub

Technology
Flash memory is actually a combination of a number of older technologies, the low cost, low power consumption and small size being made possible by recent advances in microprocessor technology. The memory storage is based on earlier EPROM technology. The first EPROMS had very limited capacity, were very slow for both reading and writing, required complex high-voltage drive circuitry, and could only be re-written by first exposing them to short-wavelength ultraviolet light, which would erase the entire contents.

A later variant, the EEPROM, could be erased electrically without the need for UV light, but as with the original versions, it was still a total erasure. (These were widely used for storing the BIOS firmware in PCs.)

Later EEPROMS were developed where the erasure region was broken up into smaller "fields" that could be erased individually without affecting the others. Altering the contents of a particular memory location involved first copying the entire field into an off-chip buffer memory, erasing the field, and then re-writing the data back into the same field, making the necessary alteration to the relevant memory location while doing so. This required considerable computer support, and PC-Based EEPROM flash memory systems often carried their own dedicated microprocessor system. Flash drives are more or less a miniaturized version of this.

The development of high-speed serial data interfaces such as USB for the first time made serially accessed storage memory systems viable, and the simultaneous development of small, high-speed, low-power microprocessor systems allowed this to be incorporated into extremely compact systems. Serial access also greatly reduced the number of electrical connections required for the memory chips, which has allowed the successful manufacture of multi-gigabyte capacities. (Every external electrical connection is a potential source of manufacturing failure, and with traditional manufacturing, a point is rapidly reached where the successful yield approaches zero).

Modern flash memory systems are accessed very much like hard disk drives, where the controller system has full control over where information is actually stored. The actual EEPROM writing and erasure processes are, however, still very similar to the earlier systems described above.

Many low-cost MP3 Players simply add extra software to a standard flash memory control microprocessor so it can also serve as a music playback decoder. Most of these can also be used as a conventional flash drive.

Advantages and Disadvantages
Advantages
Flash drives are nearly impervious to the scratches and dust that were problematic for previous forms of portable storage, such as compact discs, ZIP disks, and floppy disks, and their durable solid-state design means they often survive casual abuse. This makes them ideal for transporting personal data or work files from one location to another, such as from home to school or office or for carrying around personal data that the user typically wants to access in a variety of places. The near-ubiquity of USB support on modern computers means that such a drive will work in most places.

Flash drives are also a relatively dense form of storage, where even the cheapest will store dozens of floppy disks worth of data. Many can hold more data than a CD (703[12] MB). Top of the line flash drives can store more data than a DVD(4.7 GB), and flash drives with 16GB storage are now available.

The power consumption of a typical flash drive is very low, much lower than that of the common alternative, the portable hard disk, due to there being no moving parts inside a flash drive. Portable hard disks, on the other hand, require several motors or actuators to rotate the disk platter, and move the read / write head. Consequently, the USB flash drive need not be as big, or heavy, allowing greater portability.

Flash drives implement the USB mass storage device class, meaning that most modern operating systems can read and write to flash drives without any additional device drivers. The flash drives present a simple block-structured logical unit to the host operating system, hiding the individual complex implementation details of the various underlying flash memory devices. The operating system can use whatever type of file system or block addressing scheme it wants. Some computers have the ability to boot up from flash drives.

Flash drives are much more tolerant of abuse than mechanical drives, but can still be damaged or have data corrupted by severe physical impacts. Improperly wired USB ports can also destroy the circuitry of a flash drive, a danger in home-built desktop PCs.

Some flash drives can retain their memory after being submerged in water [13], even through a machine wash. Leaving the flash drive out to dry completely before allowing current to run through it has been known to result in a working drive with no future problems. Channel Five's Gadget Show cooked a flash drive with propane, froze it with dry ice, submerged it in various acidic liquids, ran over it with a jeep and fired it against a wall with a mortar. A company, specializing in recovering lost data from computer drives, managed to recover all the data on the drive. [14] All the other removal storage devices, using optical or magnetic discs or semiconductor (Secure Digital) were completely destroyed.

Disadvantages
Like all flash memory devices, flash drives can sustain only a limited number of write and erase cycles before failure. Mid-range flash drives under normal conditions will support several hundred thousand cycles, although write operations will gradually slow as the device ages. This should be a consideration when using a flash drive to run application software or an operating system. To address this, as well as space limitations, some developers have produced special versions of operating systems (such as Linux in LiveUSB) [15] or commonplace applications (such as Mozilla Firefox) designed to run from flash drives. These are typically optimized for size and configured to place temporary or intermediate files in the computer's main RAM rather than store them temporarily on the flash drive.

Most USB flash drives do not include a write-protect mechanism, although some have a switch on the housing of the drive itself to keep the host computer from writing or modifying data on the drive. Write-protection makes a device suitable for repairing virus-contaminated host computers without risk of infecting the USB flash drive itself.

A drawback to the small size is that they are easily misplaced, left behind, or otherwise lost. This has led to the common practice of attaching flash drives to keychains, necklaces and lanyards.

Comparison with other portable memory forms
Flash storage devices are often compared to other common, portable, swappable data storage devices, such as floppy disks, Zip disks, miniCD / miniDVD, CD-R/CD-RW and DVD-RW discs.

Following magnetic tape, the floppy disk was the first popular method of file transport; but floppies have been almost completely phased out due to their low capacity, low speed, and low durability. Virtually no new computers include floppy drives, but they do include USB ports. However, floppy disks are still being used because of their low cost, are often the easiest or only way to share files with older systems, are easily bootable, and because floppy drives can be added to new systems in external or internal forms.

Attempts to extend the floppy standard (such as the Imation SuperDisk) were not successful because of a reputation for unreliability and the lack of a single standard for PC vendors to adopt. The Iomega Zip drive enjoyed some popularity, but never reached the point of ubiquity in computers. Also, the larger sizes of Zip—now up to 750 MB—cannot be read on older drives. Unless one were to carry an external drive, their usefulness as a means of moving data was rather limited. The cost per megabyte was fairly high, with individual disks often costing US$10 or more. Because moving parts are involved and the material used for creating the storage medium in Zip disks is similar to that used in floppy disks, Zip disks have a high risk of failure and data loss compared to flash drives. Larger removable storage media, like Iomega's Jaz drive, had even higher costs for both drives and media, and as such were not pervasively adopted as a floppy alternative.

CD-R and CD-RW are swappable storage media alternatives. Unlike Zip and floppy drives, DVD and CD recorders are now common in personal computer systems. CD-Rs can be written to only once. But CD-RWs are rated at up to 1,000 erase/write cycles, and modern NAND-based flash drives often last for 500,000 or more erase/write cycles. Optical storage devices also usually are slower than their flash-based counterparts. And, compact discs with a 12 cm diameter can be inconveniently large and, unlike flash drives, cannot fit into a pocket or hang from a key chain. There are smaller CD-R media such as business card CD-Rs, which have the same dimensions as a credit card, and (slightly less convenient but have more storage) 8 cm CD-Rs. But these are harder to obtain and generally more expensive than the standard 12 cm version. The small CDs also require a tray-loading drive; they can cause damage if inserted into a slot-loading drive. There also is no standard file system for rewritable optical media. Packet-writing utilities like DirectCD and InCD exist but produce discs that are not universally readable, despite their claiming to be based on the UDF standard. The upcoming Mount Rainier standard addresses this shortcoming in CD-RW media, but it still is not supported by most DVD and CD recorders or major operating systems. As a result, CDs/DVDs are a good way to record a great deal of information cheaply and also has the advantage of being able to put it into any console/optical disk player for playback, but not good for making ongoing small changes to a large collection of information; flash drives' ability to do this is their major advantage.

Security
Some flash drives feature encryption of the data stored on them, generally using full disk encryption below the file system. This prevents an unauthorized person from accessing the data stored on it. The disadvantage is that the drive is accessible only in the minority of computers which have compatible encryption software, for which no portable standard is widely deployed.

Some encryption applications allow running without installation. The executable files can be stored on the USB drive, together with the encrypted file image. The encrypted partition can be accessed on any computer running the correct operating system. Other flash drives allow the user to configure secure and public partitions of different sizes. Executable files for Windows, Macintosh, and Linux may be on the drive, depending on manufacturer support. Some security software may require administrative rights on the host PC to access data.

Newer flash drives support biometric fingerprinting to confirm the user's identity. As of mid-2005, this was a relatively costly alternative to standard password protection offered on many new USB flash storage devices. Most fingerprint scanning drives rely upon the host operating system to validate the fingerprint via a software driver, often restricting the drive to Microsoft Windows computers.

Some manufacturers deploy physical authentication tokens in the form of a flash drive. These are used to control access to a sensitive system by containing encryption keys or, more commonly, communicating with security software on the target machine. The system is designed so the target machine will not operate except when the flash drive device is plugged into it. Some of these "PC lock" devices also function as normal flash drives when plugged into other machines.

All such forms of data protection security involve an increased risk of loss of access to the data by the legitimate owner/user.

Flash drives present a significant security challenge for large organizations. Their small size and ease of use allows unsupervised visitors or unscrupulous employees to smuggle confidential data out with little chance of detection. Equally, corporate and public computers alike are vulnerable to attackers connecting a flash drive to a free USB port and using malicious software such as rootkits or packet sniffers. To prevent this, some organizations forbid the use of flash drives, and some computers are configured to disable the mounting of USB mass storage devices by ordinary users, a feature introduced in Windows XP Service Pack 2; others use third-party software to control USB usage. In a lower-tech security solution, some organizations disconnect USB ports inside the computer or fill the USB sockets with epoxy.

Naming
Recently, "USB flash drive" or simply "UFD" has emerged as the de facto standard term for these devices. However, the myriad different brand names and terminology used, in the past and currently, makes UFDs more difficult for manufacturers to market and for consumers to research. Some commonly used names are actually trademarks of particular companies. Some examples of this are Cruzer, TravelDrive, & Disgo.

Future developments
Semiconductor corporations have worked to reduce the cost of the components in a flash drive by integrating various flash drive functions in a single chip, thereby reducing the part-count and overall package cost.

Flash drive capacities on the market are continuously increasing. As of 2007, 64 MB and smaller capacity flash memory has been largely discontinued, and 128-256 MB capacity flash memory is being phased out. High-speed is now a standard for modern flash drives and capacities of up to 64 GB are available [16].

Lexar is attempting to introduce a USB FlashCard [17] [18], which would be a compact USB flash drive intended to replace various kinds of flash memory cards. Pretec introduced a similar card, which also plugs into every USB port, but is just one quarter the thickness of the Lexar model [19] SanDisk has a product called SD Plus, which is an SecureDigital card with a USB connector.[20]
SanDisk has also introduced a new technology to allow controlled storage and usage of copyrighted materials on flash drives, primarily for use by students. This technology is termed FlashCP.

