
Introduction
August 19, 2004 was just over three-and-a-half years

into our new, thousand-year Millennium. It may ultimately
mark the day, however, when the Digital Millennium
Copyright Act was forced into early retirement. More on
this thought a little later.

Without a doubt, August 19, 2004 is a seminal date in
the ongoing battle between the entertainment industry and
the illicit purveyors of entertainment over the Internet, for
on that date the Ninth Circuit Court of Appeals decided
that the owners of two peer-to-peer (“P2P”) concerns—
Grokster and Streamcast—were not secondarily liable for
the copyright infringement taking place via Grokster and
Streamcast, under either the contributory or vicarious theo-
ries of secondary liability.1 Over the coming months we will
no doubt see efforts by both camps in this battle to either
extend the reach of this decision, or cut back or nullify it
altogether, through a variety of means. It is therefore imper-
ative that one understand Grokster—and its predecessor
decisions, the Ninth Circuit’s 2000 Napster decision, and the
Seventh Circuit’s 2003 Aimster decision—to understand the
next rounds of this fight.

Secondary Copyright Liability
It has long been recognized that although U.S.

Copyright Act does not expressly provide for secondary lia-
bility—liability ascribed to parties other than the actual
infringer—the common law doctrines of contributory and
vicarious liability are fully applicable to infringement actions
under the copyright law. As long as a direct infringement
can be shown, others can be held accountable under these
theories, whether or not the direct infringer is the subject of
the same or any other any legal action with respect to the
primary infringement. The two doctrines operates as fol-
lows:

Contributory Liability: One can be held contributorily
liable for copyright infringement if he or she: (i) materi-
ally contributes to the infringement, and (ii) knows or
should know of the infringement.2

Vicarious Liability: Alternatively, vicarious copyright
liability is found where one: (i) has a direct financial
benefit from the infringement, and (ii) has the right and
ability to control the infringement.3

In 1984, the United States Supreme Court found no lia-
bility on the part of Sony for any copyright infringement by
users of Sony’s Betamax videocassette recorders who record-
ed copyrighted broadcast television programs without the
owners’ consent.4 In reaching this conclusion, the Court

imported a doctrine from patent law and appended it to
the U.S. copyright law, writing:

The staple article of commerce doctrine must strike a
balance between a copyright holder’s legitimate
demand for effective—not merely symbolic—protection
of the statutory monopoly, and the rights of others
freely to engage in substantially unrelated areas of
commerce. Accordingly, the sale of copying equipment,
like the sale of other articles of commerce, does not
constitute contributory infringement if the product is
widely used for legitimate, unobjectionable purposes.
Indeed, it need merely be capable of substantial nonin-
fringing uses.5

Under the circumstances presented to the Court in
Sony—two copyright holders representing less than 10% of
the industry, suing over the recording of free, broadcast tel-
evision6—the Court determined that the Betamax VCR was
a staple article of commerce, capable of substantial nonin-
fringing uses.7 Specifically, the Court found that there were
copyright holders—such as Fred Rogers of “Mr. Rogers’
Neighborhood”—that did not object to the taping and
“time-shifting” of programs.8 Furthermore, the Court found
that even the time-shifting of copyrighted programs where
the owners did not consent sustained a “fair use” defense
to copyright infringement.9

From 1984 onward, however, no court in a published
decision ever extended the Sony doctrine to any other
device. In other words, no court found that another product
was (i) a staple article of commerce, (ii) capable of substan-
tial noninfringing uses, (iii) creating a basis for a fair use
defense to secondary copyright infringement. That is, until
2003 and 2004, when the District Court and then the Ninth
Circuit did so, in a case regarding certain types of P2P enti-
ties.

Napster
The first peer-to-peer systems to be challenged in the

courts were Napster and Aimster, each of which was ulti-
mately addressed in decisions issued by the Ninth Circuit in
2001,10 and the Seventh Circuit in 2003,11 respectively. Both
circuits affirmed the findings of their respective district

CYBERSPACE LAWYER • SEPTEMBER 2004 • 3©2004 GLASSER LEGALWORKS

Grokster II: Is P2P Software the New VCR?
Is the DMCA DOA? . . . and Other Questions

by Hillel I. Parness*

Hillel I. Parness is a member of the Adjunct Faculty at
Columbia Law School and a litigator in the New York
office of Brown Raysman Millstein Felder & Steiner LLP.
His prior articles are reprinted at www.hiplaw.com, and he
welcomes comments at hparness@brownraysman.com.
© 2004 Brown Raysman Millstein Felder & Steiner LLP.

*



©2004 GLASSER LEGALWORKS4 • CYBERSPACE LAWYER • SEPTEMBER 2004

courts, although each downplayed certain aspects of the
lower court’s conclusions.

The Ninth Circuit affirmed the ruling of the District
Court for the Northern District of California that Napster
was both contributorily and vicariously liable for the copy-
right infringement of its users. The court began by address-
ing defendant’s argument that there was no direct infringe-
ment, because its users were engaged in sampling and
“space-shifting,” fair uses analogous to the “time shifting”
recognized in Sony. The court proceeded through a tradi-
tional application of the fair use factors, rejecting both. On
“space-shifting,” the court wrote that Sony was inapposite
because the shifting in Sony “did not also simultaneously
involve distribution of the copyrighted material to the gen-
eral public; the time or space-shifting of copyrighted materi-
al exposed the materials only to the original user.”12

Therefore, in the court’s estimation, no defense existed.
On the issue of contributory infringement (knowledge

and material contribution), the court wrote that it would
“not impute the requisite level of knowledge to Napster
merely because peer-to-peer file sharing technology may be
used to infringe plaintiffs’ copyrights,” but only upon
knowledge of specific infringements.13 On this point the
Ninth Circuit departed from the District Court’s holding that
general knowledge was sufficient. The Court of Appeals
“nevertheless conclude[d] that sufficient knowledge exists
to impose contributor liability when linked to demonstrated
infringing use of the Napster system.”14 The court also
agreed with the District Court that Napster had materially
contributed to the underlying infringement, and that it
“provides ‘the site and facilities’ for direct infringement.”15

The Ninth Circuit court also affirmed the District Court’s
ruling for the plaintiffs on the basis of vicarious liability
(direct financial benefit and right and ability to supervise).
The court found direct financial benefit because the infring-
ing material available on Napster acted as a “draw” to cus-
tomers.16 Because Napster “retains the right to control
access to its system,” the court found it also had the right
and ability to supervise infringing activity, and that “turning
a blind eye to detectable acts of infringement for the sake
of profit gives rise to liability.”17

Aimster
In Aimster, the Seventh Circuit considered—and

affirmed—a grant of preliminary injunction issued by the
District Court for the Northern District of Illinois. The
Aimster system utilized America Online’s “AIM” instant-
messaging software to transmit files, and defendants had
claimed that they lacked knowledge for purposes of sec-
ondary liability. The District Court found knowledge in the
fact that “Defendants either know or should know of the
direct infringement occurring on the Aimster system,”18 and
discounted defendants’ argument that the encrypted nature
of the files made defendants “unaware of the actual specif-
ic transfers of specific copyrighted music between specific
users of the Aimster system” by noting that “there is
absolutely no indication in the precedential authority that
such specificity of knowledge is required in the contributory
infringement context.”

The court added that it was “disingenuous of
Defendants to suggest that they lack the requisite level of
knowledge when their putative ignorance is due entirely to
an encryption scheme that they themselves put in place.”19

The court also said that constructive knowledge of infringe-
ment would suffice for purposes of contributory liability.20

The Seventh Circuit affirmed the District Court, focusing on
the Sony “capable of substantial noninfringing uses” stan-
dard, finding that it cannot be the case that a defendant
needs merely to demonstrate the “capability” of a system
for noninfringing uses, but rather that one must make a
quantitative analysis of how the system actually is used.21

Grokster [was] a case shaped by,
and during, the course of the

Napster and Aimster litigations.
The District Court had also found the plaintiffs likely to

prevail on the issue of vicarious liability (supervision and
financial benefit), because, like Napster, Aimster had the
right to terminate individual users,22 and because Aimster
charged for certain premium services, and because the
infringing materials generally acted “as a draw for potential
customers.”23 On appeal, the Seventh Circuit affirmed the
District Court’s holding on vicarious infringement, although
it stated it was “less confident than the district judge was
that the recording industry would also be likely to prevail on
the issue of vicarious infringement.”24

Napster, Aimster and the DMCA Safe Harbors
Both the Ninth and Seventh circuit courts also

addressed defendants’ arguments that they were immu-
nized from liability by the safe harbors of the Digital
Millennium Copyright Act,25 and both concluded that no
such protection was available to the operators.26 In Napster,
the Ninth Circuit affirmed an early ruling of the District
Court that Napster was not entitled to summary judgment
on the basis of the DMCA “transitory digital network com-
munications” safe harbor, because Napster was not a sys-
tem through which data was transmitted.27 In Aimster, the
Seventh Circuit rejected the applicability of any of the safe
harbors, because:

The common element of its safe harbors is that the
service provider must do what it can reasonably be
asked to do to prevent the use of its service by “repeat
infringers.” 17 U.S.C. §512(i)(1)(A). Far from doing any-
thing to discourage repeat infringers of the plaintiffs’
copyrights, Aimster invited them to do so, showed
them how they could do so with ease using its system,
and by teaching its users how to encrypt their unlawful
distribution of copyrighted materials disabled itself from
doing anything to prevent infringement.28

Which brings us to Grokster, a case shaped by, and
during, the course of the Napster and Aimster litigations.
Grokster not only departs from these two cases in its out-
come, but perhaps in the defendants’ entire approach to
finding sanctuary under the law.



Grokster
Both the District Court and the Ninth Circuit found that

the Grokster defendants were not liable, either on the basis
of contributory infringement, or on the basis of vicarious
infringement. Reading the Ninth Circuit’s Grokster decision,
one concludes that the Ninth Circuit agreed with the District
Court on all points of law. This is basically true, although on
the issue of knowledge the Ninth Circuit appears to add an
entirely new logical construct to the question of knowledge,
which is discussed below.

Software at Issue: The Grokster courts accepted the argu-
ment of the defendants that unlike Napster, which main-
tained a centralized list of all of the files its users had, and
helped users connect to one another, the Grokster defen-
dants were merely providers of software that did not rely
upon the defendants to function. The Grokster system, the
courts explained, used the “FastTrack” platform, which
turned individual users into “supernodes” through which
files were transferred, while the Streamcast system’s
“Morpheus” software relied upon “true” P2P technology, in
which networks of Streamcast users assembled and disas-
sembled to facilitate the transfer of files, all without the
involvement of the defendants. The degree to which this
argument resonated with the Ninth Circuit may be reflected
in that court’s use of the term “Software Distributors” to
refer to the defendants.29

Capable of Substantial Noninfringing Uses: As
explained above, an important—and hotly disputed—ele-
ment of the Sony doctrine is the proper interpretation of
“capable of substantial noninfringing uses.” In its decision
the District Court wrote that “it is undisputed that there are
substantial noninfringing uses for Defendants’ software.”30

However, in their brief on appeal, the Plaintiffs wrote that
they had “vigorously disputed that proposition.”31

Nevertheless, the Ninth Circuit noted that “the district court
found it undisputed that the software distributed by each
defendant was capable of substantial noninfringing uses,”
adding that the record “indicates that there is no genuine
issue of material fact as to noninfringing uses.” The court
elaborated upon the example of the band Wilco, which
achieved success through distribution of its works for free
through the defendant P2P systems.32

This outcome differs from that of the Seventh Circuit in
Aimster, which held that one cannot read Sony literally for
the proposition that a product need merely be capable of
substantial noninfringing uses, without considering whether
or not there are such uses in reality, or the likelihood of
such uses existing:

Were that the law, the seller of a product or service
used solely to facilitate copyright infringement, though
it be capable in principle of noninfringing uses, would
be immune from liability for copyright infringement.
That would be an extreme result, and one not envis-
aged by the Sony majority.33

The Ninth Circuit in Grokster notes this disagreement,
but muses over whether “the application of the Aimster
rationale would assist the Copyright Owners here,”34 and

that in any event there was evidence before it in Grokster of
actual, commercially viable substantial noninfringing uses.35

No Contributory Liability: According to both the District
Court and the Ninth Circuit, the defendants were not con-
tributorily liable because (i) they did not have actual knowl-
edge at a time when they could stop the infringement; and
(ii) they did not materially contribute to the infringement,
because their software operated independently of their
companies, and would function regardless of whether the
companies even existed. I will address these points one by
one:

– No Knowledge: The Grokster District Court held that for
purposes of contributory liability, one must possess actual
knowledge of specific infringements, rather than construc-
tive, generalized knowledge that infringement is taking
place. Because of the decentralized nature of the two types
of P2P systems at issue, the court explained, the defendants
did not possess actual knowledge of specific infringements
until after the infringements had taken place, at which
point the defendants were powerless to do anything about
it.

The Ninth Circuit agreed, but enhanced the District
Court’s reasoning as follows:

In [the 9th Circuit’s Napster decision], we construed
Sony-Betamax to apply to the knowledge element of
contributory copyright infringement. [That decision]
held that if a defendant could show that its product
was capable of substantial noninfringing uses, then
constructive knowledge of the infringement could not
be imputed. Rather, if substantial noninfringing use was
shown, the copyright owner would be required to
show that the defendant had reasonable knowledge of
specific infringing files.36

The Ninth Circuit’s citations to its two prior decisions in
the Napster matter notwithstanding, the language of those
opinions does not explicitly lay out this concept—that if a
product is a staple article of commerce capable of substan-
tial noninfringing uses, the plaintiffs are held to a higher
burden vis-à-vis the defendant’s culpable knowledge. This
new reading of the Sony doctrine, if broadly applied, has
significant implications, for what the Ninth Circuit appears
to be saying is that depending on whether or not a product
has redeeming qualities, in the form of “substantial nonin-
fringing uses,” we are to apply one of two different stan-
dards for knowledge in the contributory infringement con-
text.

On this basis the Ninth Circuit considered whether the
P2P systems at issue were capable of substantial noninfring-
ing uses, found that they were, and then imposed a burden
on the plaintiffs of showing that the defendants had actual
knowledge of specific infringements.37 Due to the design of
the systems at issue, however, the courts held that the
Defendants lacked knowledge at the time of the infringe-
ments, and therefore lacked knowledge relevant to contrib-
utory copyright liability.

The Seventh Circuit does not appear to share this view
of the knowledge that may be imputed to defendants. In
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response to the argument that the defendants in Aimster
did not have knowledge of infringement because the files
were encrypted during transfer, so that the defendants
could not read their contents, the court termed the encryp-
tion “willful blindness” on the part of the defendants,
which, the court explained, “is knowledge, in copyright
law….”38

– No Material Contribution: The Grokster courts also held
that the defendants had not materially contributed to copy-
right infringement, due to the fact that they were simply
providers of standalone software. For example, the Ninth
Circuit wrote:

As indicated by the record, the Software Distributors do
not provide the “site and facilities” for infringement,
and do not otherwise materially contribute to direct
infringement.

….

[T]he Software Distributors here are not access
providers, and they do not provide file storage and
index maintenance. Rather, it is the users of the soft-
ware who, by connecting to each other over the inter-
net, create the network and provide the access.
“Failure” to alter software located on another’s com-
puter is simply not akin to the failure to delete a file-
name from one’s own computer, to the failure to cancel
the registration name and password of a particular user
from one’s user list, or to the failure to make modifica-
tions to software on one’s own computer.39

The Court of Appeals appears to be saying that as long
as software providers do not maintain control over the soft-
ware they release, and as long as the software is capable of
substantial noninfringing uses, the release of software does
not constitute material contribution to copyright infringe-
ment. The court took this position despite the fact that—as
both the District Court and the Ninth Circuit noted—the
defendants had touted themselves as, and aspired to
become, “the next Napster.”40 With no material contribu-
tion by the defendants, and no knowledge of infringement
on their part, the Ninth Circuit affirmed the District Court’s
conclusion that no contributory liability could lie against the
defendants.41

Vicarious Liability: Moving on to vicarious liability, the
Grokster courts found no such liability on the part of the
defendants because (i) although they did benefit financially,
(ii) they did not have the right and ability to control the
infringement, because of the way in which the P2P systems
were designed.

– No Right and Ability to Control: Just as the design of the
P2P systems affected the courts’ understanding of the
materiality of the Grokster defendants’ contributions, it also
affected the courts’ approach to the key question of vicari-
ous liability—whether the defendants had the “right and
ability to control” the infringing activity. As noted above,
both courts found that the defendants lacked this right and
ability, precisely because the software was designed that
way. Unlike the entertainment industry plaintiffs, however,

the courts found that such an approach was appropriate—
that one can design software, and receive a financial benefit
from the distribution or sale of that software, that divests
one’s self of the right and ability to control the behavior of
users, and thus escape vicarious copyright liability. Both
courts addressed the concerns of the entertainment plain-
tiffs, and both courts wrote that anything further should be
left up to Congress.

[T]he Aimster court seems to dis-
agree with the idea that software

can be used to escape liability.

As noted above, the Aimster court seems to disagree
with the idea that software can be used to escape liability.
In point of fact, the Seventh Circuit skirted the issue of
vicarious liability somewhat, writing that Aimster’s “ostrich-
like refusal to discover the extent to which its system was
being used to infringe copyright is merely another piece of
evidence that it was a contributory infringer,” regardless of
whether it affected the vicarious liability “right and ability to
control” prong.42 With no right and ability to control the
infringements, the Ninth Circuit found no vicarious liability,
and affirmed the District Court’s grant of summary judg-
ment to defendants.43

DMCA Safe Harbors: The Grokster defendants did not
argue for protection under the DMCA safe harbors, and
thus the Grokster courts did not address it. Rather than
arguing—as Napster and Aimster did before them—that
their systems were “transitory digital networks” under the
DMCA and thus not liable for what would otherwise be
secondary copyright infringement, the Grokster defendants
argued that they had no involvement in the networks at all.
Instead, they put forth the idea that they were software
providers—an idea apparently embraced by the Ninth
Circuit—that were so far removed from the networks them-
selves, no secondary liability would attach in the first place.

Whether the software systems at issue in Grokster were
designed with this litigation strategy in mind is an interest-
ing question, but in any event the Ninth Circuit’s outcome
seems to validate such an approach to software design.

Questions:
Naturally, a decision of this magnitude leaves us with

many questions, including:

Are software providers off the hook?
In Grokster, the Ninth Circuit writes that the distribu-

tion of the P2P software at issue cannot in and of itself
form the basis for either material contribution under the
contributory copyright infringement doctrine, or right and
ability to control under the vicarious copyright infringement
doctrine. Does this reasoning hold up if taken to its logical
extremes? Will we see defendants seek to extend this idea
beyond the copyright realm, and indeed beyond the realm
of software altogether?
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Can the Ninth and Seventh Circuits’ positions on
this issue be reconciled?

Naturally, there is already speculation about whether
the differences in the Aimster and Grokster decisions are
enough to bring the issue up to the Supreme Court.44 At
first blush, the Seventh Circuit appears to be saying that a
software provider cannot hide behind its own system design
to avoid secondary copyright liability, while the Ninth Circuit
quite clearly seems to state the opposite. It is worth bearing
in mind, however, that in Aimster (according to the court’s
rendition of the facts), the software at issue maintained a
connection between the defendants and the infringers, and
the defendants’ overlay of encryption made defendants
blind to the data to which they had access. In Grokster, to
the contrary (again, according to the court’s factual rendi-
tion), the defendants never had either knowledge or con-
trol, because the system design left them fundamentally
powerless to control users.

The Grokster defendants did not
argue for protection under the

DMCA safe harbors.

We may see the argument emerge that if a product is
designed from the outset—like Grokster, Sony’s Betamax
and photocopy machines—with no substantive connection
between proprietor and user, the proprietor cannot be
forced to make himself knowledgeable or grant himself
control; but where the system is one where the connection
between user and system is maintained—like Napster and
Aimster—the proprietor cannot escape knowledge or con-
trol by writing code to blind himself from reality. This recon-
ciliation is not particularly satisfying, and troubling in its
potential to encourage less monitoring by Internet services,
an outcome opposite that intended by the proponents of
the DMCA and the earlier Communications Decency Act.45

Is the DMCA DOA?
Returning to the thought expressed in the opening

paragraph of this article, the Grokster decision may also
prove significant for what it suggests about the Digital
Millennium Copyright Act, and specifically its safe harbors.
We have already seen the Court of Appeals for the District
of Columbia Circuit rule—in the Verizon case—that the sub-
poena power provided by the DMCA to copyright holders
to identify infringers cannot be used in the P2P context, for
the language of the DMCA limits the use of subpoenas to
the types of service providers in three out of four of its safe
harbors, and not to service providers that act as “mere con-
duits” of information across the Internet.46

Many (including the author) have commented that the
drafters of the DMCA did not envision that soon after the
DMCA’s passage the main route for copyright infringement
would become trans-network file sharing, rather than
downloading from Web sites. The Verizon decision signals
that the DMCA’s subpoena power has been overtaken, and
been significantly marginalized, by new developments in
technology.

Similarly, Grokster’s strategic choice of arguing that its
software code avoids secondary liability, rather than arguing
that the systems at issue fit into one of the DMCA safe har-
bors (a route that failed Napster and Aimster), and its suc-
cessful execution of that strategy so far, suggests that the
DMCA safe harbors may be marginalized as well, by a com-
bination of the advance of technology and the employment
of technology to skirt altogether the pitfalls of secondary
liability.

What comes next?
Recent history has shown that the entertainment indus-

tries are committed to a broad legal battle against Internet-
based copyright infringement. Commenting upon the
Grokster decision, the RIAA’s Chairman and CEO said the
RIAA “will continue to pursue legislative solutions and legal
actions to address the ongoing illegal activity facilitated by
Grokster and other P2P services.”47

[T]he entertainment industries are
committed to a broad legal battle
against Internet-based copyright

infringement.
As noted above, there will likely be a push, from one

side or the other, to have the Supreme Court address the
apparent differences in the holdings of the various circuits
on secondary liability for P2P services. In addition, there are
ongoing efforts in Congress to address the issues raised by
P2P. Recently, Senator Orrin Hatch’s INDUCE Act48 has
received a great deal of attention. Drafted expressly to over-
ruled the lower court decision in Grokster, this concise pro-
posed amendment to the Copyright Act would create a
cause of action for copyright infringement against anyone
who intentionally induces copyright infringement, with
“intentionally induces” defined as “intentionally aids, abets,
induces, or procures, and intent may be shown by acts from
which a reasonable person would find intent to induce
infringement based upon all relevant information about
such acts then reasonably available to the actor, including
whether the activity relies on infringement for its commer-
cial viability.”

Now that Grokster has been affirmed over the enter-
tainment industry’s arguments, the INDUCE Act and others
like it will certainly receive renewed attention, as well.
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Introduction
Recent decisions concerning the preservation and pro-

tection of electronically stored information which may be
relevant in potential or actual litigation show a clear trend
to judicially impose a duty on both in-house and outside liti-
gation counsel to safeguard and preserve potentially rele-
vant evidence. In-house counsel must be aware of this duty
and ensure that “key” personnel within the company are
instructed to place a hold on such information so that it is
not destroyed or altered under the client’s routine document
retention policies. These duties are imposed on counsel as
officers of the court. Failure to fulfill these duties can have
drastic consequences for the litigants and may serve as a
basis for a claim of legal malpractice against outside counsel
who fail to properly advise and oversee the identification
and preservation of electronic evidence.

When it can be reasonably anticipated that an action
will be filed, all parties have a duty to preserve potentially
relevant evidence. The term “evidence” includes all informa-
tion, including not just hard copy documents, but all elec-
tronically stored information on any medium and in any
electronic format. A party litigant requesting information
has a right to obtain discoverable information from all
sources, regardless of whether maintained in hard copy or

stored electronically. The party responding to the discovery
request must diligently take measures to identify all sources
of responsive information.

The 1970 amendments to Rule 34 of the Federal Rules
of Civil Procedure defined the term “document” to include
information in any tangible format. The modern Rule states
that the term “documents” includes more than mere copies
of documents. As explained in the 1970 Advisory
Committee Notes “electronic data compilations from which
information can be obtained only with the use of detection
devices” is included within the definition of “document.”

Philip Morris Decision
The failure to obtain and preserve evidence or the

intentional or inadvertent destruction of evidence may result
in serious consequences. Sanctions may be imposed by a
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Introduction
Recent decisions concerning the preservation and protection
of electronically stored information which may be
relevant in potential or actual litigation show a clear trend
to judicially impose a duty on both in-house and outside litigation
counsel to safeguard and preserve potentially relevant
evidence. In-house counsel must be aware of this duty
and ensure that “key” personnel within the company are
instructed to place a hold on such information so that it is
not destroyed or altered under the client’s routine document
retention policies. These duties are imposed on counsel as
officers of the court. Failure to fulfill these duties can have
drastic consequences for the litigants and may serve as a
basis for a claim of legal malpractice against outside counsel
who fail to properly advise and oversee the identification
and preservation of electronic evidence.
When it can be reasonably anticipated that an action
will be filed, all parties have a duty to preserve potentially
relevant evidence. The term “evidence” includes all information,
including not just hard copy documents, but all electronically
stored information on any medium and in any
electronic format. A party litigant requesting information
has a right to obtain discoverable information from all
sources, regardless of whether maintained in hard copy or
stored electronically. The party responding to the discovery
request must diligently take measures to identify all sources
of responsive information.
The 1970 amendments to Rule 34 of the Federal Rules
of Civil Procedure defined the term “document” to include
information in any tangible format. The modern Rule states
that the term “documents” includes more than mere copies
of documents. As explained in the 1970 Advisory
Committee Notes “electronic data compilations from which
information can be obtained only with the use of detection
devices” is included within the definition of “document.”
Philip MorrisDecision
The failure to obtain and preserve evidence or the
intentional or inadvertent destruction of evidence may result
in serious consequences. Sanctions may be imposed by a
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