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Overview of the Problem of Infringement:

The Transition From Traditional Piracy to the Liability of Internet Intermediaries, and Beyond
by Hillel I. Parness, Esq.

Introduction

Author’s Note: The substance of this paper reflects the state of the law and my analysis as of June 2004.  I have added an Addendum to the end of this paper that addresses developments in this field that have taken place since the June 2004 ALAI Oaxaca Conference.
It is a matter of conventional wisdom that the Internet has effected “great changes” upon society, although there is vigorous debate about the nature of those changes, whether those changes are good, bad or neutral, and what, if anything, we should be doing about it.  Early on, many characterized the Internet as the “Wild West” – appropriating the metaphor for the early, “lawless” days of the western United States.  Interestingly, the metaphor was used both by people arguing for immediate legislation (on the theory that this new frontier had to be tamed), and those arguing for no legislation (on the theory that, like their conception of the Wild West, the Internet society would naturally develop its own rules and laws without “external” intervention).  Over time, as the Internet has become part of our society, many have come to accept the idea that the Internet is part of the physical world, and that Internet-related legal issues are either under control, or can be controlled.

Still, the feeling persists that aspects of the Internet are both “new” and “different,” and these novelties and differences lead people to pose legal questions, much like revolutionary technology has led to questions in the past.  There naturally has been activity in the courts, the legislatures and the research laboratories to meet the challenges the Internet seems to pose.  One thing that makes the Internet “different” from what we have had before is the unprecedented level and quality of semi-anonymous interactivity that the Internet allows and fosters.  Each development in Internet technology, it seems, presents new ways for people to interact without ever communicating in the traditional sense, and certainly without ever meeting – or needing to meet.  Some of these technological leaps forward are so radical that the very concept of them would have been unfathomable, even to long-time users of the Internet, just a few years earlier.

This paper is concerned primarily with “piracy,” which for purposes of this paper I interpret as the infringement of copyrights, and “Internet intermediaries,” the term chosen by the conference organizers to refer to various forms of Internet actors at a level “above” individual Internet users.  The level of interactivity made possible by advances in Internet technology have also made possible new forms – and levels – of copyright piracy and other rights violations.  Because of the nature of the Internet, those seeking to root out Internet-based piracy turned initially to the more visible actors on the Internet, the Internet intermediaries.  Speaking broadly, this term includes Internet access providers, service providers, Web site proprietors and the like.  It also, undoubtedly, includes entities that have yet to emerge, and that we would have trouble even imagining today.

The piracy issue has been met with efforts on at least three fronts: litigation through the courts, legislation through the U.S. Congress and other bodies, and technological counter-measures, each touching in one way or another the Internet intermediaries.  Each path has to date resulted in varying degrees of measurable success, but all, I believe have had results different – neither necessarily good nor bad, but different – than anticipated.

As the last two words of the title of this paper (which I have taken the liberty of adding) suggest, however, the anti-piracy campaign has not stopped with the Internet intermediaries.  In fact, in the time since this conference was conceived, the anti-piracy campaign has expanded in other directions, including one that many did not believe likely – lawsuits against individual Internet users.  This, too, has led to unanticipated developments.

This paper is structured as follows: Part I provides a brief overview of the law of secondary copyright liability in the U.S. prior to the emergence of Internet-driven issues.  Part II describes two of the early, pre-Internet efforts to address emerging technologies that were perceived as potential instrumentalities of piracy.  Parts III and IV explain the two major legislative efforts in the U.S. directed toward liability, and immunity, for Internet intermediaries, and the application of that legislation in the courts.  Part V takes a look at the complex legal patchwork that now exists in the U.S. as a result of these two laws.  Part VI briefly reviews some of the alternative approaches in the U.S. to Internet piracy.  Part VII raises issues and questions as the Internet piracy fight moves to an international stage.  The paper concludes with Part VIII, which attempts to apply what we have learned through ten years of Internet jurisprudence, and what it means for the future of Internet piracy.

This paper merely scratches the surface of many of the legal and social issues surrounding this topic.  My hope is that it provides a framework for a more in-depth dialogue at the conference and thereafter.

PART I: U.S. Approach to Secondary Liability in Copyright

Long before the emergence of the Internet, and Internet-specific legislation, the United States recognized that liability could be assigned to secondary actors in many different areas of law.  In U.S. copyright law, two doctrines of secondary liability, “vicarious” and “contributory,” emerged.  Both doctrines survive today.  Two oft-cited cases decided by the Court of Appeals for the Second Circuit (the federal appeals court that hears appeals from the district courts in New York, Connecticut and Vermont) help illustrate the operations of these doctrines.

Vicarious Copyright Liability: Shapiro, Bernstein & Co. v. H. L. Green Co.

In this 1963 case, the court considered whether the owner of a chain of department stores could be held liable for sales of “bootleg” musical records from the stores’ record departments, where those departments were operated by an independent concessionaire.  Although the lower court had determined that the concessionaire was liable for selling “bootleg” records, it found no liability on the part of the department store, because it “did not actively participate in the sale of the records and that it had no knowledge of the unauthorized manufacture of the records.”
 On appeal, the Second Circuit considered “two lines of precedent” for secondary liability – (i) cases considering the liability of real estate landlords for the actions of their tenants, and (ii) cases considering the liability of proprietors of dance halls for the actions of performing musicians.  As to the former line of cases, the court wrote:

If the landlord lets his premises without knowledge of the impending infringement by his tenant, exercises no supervision over him, charges a fixed rental and receives no other benefit from the infringement, and contributes in no way to it, it has been held that the landlord is not liable for his tenant’s wrongdoing.

In contrast, the court explained:

the cases are legion which hold the dance hall proprietor liable for the infringement of copyright resulting from the performance of a musical composition by a band or orchestra whose activities provide the proprietor with a source of customers and enhanced income.  He is liable whether the bandleader is considered, as a technical matter, an employee or an independent contractor, and whether or not the proprietor has knowledge of the compositions to be played or any control over their selection.

The court concluded that the case before it was, like the “dance hall cases,” “closer on the spectrum to the employer-employee model than to the landlord-tenant model,” and thus the department store owner was liable, because he “retained the ultimate right of supervision of the conduct of the record concession and its employees,” and because it had “a most definite financial interest in the success of [the] concession.”

Anticipating criticism for holding that the department store owner was responsible, the court wrote that the burden it was imposing on the owner was akin to the burden “commonly imposed upon publishers, printers, and vendors of copyrighted materials.”
 Notably, the court added this ominous prediction:

Were we to hold otherwise, we might foresee the prospect – not wholly unreal – of large chain and department stores establishing “dummy” concessions and shielding their own eyes from the possibility of copyright infringement, thus creating a buffer against liability while reaping the proceeds of infringement.

I encourage you to bear this quote in mind when reading about the 2003 decision in Grokster, discussed in Part IV below.

Based on the language quoted above, it is widely held in the United States that vicarious liability in copyright exists if:

(i)
the defendant had the right and ability to supervise the primarily infringing activity; and

(ii)
the defendant had a financial interest in the infringing activity.

Space does not allow a full discussion, but the current cases concerning vicarious liability for peer-to-peer file-sharing systems are raising reinvigorating questions about the doctrine, including:

What degree of supervision must the defendant enjoy to satisfy the first prong?

Does the defendant have to derive financial benefit directly from the infringement or not?

Contributory Copyright Liability:
Gershwin Publishing Corp. v. Columbia Artists Management, Inc.

The Gershwin case concerned the liability of a concert promoter – Columbia – for the performance of ASCAP (the American Society of Composers, Authors and Publishers) member-owned songs at live concerts.  Following Shapiro, the court reiterated the principle of vicarious liability, then went on to enunciate a second theory of secondary liability, contributory infringement: “one who, with knowledge of the infringing activity, induces, causes or materially contributes to the infringing conduct of another, may be held liable as a ‘contributory’ infringer.”

Applying both doctrines to the facts before it, the court held that the “district court properly held [Columbia] liable as a ‘vicarious’ and a ‘contributory’ infringer.”
 For contributory infringement, the court found the requisite knowledge in the fact that Columbia knew that “its artists included copyright compositions in their performances,” and found contribution in Columbia’s “pervasive participation in this formation and direction of this association and its programming of compositions.”

For vicarious infringement, the court held:

Although [Columbia] has no formal power to control either the local association or the artists for whom it served as agent, it is clear that the local association depended upon [Columbia] for direction in matters such as this, that [Columbia] was in a position to police the infringing conduct of its artists, and that it derived substantial financial benefit from the actions of the primary infringers.”

To this day, the U.S. courts recognize contributory copyright infringement when:

(i)
The defendant has knowledge of the infringement; and

(ii)
The defendant induces, causes or materially contributes to the infringement.

As with vicarious liability, the current spate of peer-to-peer cases are bringing a new focus to questions concerning contributory liability, such as:

Does the defendant need knowledge of specific infringements?

Does the defendant need knowledge before the infringement takes place?

Can the defendant make himself willfully blind to knowledge of infringement?

This final question will be addressed in the anticipated appellate decision in the Grokster matter, and the answer by the appeals court, like the affirmative answer in the lower court, will have far-reaching implications not only for Grokster and peer-to-peer systems, but for fundamental questions of Internet intermediary liability.

In 1984, in the case of Sony v. Universal, the United States Supreme Court examined both of these doctrines in depth, and applied them to allegations of copyright infringement regarding an entirely new piece of technology: the videocassette recorder.  The Court’s approach and decision in Sony, in many ways, continues to shape the debate today concerning the nature and extent of secondary liability.

PART II: Pre-Internet Efforts to Control “Piratical” Technologies

The tension between law and technology is not new, and before the emergence of Internet-specific issues, copyright owners and legislators made efforts to deal with new technologies in a variety of ways.  This section reviews two such attempts – one through litigation and one through legislation – and considers what lessons these two efforts might provide today.

Efforts Through Litigation: Sony Corp. of America v. Universal City Studios, Inc.

The mid-1970s saw the development of the videocassette recorder (“VCR”).  At that time, Sony Corporation was beginning to import its brand of VCR – the Betamax – into the U.S.  Concerned that the VCR would lead to infringement of their copyrighted television programs, two companies, Universal City Studios and Disney, initiated legal proceedings against Sony in 1976 to prevent the importation and sale in the U.S. of the Betamax, and the dispute resulted in a decision by the U.S. Supreme Court in 1984 that Sony could not be held secondarily liable for copyright infringement.

Although it recognized that the doctrines of secondary liability in copyright already existed, the Sony Court found that it was dealing with a question of first impression:

If vicarious liability is to be imposed on petitioners in this case, it must rest on the fact that they have sold equipment with constructive knowledge of the fact that their customers may use that equipment to make unauthorized copies of copyrighted material. There is no precedent in the law of copyright for the imposition of vicarious liability on such a theory.
 

Because it felt that prior copyright law did not provide sufficient guidance, the Court imported a concept from patent law, with which, the Court wrote, copyright law shared a “historic kinship.”
 This concept was the “staple article of commerce” doctrine:

The staple article of commerce doctrine must strike a balance between a copyright holder’s legitimate demand for effective – not merely symbolic – protection of the statutory monopoly, and the rights of others freely to engage in substantially unrelated areas of commerce. Accordingly, the sale of copying equipment, like the sale of other articles of commerce, does not constitute contributory infringement if the product is widely used for legitimate, unobjectionable purposes. Indeed, it need merely be capable of substantial noninfringing uses.

With this standard established, the Court went on to find that “private, noncommercial time-shifting in the home” of free broadcast television programs constituted a “substantial noninfringing use” of the product, because authorized time-shifting – of programs whose owners did not object – was not an infringement, and because unauthorized time-shifting – of programs whose owners did object – was a “fair use” under the Copyright Act.

In conclusion, the Court wrote:

It may well be that Congress will take a fresh look at this new technology, just as it so often has examined other innovations in the past.  But it is not our job to apply laws that have not yet been written.  Applying the copyright statute, as it now reads, to the facts as they have been developed in this case, the judgment of the Court of Appeals must be reversed.

The Sony Court expressed its awareness of the tension that technology creates between the courts and the legislature:

From its beginning, the law of copyright has developed in response to significant changes in technology.  Indeed, it was the invention of a new form of copying equipment – the printing press – that gave rise to the original need for copyright protection.  Repeatedly, as new developments have occurred in this country, it has been the Congress that has fashioned the new rules that new technology made necessary.

….

In a case like this, in which Congress has not plainly marked our course, we must be circumspect in construing the scope of rights created by a legislative enactment which never calculated such a calculus of interests.

The Court provided examples of how technology – such as player pianos, copying technology and cable television – had been met with successful revisions to the U.S. Copyright Act.
  For example:

By enacting the Sound Recording Amendment of 1971, 85 Stat. 391, Congress also provided the solution to the “record piracy” problems that had been created by the development of the audio tape recorder.

In an outcome some might call inconsistent, the Supreme Court created a new copyright doctrine – the “staple article of commerce” prong of secondary liability – to conclude that it could not alter the bounds of the Copyright Act.  The Supreme Court expressed great confidence in the ability of the U.S. Congress to enact legislation to meet the legal challenges posed by revolutionary technology.

This next section provides an example of where the legislature’s efforts fell flat, from a certain perspective.

The Audio Home Recording Act Meets MP3 Players

The final quote from Sony, above, is reminiscent of a statement made eight years later by a member of Congress touting a new law designed to address the piratical potential of new technology:

It will once and for all resolve a multitude of lawsuits surrounding the recording of copyrighted materials, and will clearly establish the right of consumers to make copies for their own use and noncommercial use.

Representative Collins was referring to the Audio Home Recording Act (“AHRA”).
  The AHRA was a 1992 legislative attempt to regulate the sale of emerging digital audio technologies, specifically Digital Audio Tapes, cassette tapes that can make digital recordings.  The AHRA regulates the production and sale of “Digital Audio Recording Devices,”
 devices that can make digital musical recordings, by requiring that all such devices incorporate the “Serial Copy Management System” (“SCMS”).  SCMS refers to technology that allows a single copy to be made of an original digital recording, but prevents copies of copies (i.e., “serial” copies) from being made.
  The intention was that SCMS would allow people to make “fair use” copies of their legitimately-purchased recordings, but prevent improper mass-copying of such recordings.  The statute insulates the manufacturers of Digital Audio Recording Devices from Sony-type lawsuits if they incorporate SCMS.

The first time this scheme came to be tested, however, it failed.  In 1998 the Recording Industry Association of America (“RIAA”) sued Diamond Multimedia, the manufacturer of the first portable MP3 player, the Rio, not for violation of copyright, but for failure to comply with the SCMS requirements of the AHRA.
  The district court, and then the Ninth Circuit Court of Appeals (which hears appeals from eight states, including California) found that Diamond’s sale of the Rio player did not violate the AHRA.

The Ninth Circuit found that the Rio was not a Digital Audio Recording Device, because it did not “record” music, but rather copied computer files.
 Although the RIAA argued that the Rio device, when connected to a computer, comprised a Digital Audio Recording Device, the court noted that the drafters of the AHRA had specifically exempted computers – “material object[s] . . in which one or more computer programs are fixed” – from the definition of Digital Audio Recording Device, and thus the Rio plus a computer also would not be covered by the statute.

While both courts recognized the fact that their decisions would exempt a broad range of MP3 devices and devices that used computer hard drives to download music files,
 the Ninth Circuit recognized that MP3 technology itself had made the AHRA provisions obsolete, because “even a device with SCMS would be able to download MP3 files lacking SCMS codes from a computer hard drive, for the simple reason that there would be no codes to prevent the copying.”

The drafters of the AHRA were focused, naturally, on the emerging technology of their day: digital audio tapes.  They did not anticipate the fundamental shift in the storage and transportation of music – from “recordings” to “files.” They also did not anticipate the emergence of public-source standards – in this case MP3 – that would develop outside of the control of Congress or the music industry, and which would, by its simplicity, render the AHRA’s anti-serial copying scheme obsolete.

Thus, this legislative attempt to halt the proliferation of digital recording devices was unable to stop the sale of portable MP3 devices, just as the litigation campaign against Sony was unable to stop the sale of VCRs.  Sony and Diamond Multimedia, the companies and the lawsuits, were the forbearers of today’s battle over the liability of Internet intermediaries.  The Supreme Court recognized that the reason Sony presented new issues of secondary liability was that the Court was being asked to hold Sony, a manufacturer of devices that could be used for copyright infringement, liable for the activities of Sony’s customers, people with whom Sony never had any direct and lasting relationship.  So too with the Rio player, and so too, to varying degrees, with the Internet intermediaries.  While America Online (“AOL”) certainly has a continuing relationship with its customers, few today would suggest that AOL should be held liable for all of the activities of all of its millions of customers as they navigate the Internet.

Clinton Administration Task Force Rejects Immunity for Internet Intermediaries

In 1995 (after passage of the AHRA but before the emergence of MP3 and the Diamond Multimedia decision), the Working Group on Intellectual Property Rights, formed several years earlier President Bill Clinton’s administration, released its comprehensive analysis of, and recommendations concerning, the emerging Internet, entitled “Intellectual Property and the National Information Infrastructure.” Among its myriad observations and findings, the Working Group concluded that “it is – at best – premature to reduce the liability of any type of service provider in the NII environment.”
 The Working Group’s reasons for this recommendation included:

· Service providers perform multiple functions, only some of which – such as “common carrier” activities – may be worthy of immunity.

· Immunity breeds indifference.

· Service providers have the right to exclude subscribers for failure to pay, so they have the ability to do the same for unlawful activity.

The Working Group readily acknowledged its awareness of a fundamental fact it did not know: what types of services and intermediaries would emerge in the Internet environment as time went on.  The group therefore recommended caution when it came to granting immunity to “service providers.” The Working Group’s recommendations aside, two pieces of important legislation would be passed in subsequent years that would significantly alter the landscape of Internet intermediary liability and immunity, each in its own, distinct way.  These pieces of legislation were the Communications Decency Act (1996) and the Digital Millennium Copyright Act (1998).

PART III: Immunity for Internet Intermediaries Under the CDA

The Good Samaritan Provision of the Communications Decency Act

The first of the two pieces of Internet legislation that affected the balance of intermediary liability was the Communications Decency Act (“CDA”), and specifically its “Good Samaritan” provision.  With its focus on “speech,” this provision was intended to immunize certain types of intermediaries from liability for third-party speech such as defamation.  Over time, however, the provision has been expanded in the courts to encompass all types of Internet activity, except those expressly exempted by the CDA itself.

The CDA was passed in 1996.  At the centerpiece of the CDA were provisions that placed the burden of preventing minors from accessing obscene materials on the Internet upon Internet intermediaries.  These central provisions were deemed unconstitutional by the United States Supreme Court in 1997,
 but certain provisions remained, including the Good Samaritan provision, which immunized “interactive computer services,” and the users of such services,
 from speech-based civil offenses in the following manner:

(c)
Protection for ‘good samaritan’ blocking and screening of offensive material.

(1)
No provider or user of an interactive computer service shall be treated as the publisher or speaker of any information provided by another information content provider.

The CDA defines “interactive computer service” as “any information service, system, or access software provider that provides or enables computer access by multiple users to a computer server, including specifically a service or system that provides access to the Internet and such systems operated or services offered by libraries or educational institutions,
 and defines “information content provider” as “any person or entity that is responsible, in whole or in part, for the creation or development of information provided through the Internet or any other interactive computer service.”
  It provides broad coverage for all “interactive computer services,” except from “intellectual property”
 or violation of “any [] Federal criminal statute,” specifically including the federal obscenity and child pornography laws.
  Importantly, the Good Samaritan provision does not obligate an Internet intermediary to take any steps to curb or stop ongoing improper activity, even upon notice.

The Good Samaritan provision was passed in response to what Congress viewed as inconsistent decisions considering Internet intermediaries’ liability for Internet-based defamation by customers, and a determination that Internet intermediaries should enjoy immunity for defamation the intermediaries do not author.  According to the U.S. Congress:

This section provides “Good Samaritan” protections from civil liability for providers or users of an interactive computer service for actions to restrict or to enable restriction of access to objectionable online material.  One of the specific purposes of the section is to overrule Stratton-Oakmont v. Prodigy and other similar decisions which have treated such providers and users as publishers or speakers of content that is not their own because they have restricted access to objectionable material.

The early cases to apply the CDA’s Good Samaritan provision were generally consistent with the impetus for the section.  They were all defamation cases in which the defendant service provider was AOL, which was afforded immunity for on-line defamation by others.
  The case most often cited is Zeran, a decision by the Fourth Circuit Court of Appeals (taking appeals from the federal courts of Maryland, Delaware, Virginia and West Virginia), in which the court expressly found that the CDA’s immunity extended to both “publisher” and “distributor” liability; in other words, AOL would enjoy immunity whether classified as the publisher (like the publisher of a newspaper) of speech, or as the distributor (like the establishment selling the newspaper) of said speech, even if it knew or had reason to know that the speech in question was defamatory.  As a matter of U.S. law, distributors are presumed to have less of an ability to control defamatory speech than publishers, and are therefore protected by a higher standard of liability.

Expansion of the CDA Good Samaritan Provision…

In 2000 I authored an article alerting both potential plaintiffs and defendants to what I perceived as the beginning of a radical expansion in the applicability of the CDA’s Good Samaritan provision, both in terms of subject matter covered, and the types of parties upon whom immunity would be conferred.
  While I first became aware of the potential for this expanded application in connection with the case of Doe v. AOL, in which AOL was immunized for civil liability for the distribution of child pornography by a member,
 the case I felt actualized this potential was the California case of Stoner v. eBay.

In Stoner v. eBay, the court determined that eBay, the online auction service, was an “interactive computer service,” and its customers were “information content providers” when they posted information about the items they had for sale on the eBay website, even if those items happened to be unauthorized “bootleg” music recordings.  The court found eBay could take advantage of the CDA’s Good Samaritan provision, and that eBay was not liable for the auction of these recordings over its system.
  At the time, I viewed this decision as a watershed event because of its proximity to the Napster decision (see Part IV).  Just a few months earlier, the Napster song-swapping site was enjoined from allowing the no-charge transmission of unauthorized digital music recordings by its members.  With the Stoner decision, eBay, which actually was making money from each auction it hosted, was deemed immune from liability, and had no obligation to put a stop to the improper auctions.

The reason for this discrepancy was that eBay was sued in state court for “counterfeiting,” a non-intellectual property statute, while Napster was sued in federal court for copyright infringement.  As a result, eBay could and did seek protection under the Good Samaritan provision of the CDA.  Had eBay instead been sued for contributory or vicarious copyright infringement, however, it would not have been able to use the CDA, and may have tried to limit its liability using the safe harbors of the Digital Millennium Copyright Act, a strategy which did not work for Napster or Aimster (see Part IV).  The Stoner decision was followed by a second California state action, Gentry, in which eBay was once again deemed immune for improper auctions, this time for those of counterfeit sports memorabilia.

In the article, my advice to defendants sued under a state statute for arguable intellectual property violations was to consider remaining in state court, and not removing cases to federal court, as the CDA Good Samaritan provision is only available if the case is not an intellectual property case.  I also advised plaintiffs to think carefully before bringing an action in state court, as the defendant may be able to take advantage of the expanding reach of the CDA’s Good Samaritan provision.  As I expected, these two decisions opened the door for further application of the CDA Good Samaritan provision to a wide variety of cases, for example:

· The Seventh Circuit Court of Appeals (covering Illinois, Indiana and Wisconsin) held that the CDA immunizes Internet intermediaries from liability for the dissemination of surreptitiously-recorded videotapes of athletes in their locker room.

· A Virginia district court held that the Good Samaritan provision immunizes Internet intermediaries for racially-offensive statements made in Internet “chat rooms.”

· A South Dakota district court held that a business center that provided on-site computer rental qualified as an “interactive computer service,” and immunized the store for alleged defamation and tortuous interference based on statements made in a chat room by an individual using a rented computer.
 Although the U.S. has not enacted legislation specific to the liabilities of “Internet cafes,” this case suggests such establishments would enjoy broad immunity under the CDA.  It says nothing, however, about how Internet cafes would fare if sued for intellectual property violations, such as contributory or vicarious copyright infringement.

· A Washington State appellate court held that Amazon.com – the online bookseller – was immune under the CDA from liability for statements made in user-submitted book reviews, because Amazon was not the originator of the content.

…And Contraction of the CDA Good Samaritan Provision

In Zeran, discussed above, the Fourth Circuit Court of Appeals rejected the idea that the immunity provided by the CDA’s Good Samaritan provision extended only to publishers, and not distributors, of third-party content.  In the traditional print world, publishers are liable for their content, while distributors are liable only if they know or have reason to know of the nature – for example the defamatory nature – of the content they are distributing.  The Zeran court contended that there was nothing in the CDA or its legislative history to support the argument that the Good Samaritan provision did not extend to distributors.

The recent case of Barrett v. Rosenthal is the first decision to openly challenge the Zeran formulation.  The case was a libel action brought by a medical journalist, a doctor and an attorney dedicated to uncovering medical fraud, against practitioners of “alternative medicine” (of which Rosenthal was one).  The plaintiffs claimed that Rosenthal had libeled them in Internet newsgroups on various occasions.  Defendants claimed they enjoyed immunity, as users of an interactive computer service, and plaintiff retorted that defendants were acting as distributors, rather than publishers, of the content, and that therefore they were outside the scope of the Good Samaritan provision.  The trial court agreed with the defendants.

The California Court of Appeal reversed, writing: “The most consequential aspect of the Fourth Circuit’s opinion in Zeran is its conclusion that section 230 immunized providers and users of interactive computer services from liability not only as primary publishers but also as distributors.”
 Both the plain language of and the legislative history of the CDA warranted, in the court’s view, a narrower reading of the Good Samaritan provision.
 The Court of Appeal concluded by stating:

Because section 230 does not “‘speak directly’ to the question addressed by the common law,” and is capable of more than one construction, we conclude that the statute should not be interpreted as having abrogated the common law principle of distributor or knowledge-based liability.

“Whether Internet intermediaries should be absolutely immune for the transmission of defamatory materials online,” said the court, “is a matter we think best left to the Legislature, which has yet to squarely address the issue.”
 In a parallel case brought by Barrett in Illinois, the courts of that state rejected the publisher-distributor dichotomy Barrett advanced, in favor of maintaining the “line of uniformity” of the federal courts on the issue.

On April 14, 2004, the California Supreme Court agreed to review the Barrett v. Rosenthal decision.
 In doing so, the court also agreed to explore the CDA’s grant of immunity to “users” of interactive services, which is part of the Good Samaritan provision, but which has received little attention in the courts.

Thus 2004 began with the first serious rift among courts addressing immunity under the Good Samaritan provision of the CDA, and we can expect this rift to widen as other courts carve back the broad immunity granted by this section.  It is important to note, however, that the impact of exempting “distributor” liability from CDA immunity will be felt strongly, no doubt, in the context of defamation and libel, where the distinction between publisher and distributor has legal consequences.  It remains to be seen whether the ripples of this sea change will be felt outside the defamation context.  The core of the plaintiff’s argument in Barrett – that “publisher or speaker” does not include “distributor” – is theoretically applicable beyond the defamation context, to matters of commercial or offensive speech.

Possible Collateral Consequences

While the CDA Good Samaritan provision was put into place by the U.S. Congress, in part, to encourage Internet intermediaries to police their systems without fear of accountability for imperfect policing, the recommendation of the Clinton administration task force reflected an alternative viewpoint – that immunity can disincentivize monitoring altogether.  Two recent articles appearing in the New York Times focused on fraudulent activity of sellers on eBay’s system.  In the first, the author explained about the rise of vigilante-type efforts by eBay users to uncover, and foil, the efforts of fraudulent eBay sellers – sellers who misrepresent the goods they are selling (or even whether they have any goods to sell at all).
 According to the author, eBay is not pleased with the vigilante efforts, and actually takes steps to prevent, rather than encourage, people making such efforts.  The author quoted an eBay representative as saying “[j]ust like in the offline world … you can’t have people running around taking the law into their hands.” The focus of the second article was slightly different, although it covered much of the same ground, with the author positing that “the appeal of online vigilantism stems from the persistent sense that the Internet remains a very Wild West kind of place.”
 Both articles suggested that vigilantes are stepping in because the combination of eBay and the police are not sufficient to deal with Internet-based fraud.

Some might suggest an alternative conclusion, however: that the expanded application of the CDA’s Good Samaritan provision (of which eBay has been a major beneficiary) has removed a powerful incentive on the part of eBay to stop fraudulent activity.  There is insufficient evidence at this early stage for anyone to make definitive pronouncements regarding the behavioral impact of the CDA Good Samaritan provision, but it is an issue that may receive more attention over the coming years.

PART IV: The “Safe Harbors” of the Digital Millennium Copyright Act

As noted above, the CDA’s Good Samaritan provision has carved a wide swath of immunity for a broad class of Internet intermediaries, but this immunity expressly excludes intellectual property.  Two years after passage of the CDA, the Digital Millennium Copyright Act (“DMCA), an amendment to the U.S. Copyright Act, became law, including its set of four “safe harbors” from copyright liability for “service providers” performing certain specified functions:

§ 512(a): safe harbor for “transitory digital network communications”;

§ 512(b): safe harbor for “system caching”;

§ 512(c): safe harbor for “storage at the direction of users”; and

§ 512(d): safe harbor for “information location tools.”

The DMCA provides a different definition of “service providers” than the CDA did for “interactive computer service,” but it is equally broad (eBay, for example, has been found to satisfy both definitions).  Generally, the DMCA definition is: “a provider of online services or network access, or the operator of facilities therefor.”
 For purposes of the first safe harbor – for transitory network communications – the definition is more limited: “an entity offering the transmission, routing, or providing of connections for digital online communications, between or among points specified by a user, of material of the user’s choosing, without modification to the content of the material as sent or received.”

The last three safe harbors include a requirement that the service provider remove infringing material (the “transitory” safe harbor imposes no such obligation, although the DMCA provides for injunctive relief directing that particular users be blocked from accessing the system).  All four safe harbors are conditioned, however, on the premise that the service provider “has adopted and reasonably implemented, and informs subscribers and account holders of the service provider’s system or network of, a policy that provides for the termination in appropriate circumstances of subscribers and account holders of the service provider’s system or network who are repeat infringers.”  All service providers wishing to take advantage of the safe harbors must have a policy regarding termination of infringing customers, implemented and advertised to the customers.

Section 512(a): Transitory Communications

The first safe harbor (found in Section 512(a)) provides immunity for copyright infringement via “Transitory Digital Network Communications”:

A service provider shall not be liable . . for infringement of copyright by reason of the provider’s transmitting, routing, or providing connections for, material through a system or network controlled or operated by or for the service provider, or by reason of the intermediate and transient storage of that material in the course of such transmitting, routing, or providing connections, if—

(1) the transmission of the material was initiated by or at the direction of a person other than the service provider;

(2) the transmission, routing, provision of connections, or storage is carried out through an automatic technical process without selection of the material by the service provider;

(3) the service provider does not select the recipients of the material except as an automatic response to the request of another person;

(4) no copy of the material made by the service provider in the course of such intermediate or transient storage is maintained on the system or network in a manner ordinarily accessible to anyone other than anticipated recipients, and no such copy is maintained on the system or network in a manner ordinarily accessible to such anticipated recipients for a longer period than is reasonably necessary for the transmission, routing, or provision of connections; and 

(5) the material is transmitted through the system or network without modification of its content.

As explained by the Senate Committee on the Judiciary, § 512(a) was designed to address “copies [] created as an automatic consequence of the transmission process … not a copy made or stored at the points where the transmission is initiated or received.”

Section 512(b): System Caching

The second safe harbor provides, in pertinent part:

A service provider shall not be liable . . for infringement of copyright by reason of the intermediate and temporary storage of material on a system or network controlled or operated by or for the service provider in a case in which—

(A) the material is made available online by a person other than the service provider;

(B) the material is transmitted from the person described in subparagraph (A) through the system or network to a person other than the person described in subparagraph (A) at the direction of that other person; and

(C) the storage is carried out through an automatic technical process for the purpose of making the material available to users of the system or network who, after the material is transmitted as described in subparagraph (B), request access to the material from the person described in subparagraph (A)….

Perhaps most importantly for potential plaintiffs, a site need not remove offending cached material unless and until it is first removed from the originating site.

Section 512(c): Storage at the Direction of Users

As opposed to § 512(a), which involves the passing of information through a system, and § 512(b), which is concerned with the essentially invisible “caching” of data, § 512(c) addresses the circumstances under which service that “hosts” a website – giving it visible “real estate” on the Internet – might be liable for copyright infringement materials on that site:

A service provider shall not be liable . . for infringement of copyright by reason of the storage at the direction of a user of material that resides on a system or network controlled or operated by or for the service provider, if the service provider—

(A)(i) does not have actual knowledge that the material or an activity using the material on the system or network is infringing;

(ii) in the absence of such actual knowledge, is not aware of facts or circumstances from which infringing activity is apparent; or

(iii) upon obtaining such knowledge or awareness, acts expeditiously to remove, or disable access to, the material;

(B) does not receive a financial benefit directly attributable to the infringing activity, in a case in which the service provider has the right and ability to control such activity; and

(C) upon notification of claimed infringement as described in paragraph (3), responds expeditiously to remove, or disable access to, the material that is claimed to be infringing or to be the subject of infringing activity.

The Senate Judiciary Committee provided examples of what it had in mind by the term “storage at the direction of a user” when it wrote: ”providing server space for a user’s web site, for a chatroom, or other forum in which material may be posted at the direction of users.”

This safe harbor provides protection for service providers if users upload files to the service provider’s servers, as long as: (i) the service provider is without knowledge (or reason to know) of the infringing nature of the data, (ii) if the service provider has the right and ability to control the infringement the service provider does not receive a direct financial benefit from storage of the material, and (iii) the service provider maintains a strict take-down policy when notified of infringing materials.  Part (i) of this test can be viewed as the “knowledge” portion of the traditional contributory liability test, while part (ii) is both parts of the vicarious liability test described above.  If one assumes that the other half of the contributory test – facilitation – is implicit, then the § 512(c) safe harbor can be viewed as the institutionalization of the already-existing contributory and vicarious tests, with the added requirement that service providers put a stop to infringements once notified.
Section 512(d): Information Location Tools

As discussed below, the first three DMCA safe harbors are very similar to the immunity provisions of the European Union’s E-Commerce Directive.  The fourth – § 512(d) – however, is not.  Section 512(d) establishes a copyright safe harbor for: 

referring or linking users to an online location containing infringing material or infringing activity, by using information location tools, including a directory, index, reference, pointer, or hypertext link, if the service provider— 

(1)(A)
does not have actual knowledge that the material or activity is infringing; 

(B) in the absence of such actual knowledge, is not aware of facts or circumstances from which infringing activity is apparent; or

(C) upon obtaining such knowledge or awareness, acts expeditiously to remove, or disable access to, the material; 

(2) does not receive a financial benefit directly attributable to the infringing activity, in a case in which the service provider has the right and ability to control such activity; and 

(3) upon notification of claimed infringement as described in subsection (c)(3), responds expeditiously to remove, or disable access to, the material that is claimed to be infringing or to be the subject of infringing activity, except that, for purposes of this paragraph, the information described in subsection (c)(3)(A)(iii) shall be identification of the reference or link, to material or activity claimed to be infringing, that is to be removed or access to which is to be disabled, and information reasonably sufficient to permit the service provider to locate that reference or link.

Like the § 512(c) safe harbor, the “information location tools” provision incorporates the traditional tests for contributory and vicarious liability and adds a takedown requirement.  This provision allows service providers to provide links to other Internet sites or files, or make available search tools that seek out other Internet sites or files, despite the fact that the search tools turn up copyright-infringing materials, as long as (as in § 512(c)) the service provider is without knowledge (or reason to know) of the infringement, does not receive direct financial benefit from the linking (if, indeed, it can control the infringing activity), and adheres to a take-down policy.

The Senate Judiciary Committee’s analysis is instructive: 

The important intended objective of this standard is to exclude sophisticated “pirate” directories — which refer Internet users to other selected Internet sites where pirate software, books, movies, and music can be downloaded or transmitted — from the safe harbor.  Such pirate directories refer Internet users to sites that are obviously infringing because they typically use words such as “pirate,” “bootleg,” or slang terms in their uniform resource locator (URL) and header information to make their illegal purpose obvious to the pirate directories and other Internet users. Because the infringing nature of such sites would be apparent from even a brief and casual viewing, safe harbor status for a provider that views such a site and then establishes a link to it would not be appropriate.  Pirate directories do not follow the routine business practices of legitimate service providers preparing directories, and thus evidence that they have viewed the infringing site may be all that is available for copyright owners to rebut their claim to a safe harbor.

The DMCA also added the power of copyright holders to issue subpoenas “to a service provider for identification of an alleged infringer in accordance with this subsection” without initiating lawsuits.
  The use and application of this section is discussed below in Part VI.

Application of the DMCA Safe Harbors in P2P Cases: Napster, Aimster and Grokster

The DMCA safe harbors (driven by the invocation of the safe harbors by litigations) have received very different, and more limited, attention in the courts than has the CDA Good Samaritan provision.  The discrepancy may be attributed to the differences between the statutes.  The DMCA safe harbors are complex, whereas the Good Samaritan provision is the model of brevity, if not simplicity.  Also, three out of four of the DMCA safe harbors involve issues of notice and removal, whereas the CDA has no such requirements.  Consequently, even in the mere handful of published opinions giving substantive commentary on the DMCA safe harbors, many of them are focused on whether notice was properly given, or whether the service provider maintained a proper policing program, rather than the actual operation of the safe harbors.
  Because of the minimal amount of caselaw concerning the DMCA safe harbors – six years after their enaction – there has been significantly less development of the substantive issues surrounding them than there has been in connection with the CDA Good Samaritan provision.

Beginning in 1999, the U.S. federal courts considered a series of cases brought by the music industry against Internet peer-to-peer services used for the transmission of infringing MP3-format music files.  While the Napster and Aimster cases resulted in victories for the music industry, the decision by the lower court in the Grokster matter (now on appeal) was that the defendants were not liable for secondary copyright infringement.  While the Napster and Aimster defendants argued for protection under the DMCA safe harbors, the defendants in Grokster appear to have chosen another route.  Each of these cases is discussed below.

The first case to address availability of any of the DMCA safe harbors was an early decision in the Napster litigation.
  Napster provided software that allowed users to “post” to the Napster system a listing of their MP3-format files, view lists of MP3 files posted by other users, search for MP3 files of specific recordings, and download MP3 files made available on Napster. This action was brought by members of the RIAA against Napster, alleging contributory and vicarious copyright infringement, as well as unfair competition and violation of the California civil code.
 The plaintiffs averred that “there is nothing unlawful about the MP3 format per se,”
 but that Napster “has chosen to build its business on large-scale piracy [and] created a virtual sanctuary where music piracy can and does flourish on a monumental scale.”
 According to the RIAA members’ December 1999 complaint, a random sampling of Napster MP3 files by the RIAA revealed that “the overwhelming majority, approximately 90%, infringed the rights of the RIAA’s members.”
 Napster moved for summary judgment, on the theory that it was protected by the “transitory digital network communications” safe harbor provision of the Digital Millennium Copyright Act.

On May 5, 2000, the District Court for the Northern District of California issued a decision against Napster on its motion for summary judgment under the safe harbor provisions of the DMCA.
 Napster argued that it qualified as a “service provider”
 and fit under this safe harbor because all communications and transfers of files were initiated by users, rather than Napster.  As a service provider, Napster maintained, it was eligible for immunity under § 512(a) – the transitory communications safe harbor – because it operated by automatically transmitting files across the Internet without modification.  The court, however, denied Napster’s application.  The safe harbor, the court pointed out, requires that the copyright infringement in question take place over a “system or network controlled or operated by or for the service provider.” Even by including “Napster’s servers and Napster’s MusicShare browsers on its users’ computers” as part of the system — as Napster argued — the court found that the transmissions or routing did not occur “through” Napster’s system, but rather over the public Internet, making Napster ineligible for immunity from contributory or vicarious copyright infringement.

In a subsequent decision, the district court found Napster both vicariously and contributory liable for the primary copyright infringement of Napster’s users, and granted plaintiffs’ motion for a preliminary injunction.  An irony for Napster was that the court found that Napster was not connected enough to the infringement to take advantage of the safe harbor, but later determined that Napster was sufficiently involved with infringement to be liable for contributory and vicarious copyright infringement.
  This is not to suggest that the two rulings are inconsistent, for they were concerned with different legal standards.  As discussed below, however, Grokster followed a different technological path then did Napster, and thus achieved a different result at the district court level.
The Ninth Circuit Court of Appeals returned to the question of Napster’s DMCA immunity in 2001.
 While noting that the district court had not given any weight to Napster’s immunity argument, the court said “[w]e need not accept a blanket conclusion that § 512 of the Digital Millennium Copyright Act will never protect secondary infringers….We instead recognize that this issue will be more fully developed at trial.”
 (There was no Napster trial because Napster ultimately ceased its operations).  Summarizing, the court wrote:

Plaintiffs have raised and continue to raise significant questions under this statute, including: (1) whether Napster is an Internet service provider as defined by 17 U.S.C. § 512(d); (2) whether copyright owners must give a service provider “official” notice of infringing activity in order for it to have knowledge or awareness of infringing activity on its system; and (3) whether Napster complies with § 512(i), which requires a service provider to timely establish a detailed copyright compliance policy.

Like the district court, the Ninth Circuit found Napster liable for contributory and vicarious copyright infringement, but only for those infringing works about which it was placed on notice by the recording industry.

Soon after the Napster action began, the music industry brought suit against another peer-to-peer provider, Aimster.  In a 2002 decision, the District Court for the Northern District of Illinois granted Plaintiffs’ motion for a preliminary injunction, and the Seventh Circuit Court of Appeals affirmed the decision in 2003.
 At the start of its decision the District Court set the tone by saying “At issue is a service whose very raison d’etre appears to be the facilitation of and contribution to copyright infringement on a massive scale.”
 The Aimster system utilized America Online’s “AIM” instant-messaging software to transmit files.  Defendants claimed that through the regular operation of the system, “Defendants have no knowledge whatsoever of when its users are exchanging files, who are exchanging files, or what files are being exchanged.”
 Defendants further claimed that to the extent people used Aimster to transmit music files, they are “using Aimster solely as an internet service provider, in much the same way that such files can be and are transferred on AOL and other internet service providers.”
 Neither Plaintiffs nor the Court agreed with this characterization, however.  First, the court determined that Aimster’s users were engaged in direct copyright infringement.
 Next, the court considered whether the AHRA, and the Diamond Multimedia decision, offered Defendants any protection, and concluded that they did not, because neither the AHRA nor the decision had any applicability to the facts.

The court then focused on contributory infringement (knowledge and facilitation), finding that “[t]here is no doubt that Defendants either know or should know of the direct infringement occurring on the Aimster system.”
 The court addressed Defendants’ argument that the Aimster system’s encryption made Defendants “unaware of the actual specific transfers of specific copyrighted music between specific users of the Aimster system” by noting that “there is absolutely no indication in the precedential authority that such specificity of knowledge is required in the contributory infringement context,” adding that it was “disingenuous of Defendants to suggest that they lack the requisite level of knowledge when their putative ignorance is due entirely to an encryption scheme that they themselves put in place.”
 The court also said that constructive knowledge of infringement would suffice.

With contributory infringement demonstrated, the court addressed Defendants’ arguments that like the Sony Betamax, the Aimster service was “capable of substantial noninfringing uses.” The court rejected this idea on its finding that “the evidence leads to the inescapable conclusion that the primary use of Aimster is the transfer of copyrighted material among its users,
 indicating that the Aimster court did not believe that a product or service need merely be “capable” of noninfringing uses in the literal sense.  The court further stated that the Sony exception only applies to “staple articles of commerce,” of which the Aimster service was not, because it was not a “discrete product to be sold to customers who thereafter use the machine as they see fit.  Instead, Aimster is a service more closely akin to [a] swap meet.”
 The court also held that the Sony doctrine does not apply to the “unauthorized and widespread distribution of infringing works.”
 The court additionally stated that Aimster was ineligible for Sony protection because “there is authority to suggest that Sony’s protection is not available when the products at issue are specifically manufactured for infringing activity,”
 and because Aimster was not an “innocent enabler” as was Sony.

Moving on to vicarious liability (supervision and financial benefit), the court found Defendants had the right and ability to supervise Aimster’s users, in that they had the right to terminate individual users, rejecting Defendants’ argument that the system’s encryption stripped Defendants of their supervisory abilities.
 The court also found the “direct financial interest” prong satisfied, first of all, by the fact that Aimster charged users for certain premium services, and because “[t]he financial benefit element is also satisfied where, as here, the existence of infringing activities act as a draw for potential customers.”
 The Aimster court’s approach to contributory and vicarious liability, as well as the application of the Sony doctrine, is worthy of further study beyond the confines of this paper.

The court concluded its traditional secondary liability analysis and went on to discuss the potential applicability of the DMCA safe harbors.  Before one can assess safe harbor applicability, wrote the court, one must first satisfy two prerequisites: (i) it must be a “service provider” under the DMCA, and (ii) it must have a notice and takedown program in place satisfactory to the DMCA.
 On the first point the court found Aimster was certainly a service provider, noting that “‘service provider’ is defined so broadly that we have trouble imagining the existence of an online service that would not fall under the definitions.”
  Regarding the second point, although the court found “Aimster has adopted a repeat infringer policy,” it also found that the policy, according to Defendants, “is not implemented because it cannot be implemented.”
 According to the court, the fact that Defendants were incapable of policing infringement did not release Defendants from responsibility, but rather disqualified Defendants from relying on the safe harbors:

[W]e remain nonplused with Defendants’ argument that the Aimster encryption scheme absolves them of responsibility when that scheme is voluntarily instituted by the Defendants themselves. Adopting a repeat infringer policy and then purposely eviscerating any hope that such a policy could ever be carried out is not an “implementation” as required by § 512(i).

As discussed below, the Grokster court reached a different conclusion on similar facts.  The Aimster court nevertheless went through the safe harbor analysis.

Plaintiffs urged that § 512(a) was inapplicable for the same reason expressed in Napster – Aimster is not a system “through” which allegedly infringing materials are transmitted.  The court agreed, expanding the reasoning to say that because Aimster could not be classified as a mere “conduit,” in the words of Congress, it was ineligible for safe harbor protection.
 The court dispensed with § 512(b) by noting that the “system caching” safe harbor was limited to instances where the purported liability arose from the caching of information, which was not the case in Aimster.
 The court likewise found § 512(d) inapplicable, because it requires that the service provider not have knowledge of the infringing activity, and Defendants, the court had already found, “do have actual and constructive knowledge of the infringing activity,” among other reasons.

On appeal, the Seventh Circuit affirmed the conclusions of the District Court.
 As the court saw the issue, the recording industry was arguing for a new standard for services – such as Aimster – different from that expressed by the Supreme Court with regard to the product at issue in Sony:

With regard to services, the industry argues, the test is merely whether the provider knows it’s being used to infringe copyright.  The industry points out that the provider of a service, unlike the seller of a product, has a continuing relation with its customers and therefore should be able to prevent, or at least limit, their infringing copyright by monitoring their use of the service and terminating them when it is discovered that they are infringing.

The court agreed, but said that this was “not necessarily a controlling factor.”
 The Court of Appeals agreed with the District Court on the issue of contributory infringement, but said they were “less confident than the district judge was that the recording industry would also be likely to prevail on the issue of vicarious infringement.”

Turning then to the DMCA, the Seventh Circuit noted that it “provides a series of safe harbors for Internet service providers and related entities, but none in which Aimster can moor.”
 The court did not reach a discussion of the particular safe harbors because:

The common element of its safe harbors is that the service provider must do what it can reasonably be asked to do to prevent the use of its service by “repeat infringers.” 17 U.S.C. §512(i)(1)(A).  Far from doing anything to discourage repeat infringers of the plaintiffs’ copyrights, Aimster invited them to do so, showed them how they could do so with ease using its system, and by teaching its users how to encrypt their unlawful distribution of copyrighted materials disabled itself from doing anything to prevent infringement.

In April 2003, the District Court for the Central District of California rendered its decision regarding yet another music-sharing P2P service, Grokster,
 finding that Grokster – unlike Napster and Aimster – could not be held secondarily liable for copyright infringement.  The court’s reasoning focused on technical differences between the Napster and Grokster systems.

On the issue of contributory infringement, the court stated that

in order to be liable under a theory of contributory infringement, [Defendants] must have actual knowledge of infringement at a time when they can use that knowledge to stop the particular infringement.  In other words, Plaintiffs’ notices of infringing conduct are irrelevant if they arrive when Defendants do nothing to facilitate, and cannot do anything to stop the alleged infringement.

As for materially contributing to the infringing activity, the court wrote:

While Defendants, like Sony or Xerox, may know that their products will be used illegally by some (or even many) users, and may provide support services and refinements that indirectly support such use, liability for contributory infringement does not lie “merely because peer-to-peer file-sharing technology may be used to infringe plaintiffs’ copyrights.”

Because there was no material contribution, the court granted Defendants summary judgment on the issue of contributory infringement.

The court also considered whether Grokster was liable for vicarious copyright infringement.  On the issue of financial benefit, the court found it “clear that Defendants derive a financial benefit from the infringing conduct.  The ability to trade copyrighted songs and other copyrighted works certainly is a ‘draw’ for many users of Defendants’ software.  As a result, Defendants have a user base in the tens of millions.”
 As to right and ability to supervise, however, the court found Plaintiffs’ argument lacking.  “Napster possessed the ability to monitor and control its network, and routinely exercised its ability to exclude particular users from it,” wrote the court, but “[s]uch is not the case here.  Defendants provide software that communicates across networks that are entirely outside Defendants [sic] control.”
 The court granted summary judgment for Defendants on the vicarious liability claims, as well.

Significantly, the court concluded that it

is not blind to the possibility that Defendants may have intentionally structured their businesses to avoid secondary liability for copyright infringement, while benefiting financially from the illicit draw of their wares.  While the Court need not decide whether steps could be taken to reduce the susceptibility of such software to unlawful use, assuming such steps could be taken, additional legislative guidance may be well-counseled.

Kazaa, one of the P2P systems at issue in the Grokster case, is under legal attack on the international front.  In December 2003, the Dutch Supreme Court ruled in Kazaa’s favor on the grounds that Kazaa could not stop its users from infringing, and because Kazaa’s software was used for non-infringing uses.  According to the Netherlands Questionnaire response, it is expected that the question of whether Kazaa is liable for its users’ infringement – to which the appeals court answered “yes” – will come up shortly before the Supreme Court.
  In Australia, in  February 2004, Music Industry Piracy Investigations (“MIPI”), a branch of the Australian Recording Industry Association, obtained court permission to raid and seize evidence from the offices of Kazaa’s owner, Sharman networks, as well as from affiliated businesses, officers, service providers and universities.  Motions by the defendants to set aside the seizure order, and to stay proceedings, pending the outcome of the U.S. Grokster case were denied.

One of the more interesting aspects about the Napster-Aimster-Grokster progression of decisions is what it may suggest about the longevity of the DMCA’s safe harbors.  It seems clear that the drafters of the DMCA did not anticipate that en masse copyright infringement would be taking place via P2P transmission systems.  Rather, the drafters expected that copyright infringing works would be uploaded to Web sites, then downloaded by people from those sites, making it relatively easy to target individual infringing works residing at particular locations, and have them taken down.  Thus, § 512(c) (storage at the direction of a user) has a notice and takedown requirement, while § 512(a) (transitory digital communications) does not.  It is also why – according to the understanding of the Court of Appeals for the Federal Circuit – the DMCA subpoena power does not extend to § 512(a) service providers (see Part VI).

Peer-to-peer systems, especially those used (and perhaps designed) to transmit copyright-infringing music files, were not what the drafters had in mind when they put § 512(a) – the broadest and least onerous safe harbor – into place, and the Napster courts certainly seemed of the same mind, even though a strict reading of the initial Napster decision suggests that a P2P system designed in such a way that all communications do, in fact, travel through a central server should receive § 512(a) immunity.  Therefore it is possible that the proprietors of Grokster, in designing their system, crafting their legal arguments, or both, made a conscious decision not to design a system that fit squarely into § 512(a), but rather purposefully designed a system that made them willfully blind to the infringing taking place.  For the moment, this strategy seems to have worked for Grokster.  Whether it works or not, the strategy may reflect a lack of confidence in the DMCA safe harbors’ ability to provide protection for these types of services.  If it does work – if the Grokster decision is affirmed – it may reflect that the usefulness of the DMCA safe harbors, at least in some contexts, has come to an end, supplanted by new technology.

PART V: CDA and DMCA Interaction, Gaps in Coverage

As the previous sections illustrate, the immunity provisions of the CDA and the DMCA are very different in function and scope.  As the Internet has developed, litigants have asked the courts to apply these statutory provisions to intermediaries providing Internet-based services.  More often than not, these intermediaries and services have been beyond the conception of the proponents of these statutes.

Due at least in part to the differences between the CDA and DMCA immunity provisions, the CDA has been invoked to immunize a wide range of intermediaries and services – such as Internet-based auctions – while the DMCA has provided immunity in very limited, and more traditional, circumstances.  No peer-to-peer service, for example, has enjoyed DMCA immunity, while eBay has been deemed immune for all manner of improper auctions, including those of digital bootleg music files.

Differences Between the CDA and the DMCA

The CDA and the DMCA plainly have different approaches to Internet intermediary liability and immunity.  As the court in Barrett v. Rosenthal – the case in which a California appellate court scaled back CDA-based immunity to publisher, but not distributor, liability – explained:

Section 230’s [of the CDA] lack of clarity as to the boundary of the immunity it creates contrasts with the specificity of the immunity granted under the Digital Millennium Copyright Act (17 U.S.C. § 512) (DMCA).  Like the CDA, the DMCA protects Internet service providers from liability for content provided by third parties.  The DMCA immunizes providers who transmit material that infringes the rights of the holder of a copyright if the provider did not originate the infringing content, has no editorial control over the material, does not know the material is infringing or have reason to know, acts expeditiously to remove the material after learning of the infringement, and receives no financial benefit from the infringing activity. (17 U.S.C. § 512 (a)-(d).) While the level of intermediary liability allowed under the DMCA is similar to distributor liability under the common law and may therefore indicate Congress does not feel this level of liability will unduly chill Internet communication, the greater significance of the DMCA for our purposes is its particularity as to the conditions and limits of the immunity it creates.  Unlike the CDA, the DMCA “speaks directly” to this issue.

As suggested above, these fundamental differences in the operation of the CDA’s and DMCA’s immunity provisions may account for their very different histories of application and interpretation in the courts.

Gaps in Coverage Under the CDA and DMCA Immunity Provisions

Taken together, the CDA and DMCA establish two non-overlapping zones of coverage for immunity for Internet intermediaries.  But these zones, collectively, are not all-encompassing.  As noted above, the CDA applies to matters of “speech” and specifically exempts “intellectual property,” while the DMCA applies only to copyright.  Other forms of intellectual property liability – such as trademark, trade dress and patent – are not addressed, and therefore defendants in such cases do not enjoy any special treatment simply because their actions took place over the Internet.  The federal district court for the Southern District of New York expressly made this point in March 2001, in Gucci v. Hall.
  In Gucci, the plaintiff sued a Web site operator who was selling counterfeit Gucci products, as well as Mindspring, the service provider that was hosting the site.  Mindspring interposed a defense that it was immune under the CDA’s Good Samaritan provision, but the court disagreed, finding the “plain meaning” of that provision specifically excluded immunity for trademark infringement.

The CDA and DMCA immunity provisions leave the U.S. legal landscape with a patchwork of incomplete and uneven coverage for Internet intermediaries.  Cognition of the bounds and rules of the patchwork is crucial when operating in the U.S. market, and practicing in its courts.  It is also important to understand that the U.S. approach is different than the approach taken by the European Union’s E-Commerce Directive, discussed below, which provides coverage without reference to the underlying offense, but in an arguably narrower fashion, from the standpoint of immunity.

PART VI: Alternative U.S. Approaches

As I mentioned in the introduction, I have taken the liberty of adding two words to the title of this paper – and Beyond – because I believe history has shown us that technology and copyright litigation is an ongoing continuum along which technology, legislation and litigation-created doctrine continue to challenge each other, pushing one another forward.  Although pursuing liability for Internet intermediaries has been a large focus of litigation in the Internet era, other approaches have also been emerging, including suits against individuals, new legislative initiatives and technological counter-measures.

Suing Individuals

As noted above, when the topic of this conference was first conceived, the campaign against Internet intermediaries in the U.S. courts was in full swing, and many did not expect that the music industry would begin taking broad-based action against individual P2P users.  In June 2003, for example, the Seventh Circuit Court of Appeals (in the Aimster matter) wrote of the “impracticality or futility of a copyright owner’s suing a multitude of individual users,”
 as an explanation for the need to pursue secondary infringers.

Yet it was in the spring and summer of 2003 that the RIAA began what is an ongoing campaign of litigation against individuals for online copyright infringement.  On April 3, 2003, the RIAA brought suits against four college students (one at Princeton, one at Michigan Tech, and two at Rensellaer), alleging direct and contributory copyright infringement for their roles in operating music-sharing networks at their colleges.
 In each of the suits, the students were accused of having “hijacked an academic computing network and installed on it a marketplace for copyright piracy that is used by others to copy and distribute music illegally,” and having committed “direct copyright infringement himself by copying and distributing hundreds of sound recordings over his system without the authorization of the copyright owners.”
 These suits were reportedly each settled for between $12,000 and $17,000 each.

The DMCA Subpoenas

On July 18, 2003, news broke that the RIAA had served 871 subpoenas upon service providers, “with roughly 75 new subpoenas being approved each day.”
 These subpoenas were issued in accordance with section 512(h) of the DMCA, and called for the identification of individual users the RIAA believed were engaged in improper file sharing through the service providers.  These subpoenas provided the RIAA with the information to file an initial wave of 261 lawsuits against individuals, on September 18, 2003.
 Some of the targets of these lawsuits were reported to be the unsuspecting relatives of young music sharers,
 and even some people who claimed they did not own computers.
 The first of these settlements, for $2,000 with a twelve-year-old girl, naturally received a significant amount of attention,
 as well as an offer by the P2P industry to pay for it.

During the RIAA’s initial campaign against individual infringers, two ISPs challenged the validity of the RIAA’s subpoenas issued under DMCA § 512(h).  On July 24, 2002, the RIAA issued a subpoena against Verizon, seeking subscriber information.  Verizon refused to comply and the RIAA moved to compel compliance.  Verizon argued that the DMCA did not allow the RIAA to issue § 512(h) subpoenas against § 512(a) ISPs – ISPs acting as mere conduits – but only against § 512(c) ISPs – ISPs hosting material at the direction of users.  The District Court for the District of Columbia agreed with the RIAA, and ordered disclosure.

Then, on February 4, 2003, the RIAA issued a second subpoena against Verizon for subscriber information.  Verizon moved to quash the subpoena, arguing that the subpoena, and § 512(h), were violative of the U.S. Constitution.  On April 24, 2003, the District Court again sided with the RIAA, and ordered compliance.

In the wake of the RIAA’s early successes in the District of Columbia, SBC, which had also received a § 512(h) subpoena from the RIAA, moved in the District Court for the Central District of California, challenging its subpoena on similar grounds to those raised by Verizon.  The RIAA, in turn, moved to transfer the case to the District of Columbia, because that was the district from which the subpoena was issued.  On November 26, 2003, the California court agreed, and transferred the case.

On December 19, 2003, however, everything changed.  The Court of Appeals for the District of Columbia Circuit issued a decision reversing the first decision of the District Court (and consequently not reaching the second decision), ruling that the language of the DMCA could not support the RIAA’s argument that § 512(a) ISPs (mere conduits) were subject to § 512(h) subpoenas.

Put simply, the court noted that sections 512(b) through (d) all contain “notice and takedown” provisions, while § 512(a) does not.
 Because § 512(h) requires that, as a prerequisite for sending a subpoena, the issuer demonstrate that it has sent a takedown notice that went unheeded, and because § 512(a) makes no reference to such a notice, one could not satisfy the prerequisite.  Indeed, noted the court, a § 512(a) ISP could never engage in takedown if it wanted to, because it does not have access to the source location of the infringing material.
 Therefore, the court concluded, “we agree with Verizon that § 512(h) does not by its terms authorize the subpoena.”
  Without the extraordinary subpoena power of the DMCA, copyright holders would first have to initiate “John Doe” lawsuits – lawsuits against unnamed defendants – and then subpoena the service providers in connection with those lawsuits to reveal the true identities of the “John Doe” defendants.

The Verizon court, like the Sony, Diamond and Grokster courts, recognized that it was dealing with a technological situation outside the contemplation of the particular statute, but, like those courts, concluded that it was bound to interpret the statutes within their four corners, even if it meant that the statute was simply inapplicable:

the legislative history of the DMCA betrays no awareness whatsoever that internet users might be able directly to exchange files containing copyrighted works. That is not surprising; P2P software was “not even a glimmer in anyone’s eye when the DMCA was enacted.” In re Verizon I, 240 F. Supp. 2d at 38…. The Congress had no reason to foresee the application of § 512(h) to P2P file sharing, nor did they draft the DMCA broadly enough to reach the new technology when it came along. Had the Congress been aware of P2P technology, or anticipated its development, § 512(h) might have been drafted more generally. Be that as it may, contrary to the RIAA’s claim, nothing in the legislative history supports the issuance of a § 512(h) subpoena to an ISP acting as a conduit for P2P file sharing.

The practical impact of the Verizon decision is that the RIAA would not be able to use the § 512(h) subpoenas to pursue individuals engaged in P2P file sharing through ISPs, as the P2P systems do not rely on the ISPs hosting or otherwise storing the infringing materials on ISP-controlled computers.

Some might argue, therefore, that just as the Grokster decision demonstrates that the DMCA safe harbors may have been made irrelevant by technological change, so too the DMCA subpoena power has been marginalized by a shift in the way that piracy is taking place, from “hosted” sites to peer-to-peer transmissions (if one accepts the Verizon conclusion that the subpoena power was not intended to, and does not, apply to § 512(a) service providers).

The “John Doe” Lawsuits

After the Verizon reversal, the RIAA continued its campaign, this time by filing John Doe suits directly, and seeking identifying information from the ISPs through traditional subpoenas.  The RIAA has filed John Doe lawsuits against over 2,500 individuals since January 2004,
 and has followed up with suits against some of these individuals (who decline to enter into settlements) in their true names.
  On March 5, 2004, a Pennsylvania federal court ruled that the RIAA had to file each John Doe lawsuit separately, and could not bring a single complaint against 203 John Does.
  Despite this setback, like the § 512(h) setback, the RIAA’s efforts against individuals by all accounts are continuing.  Finally, although the RIAA has stated that it is targeting “uploaders” – people who make music available to others, it must be noted that those sued run the risk of liability for downloading as well, as illustrated by a recent order fining an individual over $4,000 for downloading just five songs.

P2P Legislation

There has also been an effort in the U.S. Congress to pass some form of “P2P” legislation.  A variety of proposed bills have been advanced, although none have been signed into law.  These include:

· The “Berman Bill,” which would give copyright holders the right to “disable” copyright infringing works residing on a “publicly accessible peer-to-peer file trading network”;

· The “Piracy Deterrence and Education Act,” which focused on the purported dangers P2P systems pose to “security and privacy,” and would have the Federal Bureau of Investigation develop an inter-agency deterrence program;

· The “ACCOPS” Act, which would criminalize “the placing of a copyrighted work, without the authorization of the copyright owner, on a computer network accessible to members of the public who are able to copy the work through such access”;

· The “Protecting Children from Peer-to-Peer Pornography Act of 2003,” which focused on the “availability of peer-to-peer systems as a distribution mechanism for child pornography,” and would make unlawful the distribution of P2P software without, among other things, verifying the age of the downloader, and warning against the ability of P2P systems to be used for pornography and, if applicable, the system’s “supernode” functionality;

· The “Government Network Security Act of 2003,” which was concerned with protecting the computers of the U.S. government against the dangers of P2P;
 and

· A bill devoted to “educat[ing] consumers concerning the potential risks to their privacy and personal security, as well as educat[ing] consumers about potentially inappropriate behavior resulting from purposeful or accidental misuse of peer-to-peer file sharing technology.”

According to the responses to the Questionnaires, none of the ALAI member countries have enacted any P2P-specific legislation.

Technological Counter-Measures

In addition to the legal approaches to piracy and Internet intermediaries – legislation and litigation – people also are approaching these issues technologically.  Professor Lawrence Lessig has long suggested that “code” – the programming languages that define how the Internet functions – can take the place of, or function in tandem with, traditional laws.
 Various forms of media have had “copy protection” built into them for some time – examples are computer software, DVDs, and now some music CDs.  But copy protection has traditionally led to efforts to “crack” such protection.  In 1981, for example, one of the most popular pieces of software for the Apple II computer was “Locksmith,” which was used to make copies of the protection schemes on other Apple-compatible software.
 Historically, each new scheme of copy protection has generally been met with a method of avoiding or disabling the protection.

However, in addition to its safe harbors and subpoena powers discussed above, the DMCA was designed to change the landscape for technological measures as well.  Part of the DMCA is Section 1201, which creates civil and criminal liability for those who “circumvent a technological measure that effectively controls access to a work protected” by the Copyright Act.
 Now, those who “crack” the copy protection on software, entertainment media or hardware run the risk of criminal liability under the anticircumvention statute.  Since § 1201 took effect, there have been a series of decisions uniformly finding those who circumvent copy-protection schemes – specifically DVD copy protection schemes – or even publish or link to material concerning circumvention of copy-protection schemes liable.

There are also loud voices protesting that § 1201 goes too far.
 In the cases decided under § 1201, the defendants have argued that § 1201 is unconstitutional in that it deprives customers of their right to make “fair use” of purchased DVDs.  These arguments have been uniformly rejected.  Most recently, a California district court wrote: “§ 1201 does not eliminate fair use, and the doctrine of fair use does not guarantee copying by the optimum method or in the identical format of the original. This Court determines that the DMCA does not exceed the scope of either the Commerce or the Intellectual Property Clauses.”

In 2003, the U.S. Library of Congress recommended certain exceptions to the DMCA anticircumvention provision, but those exceptions did not include many exceptions sought by the public, including proposed exemptions for “fair use works” and for “[a]ny work to which the user had lawful initial access subject material.”
 The Digital Media Consumers’ Rights Act, first introduced in 2002, reintroduced in 2003 and raised in the press recently, is a piece of proposed legislation aimed at specifically scaling back § 1201 to preserve all “fair use rights.”

Others suggest that the anticircumvention provision can be taken to extremes.  For example, it was reported that, for a time, Sony was threatening buyers of its “AIBO” robotic dogs that opened up their dogs to “teach” them new tricks, on the theory that opening up the pets and accessing the circuitry was a violation of § 1201.
  Similarly, it has been reported that a copy-protection method employed by Sony on some of its music CDs can be foiled by writing on the edge of the protected disk with a marking pen.
 Technically – as others have suggested – writing on a disk with a pen (albeit a pen marketed for these purposes), and thus voiding the copy protection, might be considered violative of § 1201, and therefore a criminal act.

PART VII: International Approaches, International Challenges

International Approaches to Secondary Liability

Many of the countries whose copyright law is derived from the British system recognize the principle of “authorization,” an analogue to U.S. secondary copyright liability concepts.  A recent decision by the Supreme Court of Canada found that libraries could not be held secondarily liable for making photocopy machines available to patrons, who may have made infringing copies of copyrighted works in the library.
 The court explained both the “authorization” concept, and its application to photocopiers, as follows:

Under s. 27(1) of the Copyright Act, it is an infringement of copyright for anyone to do anything that the Act only allows owners to do, including authorizing the exercise of his or her own rights. It does not infringe copyright to authorize a person to do something that would not constitute copyright infringement.…

“Authorize” means to “sanction, approve and countenance.” Countenance in the context of authorizing copyright infringement must be understood in its strongest dictionary meaning, namely, “give approval to, sanction, permit, favor, encourage.” Authorization is a question of fact that depends on the circumstances of each particular case and can be inferred from acts that are less than direct and positive, including a sufficient degree of indifference. However, a person does not authorize infringement by authorizing the mere use of equipment that could be used to infringe copyright.  Courts should presume that a person who authorizes an activity does so only so far as it is in accordance with the law. This presumption may be rebutted if it is shown that a certain relationship or degree of control existed between the alleged authorizer and the persons who committed the copyright infringement.

The court went on to find that the argument that the photocopiers were being used for infringement, and the argument that they were not, were “equally plausible.”
 Because, ultimately, the defendants “lack sufficient control over the Great Library’s patrons to permit the conclusion that it sanctioned, approved or countenanced the infringement,” the court found no liability on the part of the library.

The Canadian court recognized that its decision was at odds with a 1976 Australian decision – Moorhouse – that came to the opposite conclusion,
 which was itself contrary to then-established British and Canadian precedent.  A subsequent Australian case, Australian Tape,
 reaffirmed Moorhouse in 1993, but concluded that manufacturers of the instrumentality of infringement are not liable unless they can control the use of their devices:

manufacture and sale of articles such as blank tapes or video recorders, which have lawful uses, do not constitute authorization of infringement of copyright, even if the manufacturer or vendor knows that there is a likelihood that the articles will be used for an infringing purpose such as home taping of sound recordings, so long as the manufacturer or vendor has no control over the purchaser’s use of the article….in Moorhouse, authorization was made out.

Non-Liability for Downloaders

At the end of March, the recording industry suffered a litigation defeat in Canada, when that country’s Federal Court denied a motion by members of the Canadian Recording Industry Association (“CRIA”) in a John Doe lawsuit (BMG Canada Inc. v. John Doe) for five Canadian ISPs to disclose identifying information regarding users of the ISPs the CRIA contended were infringing the recording companies’ copyrights.
 The court found a number of procedural reasons to deem the CRIA members’ application deficient, each of which could likely be cured in subsequent applications.  However, the court also denied the motion on a substantive issue that had never particularly been challenged in the U.S. courts – whether the ISP users were engaging in direct infringement by posting copyrighted music to the Internet.  The Canadian court, to the surprise of many in the U.S., answered this question in the negative.

First, the court noted that “downloading a song for personal use does not amount to infringement,”
 adding that the users had to have engaged in authorization or distribution of infringement.
 Characterizing the actions of P2P users as “plac[ing] a personal copy on a shared directory linked to a P2P service,” the court found that there was no evidence the P2P users had authorized infringement, any more than a library authorizes infringement by placing “a photocopy machine in a room full of copyrighted material,”
 or distributed copyrighted material.
 The court found that the CRIA member companies “have not made out a prima facie case of infringement,”
 a prerequisite for ordering the ISPs to turn over information.  On or about the same day that the Canadian court rendered this decision, the International Federation of the Phonographic Industry (“IFPI”) announced a new wave of lawsuits aimed at individual file-sharers in Canada, Germany, Italy and Denmark.

The approach laid out in BMG Canada is shared by some of the ALAI member countries, as well.  According to the Norway Questionnaire Response, in March 2003, in the case of TONO et al v. Bruvik, the Norway Court of Appeal ruled that downloading music files for personal use does not constitute an infringement, and therefore Bruvik, the proprietor of www.napster.no, was not an accessory to copying.
  In the case of Phonofile AS v. ABC Startsiden, the same reasoning was applied to reach the opposite conclusion – that use of a P2P system to obtain music, which is then placed in a public folder for redistribution, is a primary infringement.  The court wrote that downloading music for purposes of public distribution could not be classified as “personal,” and would be an infringement.

According to the German Questionnaire Response, as a matter of German law, downloaders of music via P2P systems would not be able to take advantage of the “personal copying” exemption recognized in Canada, because P2P networks are “obviously illegal.”
 A new German Copyright Act went into effect September 13, 2003, which apparently addresses the liability of end users for copyright infringement.
 There is no question, at least from the German perspective, that uploaders are liable for direct infringement, as they are distributing infringing works to the public.

European Union E-Commerce Directive

The European Union E-Commerce Directive (the “Directive”)
 was promulgated on June 8, 2000.  Its first listed objective is “to contribute to the proper functioning of the internal market by ensuring the free movement of information society services between the Member States.”
  To date, many of the ALAI member countries have adopted or are preparing to adopt the Directive as their approach toward ISP liability and immunity.  Based on Questionnaire responses, the E-Commerce Directive has been adopted by Norway, Belgium, Finland, Hungary, Canada, Germany, Spain and Greece.  The Netherlands and France expect to pass the implementing law in the near future, while Mexico, Switzerland and Belgium have yet to implement the Directive (although Switzerland has pending legislation that may address some of the issues).

A primary difference between the Directive and the approach of U.S. law to ISP immunity is that the Directive provides generalized standards for immunity, regardless of the type of law at issue.  Whereas the CDA Good Samaritan provision applies only to “speech,” and the DMCA Safe Harbors apply only to copyright infringement, the Directive, on its face, appears to apply to all types of laws – including all forms of intellectual property and criminal law.
 As set out in the German response to the Questionnaire for this conference, the Directive (like an earlier German statute) “adopted a ‘horizontal’ approach to liability: It established a single liability regime for the breach of any type of substantive law on the basis that online intermediaries transmit and host content.”

Fashioned along the lines of the DMCA, the Directive envisions immunity for certain types of Internet actors, and sets out standards for each.

“Service Provider” Definition

The Directive defines “service provider” as “any natural or legal person providing an information society service.”
 “Information Society Service” is defined, in turn, by reference to a prior EU directive, which states that the term encompasses “any service normally provided for remuneration, at a distance, by electronic means and at the individual request of a recipient of services.”

This definition differs from those in the CDA and the DMCA in important ways.  The reader will recall that in the CDA, “interactive computer service” was defined as follows:

The term “interactive computer service” means any information service, system, or access software provider that provides or enables computer access by multiple users to a computer server, including specifically a service or system that provides access to the Internet and such systems operated or services offered by libraries or educational institutions.

In the DMCA, “Service Provider” was defined, for purposes of §§ 512(b) (caching), (c) (storage) and (d) (search tools), as “a provider of online services or network access, or the operator of facilities therefor,”
 and for § 512(a) (conduit), it was limited to “an entity offering the transmission, routing, or providing of connections for digital online communications, between or among points specified by a user, of material of the user’s choosing, without modification to the content of the material as sent or received.”
 All four definitions are rather broad, but have distinct foci.  The CDA defines an “interactive computer service” as that which connects multiple users to a computer server.  The broader of the DMCA’s two definitions encompasses all “online services,” while the more narrow DMCA definition specifies that the service must make connections at the direction of a user without modification to the content.

The Directive’s definition can be seen as something of a hybrid, with some interesting modifications.  It is plainly designed for broad application, yet it includes narrowing language found only in the § 512(a) definition – it includes all “electronic” services, but the services must be provided at the request of an individual user.  It also specifies that the services must be provided at a “distance.”
 Most interesting, perhaps, is the addition of the phrase “normally provided for remuneration.” This language raises myriad questions, such as: What services on the Internet are “normally” provided for remuneration? Does the “remuneration” have to come from the users or does advertising suffice? If it is a service that is normally performed for remuneration in the physical world, does a free, Internet-based version qualify?
 It may be that the language is ultimately read broadly, to encompass all Internet-based services, but it is notable, at least for the time being, that neither of the U.S. counterparts to the Directive has such limiting language.

Immunity

Section 4 of the Directive addresses “Liability of intermediary service providers,” setting forth standards for “Mere Conduit” (Art. 12), “Caching” (Art. 13) and “Hosting” (Art. 14).  The Directive also states that “1. Member States shall not impose a general obligation on providers, when providing the services covered by Articles 12, 13 and 14, to monitor the information which they transmit or store, nor a general obligation actively to seek facts or circumstances indicating illegal activity.”
 The approaches of Articles 12 and 13 to “Mere Conduit” and “Caching” immunity track very closely the approaches of §§ 512(a) and (b) of the DMCA.

The Directive’s Article 14 (Hosting) is analogous to the DMCA’s § 512(c) for “Information Residing on Systems or Networks At Direction of Users,” with some differences.  Section 512(c), as noted above, incorporates the general “vicarious liability” standard from copyright, so that a vicarious infringer – one with knowledge and the right and ability to supervise – cannot take advantage of the § 512(c) safe harbor.  Article 14 mimics the language of § 512(c) regarding knowledge, but replaces the language “does not receive a financial benefit directly attributable to the infringing activity, in a case in which the service provider has the right and ability to control such activity” with the more stringent “Paragraph 1 shall not apply when the recipient of the service is acting under the authority or the control of the provider.”
 Where a service provider is making money, and has the right and ability to control, but is not, in fact, controlling the customer (as in the case of a centralized P2P network, for example), it would appear that the DMCA and the Directive may differ as to whether the service provider would be liable.

Interestingly, in its Questionnaire response, Norway (which adopted the Directive in February 2004) wrote:

Firstly, an access provider’s acts of mere conduit will be of such little importance that to consider them to constitute infringements would seldom seem close at hand.  Secondly, the access provider’s acts will in most cases be so unessential to the end result that there will rarely be a basis for considering such acts as a proximate cause to the economic loss.  Thirdly, an access provider rarely has that knowledge of the transmission of illegal material, which in law is requires in order that he be held liable.  The limitations of liability implemented through the Sections 16 and 17 of the E-commerce Act is therefore only to a very limited extent likely to alter what, at present, already would be the result based on general principles of copyright and tort law.

This commentary seems consistent with the underlying ideas of the “mere conduit” safe harbor – both in the U.S. and in Europe – under which “true” access providers, who do not supply content or become involved in the substance of communications, should be treated as common carriers.

The Directive does not have a safe harbor akin to DMCA § 512(d), which exempts “Information Location Tools.” In light of the fact that § 512(d) has not been invoked in any published decision, this disparity between the laws may not be of much moment, but to the extent the U.S. safe harbor is developed in the courts, differences in treatment for search engines in the U.S. and elsewhere may become a more significant issue.

U.S. Versus Directive Disparity

As noted above, the Directive is law-neutral, adopting a “horizontal” approach to Internet intermediary immunity, whereas the DMCA, and to a lesser degree the CDA, are limited in scope to particular areas of law.  At the same time, the Directive cannot match the breadth of immunity provided by the CDA.  This naturally leads to inconsistent treatment – sometimes of the same companies – around the globe.  For example, in the United States, in Gucci v. Hall,
 the court determined that neither the CDA nor the DMCA provided immunity to Internet intermediaries (in the first case eBay, in the second case Mindspring) for the auction or sale of trademark-infringing goods over the Internet.  In Germany, however, the District Court of Dusseldorf held that eBay was not liable for the distribution of fake watches, because eBay was merely hosting third-party data for its customers, and lacked actual knowledge of the infringement.  Whereas in the U.S., because the subject matter was trademark, immunity was not considered; in Germany the “horizontal” immunity approach was applied.

International Application of Local Standards

From the time that lawyers recognized the international implications of the Internet there were those who prophesied that the nature of the Internet would lead to situations where people in Country A would be tried and convicted in Country B for violating Country B’s laws through behavior that, in Country A, is not criminal.  These predictions first (from the author’s observation) became reality in 2000, under a set of circumstances few, if any, people anticipated.  This was the case of League Against Racism and Antisemitism v. Yahoo! Inc.

France criminalizes trafficking in Nazi merchandise, expressing support for Nazism, or denying that Nazi war crimes took place.  Such activity and speech is not prohibited in the United States, and the latter, in fact, is protected by the First Amendment to the United States Constitution.  Yahoo! Inc. was sued by groups in France that claimed that Yahoo!’s U.S.-based Web site, Yahoo.com, was in violation of the French law through the auction of Nazi memorabilia and the posting of pro-Nazi speech, all by third-party users of the site.  This occurred despite the fact that Yahoo!’s French portal, Yahoo.fr, was in compliance with the French law, and over Yahoo!’s argument that the French court should recognize its immunity as a service provider under the Good Samaritan provision of the CDA.  On November 20, 2000, the County Court of Paris sided with the plaintiffs, and ordered Yahoo! to remove all such materials from Yahoo.com.  The court gave Yahoo! three months to comply, after which time a fine of 100,000 francs per day would be imposed until Yahoo! achieved full compliance.  Yahoo! then brought suit in the U.S., and received a declaratory judgment from a California federal court.
  The decision is on appeal, and oral argument was heard on December 2, 2002.

Germany also prohibits certain Nazi-related activities.  The German Questionnaire Response notes that in order to block certain Nazi materials, “[i]n February 2002, the state government ordered 76 access providers in the region to ban access to the offensive sites,” which was upheld by the courts as a “necessary and proportionate” response.
 According to the Response, the state government of North Rhine-Westphalia had first approached the U.S.-based Internet intermediaries who were hosting the offensive material to remove it, but were rebuffed because it was protected “First Amendment” speech in the United States.  A German man recently received a 13-month suspended sentence for shouting “Seig Heil” in public and wearing a T-Shirt with a picture of Adolf Hitler.  According to news reports, he had also been charged with teaching his dog – “Adolf” – to perform the Nazi salute, but those charges were dropped.

To highlight the stark contrast between the operation of the laws in France and Germany, on the one hand, with those of the U.S., on the other, the First Amendment to the Constitution, generally speaking, allows all forms of free speech unless such speech is defamatory, or is likely to cause danger of physical harm.  A well-known example of the operation of U.S. law is the 1977 decision of the U.S. Supreme Court directing the Supreme Court of Illinois to allow a Nazi group to march through a Jewish neighborhood in Skokie, Illinois.
 In its final decision, in fact, the Illinois court “albeit reluctantly[] conclude[d] that the display of the swastika cannot be enjoined under the fighting-words exception to free speech, nor can anticipation of a hostile audience justify the prior restraint.”
  This outcome is diametrically opposed to the operation of French and Germany laws banning modern-day Nazi activities.

Along the same lines, the author of a book denying that the September 11, 2001 attack against the Pentagon took place came to the United States in 2002 on a book tour.
 While people expressed outrage at the author’s views, the author is not aware of any suggestion that he was not entitled to his opinion, and to express it in print or in person.  Paralleling this incident, France recently prohibited public school students from displaying or wearing “signs and dress that conspicuously show the religious affiliation of students” – such as Islamic scarves, Jewish yarmulkes, or large crosses.  By way of contrast, it was reported very recently that the U.S. Justice Department concluded an agreement with a school district in the state of Oklahoma, by which students would be permitted to wear head scarves in the public schools, and by which the school district had to amend its dress code to allow such clothing.

We must be cognizant of the fact that we are operating in an international space.  We generally recognize that the world’s courts, collectively, have jurisdiction over activity that takes place on the Internet.  We must recognize, however, that protected activity in one physical jurisdiction may not be protected – and may even be criminal – in another.  The tension between U.S.-based free speech rights and speech restrictions abroad is just one example of the practical implications of international conflicts of law.  Cognition of this reality requires an expanded tolerance for other viewpoints, on the one hand, but also a vigilance to educate one’s self, one’s circle of acquaintances, and one’s clients regarding the pitfalls of operating in the international space of the Internet.

PART VIII: Concluding Thoughts

Varying Standards of Liability and Immunity: The landscape in the United States for secondary liability and immunity of Internet intermediaries is a variegated patchwork, by virtue of the way in which it arose.  The U.S. has a continuum ranging from no immunity for trademark infringement and criminal violations, to some limitations of liability for copyright, to almost absolute immunity for the broadly-defined “speech.”  The E-Commerce Directive takes a very different approach.  It will be instructive to track the development of the law in those countries that have adopted the Directive (as well as those that have not) as compared to the development of law in the U.S.  Certainly there is some appeal to providing a single, “horizontal” standard for immunity for Internet intermediaries, regardless of the substantive law at issue.  By following the DMCA safe harbor model, the Directive is poised to be applied much more narrowly than has the CDA in the United States.  At the same time, the E-Commerce Directive also immunizes qualifying Internet intermediaries that satisfy the safe harbors for all types of civil, and even for criminal law violations, whereas the CDA and DMCA do not.  It will be interesting to observe how the courts and public react to this, as well.

Other International Conflicts: In addition to the disparate approaches across countries to liability and immunity for Internet intermediaries, we are also coming to realize that differences in substantive law also play an important role.  The international Yahoo! case was driven not only by cross-border differences in immunity – there was no analogue in France for the immunity granted by the CDA’s Good Samaritan provision – but fundamental differences in the approaches of the U.S. and France to speech.  The Constitutional right of U.S. citizens to express their viewpoints – however offensive those viewpoints may be – ran afoul of France’s criminal laws prohibiting certain types of speech, designed to protect the French citizenry.  The pervasive cross-border presence of the Internet facilitates the emergence of such conflicts that perhaps could not have arisen in the pre-Internet era.  Differences in substantive law will continue to challenge the international legal community, and likely provide impetus for the further development of international standards, if not international laws, regarding the Internet.

The Struggle Between Technology and Law: The brief history of Internet technology, Internet litigation and Internet legislation demonstrates that actors in all corners cannot accurately predict what will come next.  We have witnessed recently a series of revolutionary technologies, beginning with the Internet itself and moving through the development of the MP3 format, MP3 devices and the development of peer-to-peer technology, each of which was unanticipated by those making the laws, and each of which arguably made obsolete, to a greater or lesser degree, certain pieces of legislation.  To illustrate this trend, on June 15, 1999, the Ninth Circuit Court of Appeals wrote: “Various pirate websites offer free downloads of copyrighted material, and a single pirate site on the Internet may contain thousands of pirated audio computer files.”
 Just over a year later, in August 2000, the district court in Napster wrote: “Approximately 10,000 music files are shared per second using Napster, and every second more than 100 users attempt to connect to the system.”
  By the time the Grokster complaint was filed in October 2001, the film and music industries maintained that the various P2P defendants in that case “provide Internet users with a fully integrated infrastructure that connects them to millions of infringing digital files.”
  The speed with which P2P technology overtook the Internet and existing law cannot be ignored.

The legislative process has certainly been challenged, and, some might argue, humbled by technology: when the Supreme Court in Sony developed new copyright doctrine by borrowing the “staple article of commerce” doctrine from patent law, and thus immunized Sony; when the AHRA was found to have no application to MP3 technology and the next generation of music media; when the DMCA subpoena power proved inapplicable to identify P2P users; when the CDA Good Samaritan provision was expanded far beyond its intended borders; and when Grokster’s decision to write software that made it willfully blind to copyright infringement was blessed as a viable approach (we will see what happens on appeal), rather than writing software to take advantage of the DMCA safe harbors.

The challenges technology poses to law continue apace.  The New York Times recently reported on the emergence of I.R.C., or Internet Relay Chat, as the technology of choice for “elite level pirates” to connect to each other and distribute infringing materials.
  According to the article:

Even as much of the Internet has come to resemble a pleasant, well-policed suburb, a little-known neighborhood known as Internet Relay Chat remains the Wild West. While copyright holders and law enforcement agencies take aim at their adversaries on Web sites and peer-to-peer file-sharing networks like Napster, I.R.C. remains the place where people with something to hide go to do business.

Technological change will continue, and the legislative process will continue.  The question will be how, if at all, the legislative process should, can or will change as the pace of technological change continues to increase, and new technology is defined ever more frequently not in terms of circuits and wires, but far more malleable software code.  It is likely that some form of P2P legislation – and there is a great deal to choose from – will pass in the United States.  Also likely is that any such legislation will act as an incentive for the development of new technologies that may escape coverage by any such law.  The challenge to legislatures is to craft laws that can outlast specific technologies, just as the challenge for others appears to be the creation of new technologies that are beyond the reach of the law.
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ADDENDUM

As I explain in the body of this paper, the law of secondary liability vis-à-vis the Internet continues to change and develop.  This Addendum reflects upon four developments that have taken place since the ALAI Conference in June 2004.

MGM v. Grokster Affirmed: Certain P2P Providers Not Secondarily Liable for Copyright Infringement

Arguably, the most important development in recent months on the topic of secondary liability was the Court of Appeals for the Ninth Circuit’s August 19, 2004 affirmance of the district court’s decision in Metro-Goldwyn-Mayer v. Grokster.
  As explained in the paper (see Part IV), the district court determined that the purveyors of the Grokster and Streamcast P2P systems were not secondarily liable for copyright infringement taking place over those systems.

The Ninth Circuit agreed on all points with the district court.  Notably, the Court of Appeals extended the district court’s conclusion that the defendants – which the higher court called “Software Distributors” – could design and distribute software that made them factually unaware of specific instances of copyright infringement, and that such action did not give the defendants the ability to learn of specific infringements at a time when they could exercise control, and thus escape liability both for contributory infringement (which requires knowledge) and vicarious infringement (which requires a right and ability to control the direct infringers).

The Court of Appeals also gave its own interpretation of the Sony secondary liability doctrine, writing:

Napster I held if a defendant could show that its product was capable of substantial noninfringing uses, then constructive knowledge of the infringement could not be imputed.  Rather, if substantial noninfringing use was shown, the copyright owner would be required to show that the defendant had reasonable knowledge of specific infringing files.

Whereas the court traced this interpretation back to Napster, I fail to see it laid out plainly in that earlier decision.  Regardless of its origin, the Ninth Circuit’s interpretation adds a new layer of complexity to the Sony doctrine, which will surely impact the ongoing influence of the Sony decision.

Reconciliation of the new Grokster decision with the same court’s Napster decision requires one to accept the idea that a provider can design its software to make it unaware of copyright infringing activities taking place through the software, and that the provider need not give itself that awareness.  Reconciling it with the Seventh Circuit’s decision in Aimster is far more difficult, if not impossible.  We may see the argument emerge that if a product is designed from the outset – like Sony’s Betamax and photocopy machines – with no substantive connection between proprietor and user, the proprietor cannot be forced to make himself knowledgeable or grant himself control; but where the system is one where the connection between user and system is maintained – like Napster and Aimster – the proprietor cannot escape knowledge or control by writing code to blind himself from reality.  This possible reconciliation is not particularly satisfying, and it is troubling in its potential to encourage less voluntary efforts by Internet services to monitor their systems, and its potential for abuse in the Internet context, where all “products” are comprised of highly flexible software code.  It seems much more likely that a recognized split between the circuits will bring this issue to the attention of the U.S. Supreme Court, which may or may not agree to take up the question at this point in time.  It is also likely that legislative efforts to address either P2P systems directly, or secondary liability generally, will receive increased attention.

Grace v. eBay: California Court of Appeal Recognizes Publisher-Distributor Distinction under CDA

In Part III, I reviewed the case of Barrett v. Rosenthal, in which a California Court of Appeal held that the Good Samaritan provision of the Communications Decency Act applied only to traditional “publishers” of third-party speech, and not to “distributors.”  Because Barrett was vacated pending review, at the time of the conference no citeable decision recognized this distinction.

On July 22, 2004, another California Court of Appeal issued a separate decision in the matter of Grace v. eBay Inc.
  Like the other appellate court, this court also recognized the distinction between publishers and distributors, writing that a distributor who knew or had reason to know that the information was defamatory has no immunity under § 230 of the CDA.
  The court expressly rejected the reasoning of the Fourth Circuit in the widely-followed Zeran case, as well as the lower California court’s reasoning in Gentry – one of the first cases to expand the reach of the CDA Good Samaritan provision beyond the context of on-line libel.  The court affirmed the lower court’s decision because eBay was contractually protected from liability, but not because it was protected by the CDA.  As noted in the body of this paper, the idea that the CDA Good Samaritan provision’s reach is limited to traditional “publishers,” and not “distributors,” significantly complicates the analysis of the liability of service providers, and raises questions about whether the publisher-distributor distinction is valid beyond the defamation context.  The California Court of Appeal’s specific reference to Gentry – a case against eBay over the sale of counterfeit sports memorabilia – strongly suggests that the California court foresees a broad-based application of the publisher-distributor dichotomy.

Yahoo! v. La Ligue Reversed: District Court Lacked Personal Jurisdiction Over French Groups

Part VII of this paper focused upon some of the international implications of secondary liability and the Internet, and discussed the litigation in France and the U.S. between Yahoo! and La Ligue Contre Le Racisme et L’Antisemitisme.  French student groups sued Yahoo! in France in 2000 for failure to comply with French law, and police the www.yahoo.com site for Nazi materials.  The students obtained a ruling that Yahoo! was required to rid its U.S.-based site of those Nazi materials that were illegal in France.  Yahoo! instituted a suit in U.S. federal court for a declaration that it was not bound by the French court’s decision.  The district court for the Central District of California granted Yahoo!’s motion for summary judgment.  This case was appealed to the Ninth Circuit Court of Appeals, which heard oral arguments in December 2002.

On August 23, 2004, the Ninth Circuit reversed the District Court, holding that the lower court had lacked personal jurisdiction over the French parties.

Sony v. Does 1-40: New York District Court Considers First Amendment Implications of “John Doe”  Subpoenas

As discussed in Part VI of this paper, in December 2003, the Court of Appeals for the District of Columbia Circuit reversed its district court in the Verizon case, holding that the subpoena power of the DMCA does not extend to service providers under § 512(a) of the DMCA, regarding “transitory digital network communications.”  The practical impact of this decision is that copyright holders may not, at least in jurisdictions bound by or following Verizon, serve subpoenas upon service providers to identify their users without first initiating a “John Doe” lawsuit against the unknown defendants.  As noted in the paper, the recording industry did just that, filing numerous John Doe lawsuits beginning in January 2004.

In July 2004, the Federal District Court for the Southern District of New York considered U.S. Constitutional challenges, based on the First Amendment, to subpoenas issued in a John Doe lawsuit, in the context of a motion to quash the subpoenas.  Although the judge held that the use of P2P networks could arguably be construed as speech deserving some level of First Amendment protection, he concluded that “the defendants’ First Amendment rights must give way to the music industry’s right to use the judicial process to pursue what appear to be meritorious copyright infringement claims.”
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