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Keep your Computer

Lean, Mean & Clean
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Main Points

+ Care for vour hardware

+ Keep the system & software up-to-date

+ Use antivirus, spyware, firewall & spam filter
+ Get rid of unwanted or temporary files

+ Keep wanted files tidv and accessible

+ Adhere to best practices for surfing, email, file
sharing and installing applications
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Care for the hardware

= Keep dust away from the area
* Blow the kevboerd repubrly on portzbles
* Remowe interior dustat lezst evaryl vaars

= Keep wires tidy
= Ensure good ventilation and a firm base
= Don’t eat (or drink) near the computer, pnnters,
scanner or kevboard
* Soreen ooeted - toclezn ues water! - noclsznars — uss demp softcloth

+ Don’t mowve it when turned on
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Keep Windows and Software Up-to-date

v Windows Update

= With =0 much us2, 20 much ate nton and =0 many faws

= Bzt to sptomatic. Check menuslly every o often.

= Mid month unles= thete iz & big risk (Ten 7, 20060

= XP hss sacurity in Service Pak 2

= Oldar Windows are very nasr the end of their wsaful fifa
* Enmure other software iz up to date — Office has flaws
+ If on dialup ensure on long enough
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Keep the computer virus free & use a firewall

* Firewall
» Every computer needs a 2 way firewall
» 2levels —with router (hardware)
» - software — XP =iz limited to inbound
wow Zonemlarmoomis Fas
+ Anfi-vins
+ Keepitupto date — date (2'wk) & annual subseriplions
+ Use aute =eftings and if dialup leave it on long encugh

+ Scan your disk weekly— yeszit takes a long time
» AVGE fromwesarsoficoma Fesand soommendad
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Keep Spyware free

* PC runs slow — probably spvware
* “Tool bar”, Adware, Malware Protectionssiow

»  Greztfres oolter or vhility may instzll 2 monitor, kevloszsr, worm of trojan
* Spvbot S&D free and good, ME Spam defendar free G July, Adewars(T)

* Java and Active X flaws

~ S twars when nesdad conc ept 2lso software not wenked ssorety
* Kespadministator seperzie from veers Usars not insgll

* oot ldts

+ Playing Sony CDen PC changes Windows to stop piracy—
opensd door to hackers
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Dealing with Spam & Phishing

= Spam
+ Some providers provide filters
+ Some only work with web mail. AOL good.
+ Don’t publish or allow posting of email address
+ Have several addreszes —Infernzt, bank, frisnds
+ Never respond to emails from bank or online services or
click on links in the email. Be suspicious - all
+ Web bugs
= Wiew in taxt pot HTHIL
= Tornoff emeil preview pan=
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Suites or Best of Breed
= AOL is remarketing itself
= Morton and McAfee are perceived as bloated.
* Basic protection is available for free.
Firewall Antivirus Spyware Email
App Acces Files Script Locate vou
Struks Soripts “Toolbers” Scripts
In nemt RootApp Cookies Unselicied
Windows changas Faztures Worms
Fulaz
P arental controlefiltering complete the “zuite™
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Wireless MNetworks

-

Cable and DSL Broadband
+ Modem with wireless router an option
= Laptops come wireless - detect neighbor out of box
Default installation is without security
= Simple things
« If file share on - s=t password
+ Change 881D (name of router) — mrn off 851D broadeast
+ Tumn off modem when not in use
* Use WEP — easy but work — gen. hex based on word
* Limit to specified MAC addresses

L]
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Get rid of unwanted or temparary files

= 80 to 200 gb hard to fill
» Windows propagates files and often forgets to
purge temp files
+ Dizk Clean Up - Accessories=Syetem Tools
= Recwle Bin & Temporary Internet Filas
* Cockies, Temporary Internat Files, Internat History
= \Internet optionsGansral gb ="+ dakets
+ Add Remove Programs
= Famowve thoss no longer veed — how many Adobs, Quik timaT
+ Start Up— Syztem tray has large number
= Fenrmeconfis>Serup = vnpick vnusad
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Keep wanted files tidy and accessible

= Scan to check each hard disk for errors
+ Aged drive?
v Scandizk - My compuesdisifilerpropertiss ool s ernor chacking
= Defrag or not to defrag — now said to be of litile
benefit
* 5 hazto work hard to find filz=, Freed sectors reused, new
file==head skipping?
+ Takes forsver on large drives. Turn off everything — safe
mode!
= Defrzg- My computsrdizk=f ila>propertis tool’dafrs pmentstion
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Keep wanted files tidy and accessible

= Back up important files regularly — monthly!
+ Mot your whole computer just your important files
* Organize to find things. Organize to backup. ME provides
the structure
* CD - R and DVD+/-R. make it easy
+ Backup to the Internet! Leave important email there. Notes

to =zelf.

* Organize to restore your installed software.
= Mske restora’recovery disks on new compuer sfter AV insgl

= Keys

software & updates

= Create restore points before installing software
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Adhere to best practices

Tou and everyone who nses your computer should followa
coneistent set of safe practices

Prgpa_fg Creata usars with limited sccessprivilemes for day to day

Reserve adminisrstor rights for instsllstion & configum ion

Feep kevs, restore disks, applicaton sofware — Do Backups
mrfing, Safe sites —svoid Adult conent, geming, . ..

Sat to prompt for ActieX and Javs soripe

Change passwords regularly — different for different risk lawels
email . Text only, don’t open atechment, links from untrested
file sharing |=czn everyhing —=ave © a temp foldar first

" | Unproeced wirslass network sheres all — like open door

metllineg If frea what is the catch?

applications

Creatz 2 Restore Point before sof twers insta s don
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