Nmap - Lab was turned in.

"Nmap ("Network Mapper") is a free open source utility for network exploration or security auditing. It
was designed to rapidly scan large networks, although it works fine against single hosts. Nmap uses
raw IP packets in novel ways to determine what hosts are available on the network, what services
(application name and version) those hosts are offering, what operating systems (and OS versions)
they are running, what type of packet filters/firewalls are in use, and dozens of other characteristics.
Nmap runs on most types of computers and both console and graphical versions are available. Nmap is

free and open source (license)."

http://insecure.org/nmap/

C:AWINDOWS\system 3 2\cmd. exe

C:sDocuments and Settings“Ouner>nmap
Mmap 4.21ALPHA4 ¢ http: - insecure.orqg 2
Uzage: nmap [Scan Typed(s>] [Options] {target specification¥
TARGET SPECIFICATION:
Can pass hostnames,. IP addresses, networks,. etc.
Ex: zcanme.nmap.orqg, microsoft.coms24, 192_168.68.1; 18.8.8-255.1-254
—iL <inputfilenameX: Input from list of hostsz- networks
—iR <num hosts>*: Choose random targets
—exclude <hostil.hostZ2]1[ . host3]....>»: Exclude hosts- networks
—excludefile {exclude_file>: Exclude list from file
HOST DISCOUERY :
—sL: List Scan — simply list targets to scan
—sP: Ping Scan — go no further than determining if host dis online
—PA: Treat all hosts as online — skip host discovery
-PS-PA-PU [portlistl: TCP SY¥YWAACK or UDP discovery to given ports
—PE-FP-PHM: ICHP echo. timestamp, and netmaszk request discovery prohbes
—ns—H: Hever do DNS resolutionsAlwavsz resoluve [default: sometimes]
—dnz—szervers <servlil.serv2]....>: Specify custom DHS servers
—szyztem—dnzs: Use 05's DNS resoluver
SCAN TECHMIQUES:
—s8s8T zA sll/2M: TCP SY¥YN-Connect{>/ACK-WindowsMaimon scans
—zl: UDP Scan
—sMs2Fs2k: TCP Mull, FIN. and ¥mas scans
—szcanflags <flags>: Customize TCP zcan flags
—s] <zombie hostl:proheportl’>: Idlescan
—s0: IP protocol scan
-h <ftp relay host>: FTP hounce scan
—traceroute: Trace hop path to each host
PORT SPECIFICATION AMD SCAN ORDER:
—p “port rangeszr: Only scan specified ports
Ex: —p22; —-p1-65535; —p U:53,.111.137.T:=21-25.80.137 80884
—F: Fast — Scan only the ports listed in the nmap—services file)
—r: Scan ports consecutively — don’t randomize
SERVICE-UERSION DETECTION:
—sl: Probe open ports to determine servicesverszion info
—uerszion—intensity <levell: Set from B (light) to ? <try all probes)
—uersion—light: Limit to most likely probes <intensity 20
—uersion—all: Try every single probe Cintensity 72
—uerszion—trace: Show detailed version scan activity (for debugging)
SCRIPT SCAM:
—s0: eqguivalent to —script=safe.,intrusive
—szcript=<lua scripts>: {lua scripts? iz a comma separated list of dirs or zcp
ipts
—szcript—trace: Show all data sent and received

—zcript—updatedhbh: Update the script database. Onl erformed if —=sC or ——scrild



http://insecure.org/nmap/data/COPYING
http://insecure.org/nmap/

