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Objectives

To do a hands on activity to encrypt our data
Learn how to use symmetric cryptography to encrypt and decrypt a message
Learn how to transfer files with a lab partner

Executive Summary

This lab focused on symmetric cryptography. We first created a key with a 56 bit
encryption. Then we encrypted a file with that key, and transferred the file and the
key with our lab partner. Our lab partner then downloaded the encrypted file, and
with the key that we created. Then we decrypted the partners file with the respective
key.
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openssl - OpenS5L command line tool

"HOPS
openss]l command [ command_cpts 1 [ command_args

openssl [ list-standard-commands | lis ssage-digest-c ands | list-cipher-commands 1
openssl no [ arbitrary options
DESCRIPTION

OpenS5L is a cryuptography tool d
Gecurity (TLS w10 nmetwork protocols and related cruptooraphy ndards quu1rPd hu them.

The openssl program is command line tool for using the warious cruptography functions
crypto library from the shell. It can be used for

:uln+1nn of
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Handling of S/MIME —luan ar encrupted mail

COMMAMD 5 WHH i
Th sl program provides a rich wariety of commands (command in the
often has a wealth of options and arguments [ command . and command_ar

The pseudo-commands liSt—Etaudard—:DmmandS, list-mes ge d1DP1+ :Dmmandz, and lis
put a list (one entru p of the n of all : sage dig
cipher commands, respectiw ; that are awvailable in the present openssl utilituy.

The p a command of the cified name is available, I
named s, i A and prints otherwise it returns 1 and p
h”+h , t and nuthlnu i stderr. dd1+lnnn1 . OMmMs
- and of the : ame, t
1p+— to te ;dlldh111+u HT llth in the : K=
udo-commands U|h as guit, list-...-commands, or no

Manual page opensslilssl) line 1
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This is the OpenSSL website
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@ Google Docs & Spreadsheets (All) | | OpenSSL: The Open Source tool...

OpenSSL

Title

FAQ Welcome to the OpenSSL Project Why buy a

About The OpenS5L Project is a collaborative effort to develop a robust,

— commercial-grade, full-featured, and Open Source toolkit hfooll(kll:"it €
implementing the Secure Sockets Layer (SSL v2/v3) and ack-Daon

, you can ge

Transport Layer Security (TLS v1) protocols as well as a
full-strength general purpose cryptography library. The project is Open
managed by a worldwide community of volunteers that use the one:
Internet to communicate, plan, and develop the OpenSSL toolkit and f|1

its related documentation.

OpenS5L is based on the excellent S5Leay library developed by Eric A Young and Ti
Hudson. The CpenSSL toolkit is licensed under an Apache-style licence, which basi
means that you are free to get and use it for commercial and non-commercial purp
subject to some simple license conditions.

http:/fwww.opensource. org/

This is what our file looked like once it was encrypted.
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ttJNdEBDaSSaM 1K 7 08w AdmOXEnEk ACHENY VLY dnisdhf XhcxABrc5dtydpMHi &
wogRmuczPsyYSJlolUds tLrCHYELBAYBENrkn94ll1nda95gIT1 Soy25Pw jne 92y
AGoMIm4YCYuzaBl i kPDgyocZPl 3k¥ekCpge2ADF I +5% 1vms JUTBJHBE13F S+MMLgV
A sggo0juR9RIMMMORUNVE0 Sl VET 1 30LLEY gas SerE kT z5RpuyYmi toCDpezyDs
kEMydeaSoaldyhF zgWfSGR1FFOIRBDAF+HLEWS/E]L gi uiMmdDRwk uBuZp4TLA
sitfHpRfmJzZLPugHacaY Gz 1IKFUcAgi T2ohVE g2k JpC43g9cH1ckFh+ 802 20821 CK
[d72f48PtH t1TaF caNl [u? Jowl3sbzw2? jAINbRNY 16/ AZ5gbEL X101 TUe/F
FEFDzUUCROK1AYGtyBvpi +HkORhS A dSkgR¥allCy 1 6k86 w3l LAG THMmZ2zshsll2uwy i
blLwk jaeMaiZaspllHfbrCoc MLt Lhez08 iR 7Y =kgF 21 em¥ocuJHAp02F22HY allg
wioSck 17T fudHKRLDSYUdp3K9+TpfclnkFalklby jinDTBUI I i uFoykIs jglRR 1Be js
Re0g+M5S=BE501 beyhJeVHDT +wJ76eszgdml az8d2Ct++ KBadeH+HGOVL3ROS5wqTE j
ROKHgBolfhIrRDtuAfkzsawAchlY4kSaRhda6Ef j2R1 UN+gRATHBLO / wf2H i 1hdws
GUpol IMTEyUpAYBLGE30RcEJd94mT wCaT 2G0ReZbUUB03gRBAT J7E58H] FemQkc ek
AZ2u4Dggt gusWYUNT KBh=RZgk+hzplmi GswsoRFHMSnEHUPE  wMBrm3H=bE6cw=
WRIEeBpG36e JYRHAgHMFmLPWOHGLSEASQf gpYMhJImpTO]l rBox luM3rdZYyTT 2Kw
ESelRLOBFhuBsZ jWelpfMMugicLAs diepun?iDaxko9] 6xgl Nt 750 HYZM S KBEY
d1¥avBr=601dyasErliAdg. jJgs jWFEBAGHg+xLpzkHr I e6Gseys/s 10stgsSUSZ  dsg
cJACZREncwg+00JkRPEa3hLCFaur fe8eyk gl 3wl PuhlGoBmD2G 02 298LPgBuckn
quTb10a495HPT I Sw9Tk 740Tul «xMYCCPt jiMs1VzDfLEgY Y 7k+S5zEKDIpF 3matt X3
HScJ¥LBSTogWeat 78tgxe?UHsUuZMMgRHgPck ak B2 jGp 7 ji 2TelUScuHel bxulldops
kHwpGi Jf 7 JusllUlEsyYz 7 I HS aBHNk3EJoBHchbLY fFgE jow+uS i0PLz0+ 32h5T5u4d/
YanG+3bwBCImYMAEVEHSE IMcR+TMABUOF KsHzLpWB w8+ Umz+Y agef Gi bg98dunT
1FC3E/ I1B4lc/ wONBESR1 2 fldf YuEEqdLUEY fE/ pUR=NdPEZUGKT + faJ8/BHhN1UH
AAh+EdHBURNF owBrB8CoCyF+ 15+ 18LVBtpa]l S5HI K47 161 p95gJkY JLuafmOkEq
rHbK j82uBCEHBY YO J0geF LbhDY 2+ jBOI G37mxRGT + M+ 8MkflddecdluzVUk1Rkgs
M/RAEZFeUpx¥cIEud 9 hll 5/ kSBpDfMbyagmdBot59zu/ Hati jcQEB]I GT i FMHWFE2
AnlkezyGSplZF j80b1 +5X=2RC1IFBWMDaJIYdEF U7 telllJqo?kLze3ouHh/ gohBgh
o jxgwzGIMTmyeNNf0dspe0] k78w G DEhHEY 3uG ] KepMHfrLIdk+ V51 sWPYTiMgAp
gUh1 17x=kbGeF I 3UUgacY oFbnlci AWAK?GS J2wey 51 GYYEdLwrb2R1 gdMRsbGp2 16
FlGaJV2JavBFY dWdTy M+ Ub7UlrBF gTkf 2exFzuJHouMwemlklDaRpncU86tcPUMS
z133inplcEKbC+4TgsVGoeCRE 1009MF fLAdY 3d7Sbs93 I FnGtms DEVZ20n0GrHdHe
Zb0T jT¥ZgmuwshrsAs 7zPdUawMI KTBa+MJxBrerQ0kF Y GnalCM7?gogrkiynalF 2
yCWSFUBLEjf+1#dImTf1lSm123musP3skRlaHw/CzBFLI 1 jbllj+2CE1 9bosk3CnYllz
InFOFFA0UFYAZualC2293LC L dr+udBadNdiktkal BaoTHEHF EwDL] 152aXToXpm
EPnJK++Z2V0BHEC1B42ERZ26] uxFhouG+EusorrGunePpzi 1IKST IHTHAMIRWSHCZ 1 2w
sUureglD jddgeppDCslAT alDLBol KEY z52TRE+ 3zt wEK tBrekcol/ AxEnAdeydks
EtnkMS i+ k7EH50DRY+ T Ju3EBezm Y 01T dHa3HaZLwNpl kLZhhld=8Beb Ry OLYC
wrTAUS 1+ fD¥HoKFew2r+ dullyllwz fkOSnezHDEPEr 1YMMY kP Jd+KwBP 1UwKPTV? 11
YRcUcRuyXEJi «»mA38 jPwSEL tHI 1DcROMEHuUZgn/ dBigztzv/ rhghj/ 8CM1 2=RCUn
=df ZBE01aJLOCnkAYdASREDO jdGAF oup V4D 2tBCobwls 25 3mMMT UuHk <LdESrhEs
eiolgBkekgERce j9%0ZpPz juX jxVHEZ o126 3e 1 1RvmZ23d40GASMII Si+ 2+ 00
Femb2mTJ3IFEmpb jR4TuBhHw/ Uz kY =BzR jOki ¥mPw 7Y 4T +LsBllkr sHIEUEDEomRS 7
STf81rmSkc02J0kEqlSMHF gt AuYHHIM] kNz0f Qwl0uoli h2BOB33pnyugheul6Gus
c/5irP+FETpudvDkxgdgl erwl zkDF wUH3o6uekRL+OP?G/ Cat I ayaPSFBELhc 1 OGHM
JrwCPL7=szsJiLPE2EmMY39an392YsBtK2gF GUNSE0J0cf au/RB 1V EE6RBHNEQF Jm
woEiMkTx=yEbncld91 j8LnliKallgwumlTeel9d52wponulcesneHL Nk JBuwddpohS
[EabmwgtlHfuZ8mkswb] OmhESYuF 10uSmybTS5Hb 2VEBkHsrUyuwXhREP1 doN+m jn
LI 1puSM1BCF =k sBRBEtafhb] DkeuCkKIHI 111 Foxs2bsZRakemrMi HodHwHOpJEG
RO SLAkATFuM74GdYF 1 e6MeneSMLUSKEBrTujTRFRO/ SLLW RSY a2 2+l hHI jof4d
Bh2FH3Bbzk 7 XallekMDZBEHREBIILC=KAIDY AT Up2B20Ma0EA3 T OV kPSsHKk2diM5E S/
1C80+DpAwJth jpc9Wy+kygVSgRoBX55F wLFuUTB jHf zLY Jd=sdsfSaolBbDgF 23 il

?| & shell |
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rights in RFC documents can be found inm BCP 78 and BCP 79.

Copies of IPR disclosures made to the IETF Secretariat and any
assurances of licenses to be made available, or the result of an
attempt made to obtain a gemeral license or permission for the use
of such proprietary rights by implementers or users of this
specification can be obtained from the IETF om-lime IPR repository
at http: /A fwww. ietf. orgfipr.

The IETF invites any interested party to bring to its attention
any copurights, patents or patent applications, or other
proprietary rights that may cover techmologu that mau be reqguired
to implement this standard. Please address the information to the
IETF at ietf-iprBietf.org.
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knoppi=@2Lknoppix]$ openssl mdS rfc3?aahy. txt
MDSCrfocad?ebhy, tutl= B46d557e7127a9fcfaa9diled136fdEH
knoppi=@2[knoppix]$ openssl mdS rfc3?aehy. dec
MDSCrfocad?ebhy, decl= B46d557e7127a9fcfaa9diled136fdEH
knoppi«@2lknoppixl$ 1s -1

total 284

lrwsrwsrws= 1 knoppix knoppis 9 Mar 29 18:33 Adobefnt.lst - Sdew/null
drusxr-=r-= 2 knoppix knoppis 286 Mar 29 18:56

-rw-r--r-— 1 knoppix knoppis 56 Mar 29 18:41 des_keyg#

—rw-r--r--— 1 knoppix knoppix 56 Mar 29 158:42 des_keyhw

“ri-r--r-- 1 knoppix knoppix 55939 Mar 29 15:49 rfc3?eehy. dec

-rw-r--r--— 1 knoppix knoppix 75782 Mar 29 18:45 rfc3?eehy. enc

-rw-r--r-- 1 knoppix knoppix 55939 Mar 29 15:48 rfc3?eehwy. txt

drusr-=r-= 2 knoppiz knoppis= 48 Apr 19 2864

kroppi=E2[knoppixl$ |}

?| & shell |

We used the root user to start the Apache service
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root@3 [knoppix]# cp rfo3766hy,enc Sear S wan/rfo3?6ehy , enc

t
[warn] module ==l module iz already loaded, skipping

We had also used Ethereal to capture the packets as we were
transferring the files between the partners.



eth0: Capturing - Ethereal

File Edit “iew Go Capture Analyze Statistics Help
= xR Rer0F LEIEEBE QQ
(] piker: [ip.addr == 129.7.236.174 v | dp Expression... | Y clear| apply‘
Ma. - Tirme Source Destination ‘rotocal | Info el
575 104.128014 129.7.236.174 129. 7. 236. 234 ICHP Echa (ping] request
576 104.128041 129 7.236. 234 1259, 7. 236. 174 ICHP Echo (ping) reply
579 105.130533 129.7.236.174 1259, 7. 236. 234 ICHP Echa (ping] request
580 1605.130557 129.7.236. 234 1259, 7. 236. 174 ICHP Echo (ping) reply
583 10&.132302 129.7.236.174 1259, 7. 236. 234 ICHP Echa (ping] request
584 10&.132326 129.7.236. 234 1259, 7. 236. 174 ICHP Echo (ping) reply
588 107.134070 129 7.236.174 1259, 7. 236. 234 ICHP Echa (ping] request
589 1607.134095 129 7.236. 234 1259, 7. 236. 174 ICHP Echo (ping) reply
592 168.135838 129.7.236.174 1259, 7. 236. 234 ICHP Echa (ping] request
593 108.135864 129 7.236. 234 1259, 7. 236. 174 ICHP Echo (ping) reply
]
Kl |2
[+ Frame 575 (928 bytes on wire, 98 bytes captured) -l
[ Ethernet II, Src: DellPcbha_be:ce:22 (00:0d:56: be:ce:22), Dst: 129.7.236.234 (00:0d:56: be: d8: 11)
[ Internet Protocol, Src: 129.7.236.174 (129.7.236.174), Dst: 129.7.236.234 (129.7.236.234) -
[ Internet Control Message Protocol b
oaa0 00 Od 56 be dO 11 00 @d 56 be ce 22 02 00 45 00 WL W.."..E. Z
010 00 54 00 00 40 @0 40 @1 S5f @1 81 07 ec as 81 67 LToo@@ .
0020 ec em 02 00 c4 44 b3 1f 00 00 46 Oc 55 9 @0 B .. ... DO.. ..F. U ..
o230 f9 94 02 09 03 b Oc 0d Ge OF 10 11 12 12 14 15 ........ ........ N
040 16 17 12 19 1a 1b 1c 1d 1le 1f 20 21 22 23 24 25 .. ...... N
AAEA M AT omn A mie Ak mie md s AL mA M mm e mA A Fadiw T ﬂ
| eth0: <live capture in progress=> File: ftmpletherd>XPSGZcZ 117 KB J|P:B40D:10M: O

Here you can see where one of our partners after they exchanged
the des_key, and verfied the hash.
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-rw-r--r-- 1 knoppi
-rw-r--r-- 1 knoppi
-ru-r--r-- 1 knoppi
-rw-r--r-- 1 knoppi

1 knoppi

O O O O D

'66PH. enc —out rfc3766PH. dec
1 mdS rf
b file or d

AdobefFnt.lst -» fdew/null
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