Cryptography Lab

This was a lab involving some of the basics of cryptography.

openssl list-standard-commands

openssl list-message-digest-commands
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T Welcome to the OpenSSL Project Why buy &

About The OpenS5L Project is a collaborative effort to develop a robust,

——— . commercial-grade, full-featured, and Open Source toolkit toolkit 2

News implementing the Secure Sockets Layer (SSL v2/v3) and n‘ﬂa::calﬁboé

Documents Transport Layer Security (TLS v1) protocols as well as a y g

Sou— full-strength general purpose cryptography library. The project is Open
 SOUICe . anaged by a worldwide community of volunteers that use the one:
~ Confribuion Internet to communicate, plan, and dewvelop the OpenSSL toolkit and fr‘

its related documentation.

OpenS5L is based on the excellent S5Leay library developed by Eric A Young and Ti
Hudson. The CpenSSL toolkit is licensed under an Apache-style licence, which basi
means that you are free to get and use it for commercial and non-commercial purp
subject to some simple license conditions.

http:/fwww.opensource. org/
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List encrypted file

cat rfc3766hp.enc
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Determining Strengths for Public Keys April 2884
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Start Apache



[ﬁaﬁﬂ] module =zl _module is already loaded, skipping

Placeholder Page

M

Welcome to Your New Home in Cyberspace

This is a placeholder page installed by the Debkian release of the Apache D E B '
Web server package, because no home page was installed on this host. \
You may want to replace this as soon as possible with yvour own web
pages, of course....

This computer has installed the Debian GNU/Linux operating system
but has nothing to do with the Debian GNU/Linux project. If yvou want
to report something about this host's behavour or domain, please
contact the |SPs involved directly, not the Debian Project.

See the MNetworlk Abuse Clearinghouse for how to do this.

Unless you changed its configuration, your new server is configured as
follows:

¢ Configuration files can be found in fetc/apache.

|Dnne

Edited Home Page using Apache
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¢ Configuration files can be found in fetc/apache.

¢ The DocumentRoot, which is the directory under which all yvour HTML files should exist, is set to

¢ CGl scripts are looked for in fusr/1lib/cgi-bin, which is where Debian packages will place their

¢ Log files are placed in fvar/log/apache, and will be rotated daily. The frequency of rotation car
changed by editing /etc/apache/cron.conf,

¢ The default directory index is index.html, meaning that requests for a directory /foo/bar/ will
contents of the file /var /www/foo/bar/index. html if it exists (assuming that /var/www is your Doc

¢ User directories are enabled, and user documents will be looked for in the public_html directc
users' homes. These dirs should be under /home, and users will not be able to symlink to files
own.

All standard Apache modules are available with this release and can be chosen with the apacheconf:
Installing a new module on your system is just a matter of compiling it (with the apache-dev packa
adding a line to yvour httpd.conf configuration file.

More documentation on Apache can be found on:

¢ The RFC3766hp stored on your server,
¢ The Apache Project home site.
e The ApacheWeelk newsletter,
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Exchange of decrypted files (des_keyhp, des_keyrm)
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