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                                                                               Open Door Policy
Open communication is a vital part of successful teamwork and Heirloom Sporting Goods to an Open Door Policy.  You are encouraged to seek advice or information from your supervisor and to discuss any issues that concern you.  If a problem arises, it is to everyone's benefit to secure a prompt and fair solution.  Your supervisor should be the first resource for finding solutions to workplace problems. Should a resolution through your supervisor be impossible (or if your supervisor is involved in the situation), you may approach his or her supervisor.  You may also contact your Employee Relations Manager or Human Resources Manager.  No employee’s job status or working conditions will be jeopardized as a result of using the Open Door Policy and procedures.   

[image: image2.wmf]                                    Computer, Email and Internet Usage
Heirloom Sporting Goods recognizes that use of the Internet has many benefits for Heirloom Sporting Goods and its employees. The Internet and e-mail make communication more efficient and effective. Therefore, employees are encouraged to use the Internet appropriately. Unacceptable usage of the Internet can place Heirloom Sporting Goods and others at risk. This policy discusses acceptable usage of the Internet.

The following guidelines have been established for using the Internet and e-mail in an appropriate, ethical and professional manner.

1. Heirloom Sporting Goods Internet and e-mail access may not be used for transmitting, retrieving or storing of any communications of a defamatory, discriminatory or harassing nature or materials that are obscene or X-rated. No messages with derogatory or inflammatory remarks about an individual's race, age, disability, religion, national origin, physical attributes or sexual preference shall be transmitted. Harassment of any kind is prohibited.

2. Disparaging, abusive, profane, or offensive language; materials that would adversely or negatively reflect upon Heirloom Sporting Goods or be contrary to Heirloom Sporting Goods best interests; and any illegal activities -- including piracy, cracking, extortion, blackmail, copyright infringement, and unauthorized access to any computers on the Internet or e-mail -- are forbidden.

3. Copyrighted materials belonging to entities other than Heirloom Sporting Goods may not be transmitted by employees on the company's network. All employees obtaining access to other companies' or individual's materials must respect all copyrights and may not copy, retrieve, modify or forward copyrighted materials, except with permission or as a single copy to reference only. If you find something on the Internet that may be interesting to others, do not copy it to a network drive. Instead, give the URL (uniform resource locator or "address") to the person who may be interested in the information and have that person look at it on his/her own.

4. Do not use the system in a way that disrupts its use by others. This includes excessive dial-in usage, sending or receiving many large files and "spamming" (sending e-mail messages to thousands of users.)

5. The Internet is full of useful programs that can be downloaded, but some of them may contain computer viruses that can extensively damage our computers. Be sure to virus-check downloaded files immediately. Instructions on how to check for viruses are available through the IT Department. Also, many browser add-on packages (called "plug-ins") are available to download. There is no guarantee that such will be compatible with other programs on the network and such may cause problems; therefore, please refrain from downloading such plug-ins.

6. Each employee is responsible for the content of all text, audio or images that he/she places or sends over the company's Internet and e-mail system. No e-mail or other electronic communications may be sent which hides the identity of the sender or represents the sender as someone else. Also, be aware that Heirloom Sporting Goods name is attached to all messages so use discretion in formulating messages.

7. E-mail is not guaranteed to be private or confidential. All electronic communications are Heirloom Sporting Goods property. Therefore, Heirloom Sporting Goods reserves the right to examine, monitor and regulate e-mail messages, directories and files, as well as Internet usage. Also, the Internet is not secure so don't assume that others cannot read -- or possibly alter -- your messages.

8. Internal and external e-mail messages are considered business records and may be subject to discovery in the event of litigation. Be aware of this possibility when sending e-mail within and outside the Company.
[image: image3.wmf]                        Right to Monitor and Consequences
All company-supplied technology, including computer systems and company-related work records, belong to Heirloom Sporting Goods and not the employee. Heirloom Sporting Goods routinely monitors usage patterns for its e-mail and Internet communications. Although encouraged to explore the vast resources available on the Internet, employees should use discretion in the sites that are accessed.

Since all the computer systems and software, as well as the e-mail and Internet connection, are Heirloom Sporting Goods -owned, all company policies are in effect at all times. Any employee who abuses the privilege of Heirloom Sporting Goods facilitated access to e-mail or the Internet, may be denied access to the Internet and, if appropriate, be subject to disciplinary action up to and including termination.

[image: image4.wmf]                            Questions Regarding Use of Internet or E-mail
If you have questions regarding the appropriate use of the Internet or E-mail, contact the IT group or Legal.
[image: image5.wmf]                                                                                   E-Mail Policy

The company has established a policy with regard to access and disclosure of electronic mail messages created, sent or received by company employees using the company's electronic mail system. 

The company intends to honor the policies set forth below, but must reserve the right to change them at any time as may be required under the circumstances. 

1. The company maintains an electronic mail system. This system is provided by the company to assist in the conduct of business within the company. 

2. The electronic mail system hardware is company property. Additionally, all messages composed, sent, or received on the electronic mail system are and remain the property of the company. They are not the private property of any employee. 

3. The use of the electronic mail system is reserved solely for the conduct of business at the company. It may not be used for personal business. 

4. The electronic mail system may not be used to solicit or proselytize for commercial ventures, religious or political causes, outside organizations, or other non-job-related solicitations. 

5. The electronic mail system is not to be used to create any offensive or disruptive messages. Among those which are considered offensive, are any messages which contain sexual implications, racial slurs, gender-specific comments, or any other comment that offensively addresses someone's age, sexual orientation, religious or political beliefs, national origin, or disability. 

6. The electronic mail system shall not be used to send (upload) or receive (download) copyrighted materials, trade secrets, proprietary financial information, or similar materials without prior authorization. 

7. The company reserves and intends to exercise the right to review, audit, intercept, access and disclose all messages created, received or sent over the electronic mail system for any purpose. The contents of electronic mail properly obtained for legitimate business purposes, may be disclosed within the company without the permission of the employee. 

8. The confidentiality of any message should not be assumed. Even when a message is erased, it is still possible to retrieve and read that message. Further, the use of passwords for security does not guarantee confidentiality. All passwords must be disclosed to the company or they are invalid and cannot be used. 

9. Notwithstanding the company's right to retrieve and read any electronic mail messages, such messages should be treated as confidential by other employees and accessed only by the intended recipient. Employees are not authorized to retrieve or read any e-mail messages that are not sent to them. Any exception to this policy must receive prior approval by the employer. 

10. Employees shall not use a code, access a file, or retrieve any stored information, unless authorized to do so. Employees should not attempt to gain access to another employee's messages without the latter's permission. All computer pass codes must be provided to supervisors. No pass code may be used that is unknown to the company. 

11. Any employees who discover a violation of this policy shall notify [insert name of person responsible for e-mail system]. 

12. Any employee who violates this policy or uses the electronic mail system for improper purposes shall be subject to discipline, up to and including discharge. 

[image: image6.wmf]                                 Acknowledgement Form
As an employee of Heirloom Sporting Goods I, _______________, recognize and understand that the company's e-mail systems are to be used for conducting the company's business only. I understand that use of this equipment for private purposes is strictly prohibited. Further, I agree not to use a password that has not been disclosed to the company. I agree not to access a file or retrieve any stored communication other than where authorized unless there has been prior clearance by an authorized company representative. 

I am aware that the company reserves and will exercise the right to review, audit, intercept, access and disclose all matters on the company's e-mail systems at any time, with or without employee notice, and that such access may occur during or after working hours. I am aware that use of a company-provided password or code does not restrict the company's right to access electronic communications. I am aware that violations of this policy may subject me to disciplinary action, up to and including discharge from employment. 

I authorize that I have read and that I understand the company's policy regarding e-mail located at [refer to applicable manual.] I authorize that I have read and that I understand this notice. 

Signature of Employee
______________________________ 
Date Signed


___________
________________________Electronic Mail Policy Acknowledgement Form
I have read and fully understand this policy. I understand that my use of the Heirloom Sporting Goods network constitutes full acceptance of the terms of this policy and consent to monitoring.


_____________________________    ____________________________
               (Signature)                                            (Print Name Here)
_____________________________
               (Date)
_______________________Internal and External Electronic Communication
The Company provides and maintains the following forms of electronic communication, messaging agents and electronic facilities: Internal and external electronic mail (e-mail), telephone voice mail, Internet access, and computer hardware and software: As a condition of providing the previously identified communications access to its employees,  Heirloom Sporting Goods places certain restrictions on workplace use of the same. 

The internal communication systems, as well as the equipment and data stored, are and remain at all times the property of the Company. Accordingly, all messages and files created, sent, received or stored within the system should be related to Company business and are and will remain the property of the Company. 

The Company reserves the right to retrieve and review any message or file composed, sent or received. It should be noted that although a message or file is deleted or erased, it is still possible to recreate the message. Therefore, ultimate privacy of messages cannot be assured to anyone. Although electronic mail and voice mail may allow the use of passwords for security, confidentiality cannot be guaranteed. It is possible for messages to be retrieved and viewed by someone other than the intended recipient. Furthermore, all passwords are known to the Company as the system may need to be accessed by the Company in the absence of an employee. 

When utilizing e-mail, etiquette is important. The strategies for effective e-mail communication are as follows: 

• communicating urgent matters for immediate response, to communicate with several people quickly or any other time sensitive matter; 

• keeping all messages as brief as possible will minimize reading time for recipient, therefore keeping communication efficient; 

• be as complete as possible by using the simple rules of who, what, when, where and why to answer any anticipated questions; 

• avoid communicating through e-mail on a sensitive subject that should be addressed in person; if possible, 

• communicate confidential information in another form other than e-mail;

• check for accuracy and apply all good business writing, using correct grammar, spelling and punctuation; 

• follow up if a response has not been received in a timely manner; 

• read all messages and respond regularly; 

• avoid the use of typing a message in all capital letters; and 

• being careful not to use the 'Reply All' function when not intended, i.e. system wide distribution 

• ensure that messages are deleted or saved; the server should not be used to permanently store messages 

While Heirloom Sporting Goods encourages employee use of the Internet, its use is restricted to the following: 

• To communicate with employees, vendors, or clients regarding matters within an employee's assigned duties; 

• To acquire information related to, or designed to facilitate the performance of regular assigned duties; and 

• To facilitate performance of any task or project in a manner approved by an employee's supervisor. 

The content of e-mail, for any file may not contain anything that would reasonably be considered offensive or disruptive to any employee. Offensive content would include, but is not limited to, sexual comments or images, racial slurs, gender specific comments or any comments that would offend someone on the basis of their age, sex, sexual orientation, religious or political beliefs, national origin, or disability. 

Regarding Internet and e-mail access and usage be advised that use of the Internet and e-mail provided by Heirloom Sporting Goods expressly prohibits the following: 

1. Dissemination or printing of copyrighted materials, including articles and software, in violation of copyright laws. 

2. Sending, receiving, printing or otherwise disseminating proprietary data, trade secrets or other confidential information of Heirloom Sporting Goods in violation of company policy or proprietary agreements. 

3. Offensive or harassing statements or language including disparagement of others based on their race, national origin, sex, sexual orientation, age, and disability, religious or political beliefs. 

4. Sending or soliciting sexually oriented messages or images. 

5. Operating a business, usurping business opportunities or soliciting money for personal gain, or searching for jobs outside Heirloom Sporting Goods. 

6. Sending chain letters. 

7. Gambling or engaging in any other activity in violation of local state or federal law. 

8. The circulating of jokes, comics or non-job related computer graphics. 

Disciplinary action for violation of this policy may include, but is not limited to, termination, suspension, or transfer of the offending employee. In cases involving less serious violations, disciplinary action may consist of warning or reprimand. Remedial action may also include counseling, changes in work assignments, or other measures designed to prevent future misconduct. The measure of discipline will correspond to the gravity of the offense as weighed by its potential effect on the Company and fellow employees. 

________________________________________________Internet Use Policy
Use Of Internet
Access to the Internet through the Heirloom Sporting Goods network is a privilege and carries responsibilities reflecting responsible and ethical use. Internet access must be approved and granted through the Chief Technology Officer (CTO). The request must document the reasons for requiring access to the Internet in order that the CTO evaluate the resources available to ensure that employee-users remain in compliance with this policy. Use of the Internet through the Heirloom Sporting Goods network constitutes the individual's acceptance of this policy.

Employee-users are expected to be knowledgeable of these and all policies of Heirloom Sporting Goods. Care must be taken by all employee-users to ensure that accessing the Internet does not jeopardize member and credit union interests. Any questions should be directed to the CTO. Violations of this or any other Heirloom Sporting Goods policy subjects the employee-user to immediate revocation of system privileges and may result in further disciplinary action, up to and including termination.

Authentication Process
The employee-user must first be authenticated through Heirloom Sporting Goods -assigned network username and password. The username and password is the responsibility of the individual to whom it is assigned. Any authorized use of the username and password by other individuals (i.e., family members) to gain access to the Heirloom Sporting Goods network and Internet makes that employee-user responsible for any and all actions of those individuals. Violations of Heirloom Sporting Goods Internet Use Policy and any other policy through the authorized use of the username and password subjects the individual to whom it is assigned to disciplinary action, up to and including termination. You should not expect that transmissions made through the Heirloom Sporting Goods network are confidential. Although you will be given a username and password, this does not insulate transmissions from employer review for business purposes.

Personal Use
Limited personal use of the Internet is allowed and encouraged by Heirloom Sporting Goods. However, the employee-user is reminded that use of any and all Heirloom Sporting Goods property is primarily for the purpose of Heirloom Sporting Goods business. Any personal use of the Internet is expected to be on the user's own time and is not to interfere with the person's job responsibilities.

In addition, any posting to public forums such as newsgroups, or any transmittal of electronic mail through the Internet for personal use must include a disclaimer that the views are those of the employee-user and not Heirloom Sporting Goods. These forums should be used with care and not cause any adverse publicity or embarrassment to Heirloom Sporting Goods.

Ethical Use of Internet
At any time and without prior notice, Heirloom Sporting Goods management reserves the right to examine e-mail, personal file directories, and other information stored on Heirloom Sporting Goods computers. This examination helps to ensure compliance with internal policies, supports the performance of internal investigations, and assists the management of information systems. As such, the CTO may monitor access to the Internet. Use of the Internet constitutes acceptance of such monitoring.

This policy should be read and interpreted in conjunction with all other Heirloom Sporting Goods policies including but not 
limited to policies prohibiting harassment, discrimination, offensive conduct or inappropriate behavior. Employee-users are prohibited from accessing the Internet for any unethical purposes, including pornography, violence, gambling, racism, harassment, or any illegal activity. Employee-users are forbidden from using profanity or vulgarity when positing electronic mail via the Internet or posting to public forums (i.e., newsgroups). Any electronic mail sent through or postings to public newsgroups must fall within these ethical standards.

The employee-user must abide by all federal and state laws with regard to information sent through the Internet. The Heirloom Sporting Goods Code of Ethics strictly prohibits unauthorized release or disclosure of any member information through the Internet or through any other means. Company trade secrets and confidential information should not be transmitted over the Internet.

Employee-users are also prohibited from using Internet access through Heirloom Sporting Goods systems for any other business or profit-making activities.

In general, employees should exercise the same restraint and caution in drafting and transmitting messages over the Internet as they would when writing a memorandum and should assume that their message will be saved and reviewed by someone other than the intended recipients. To obtain detailed information regarding the obligations and responsibilities of employee-users while communication via E-mail please refer to Heirloom Sporting Goods Electronic Mail Policy.

Downloading Software
Employee-users are prohibited from downloading software from the Internet without prior written approval of the Chief Technology Officer or his/her designate. Downloading of games from the Internet is prohibited. Downloading of any executable files or programs which change the configuration of your system by anyone other than Information Systems personnel is prohibited. The employee-user should take extreme caution when

The Software Control policy covers the acquisition, installation, and use of Company software programs.  The purpose of this policy is to ensure that the Company and its employees do not violate copyrights, patents, or license agreements.  Employees must review and comply with the Heirloom Sporting Goods Software Control Policy, attached as an appendix.

Software Audits & Licensing
This policy provides Heirloom Sporting Goods employees with guidelines for compliance with software license agreements at all times and to keep an accurate account of all Heirloom Sporting Goods computer equipment and software provided to employees. 

This policy applies to all employees of the company at all locations.  

This policy pertains to two explicit areas regarding software licensing: 

Software Products (Heirloom Sporting Goods or client licensed)
Heirloom Sporting Goods employees are required to fill out Software Audit forms (see Appendix G). These forms should include all software that employees use for business purposes on Heirloom Sporting Goods provided computer equipment or software that employees use for business purposes on their own computer equipment Periodic audit requests by the company are required to ensure that we are in full compliance with our software license agreements at all times. 

Heirloom Sporting Goods employees are only entitled to use licensed software (sourced from Heirloom Sporting Goods or the client) for business purposes, on either Heirloom Sporting Goods provided, client provided or employee owned computer equipment. If employees are in any doubt as to the software they are licensed to use, they should contact Heirloom Sporting Goods internal Network Administrator or the client equivalent, depending upon the licenser of the software. Heirloom Sporting Goods accepts no responsibility for software licensing violations that an employee may Incur relative to using software that has not been authorized by the Heirloom Sporting Goods or the client (whichever is applicable), 

Enhancing or Extending Software Products (Heirloom Sporting Goods or client licensed)
Heirloom Sporting Goods employees that are required to extend or enhance a software product must request a waiver in writing against any software licensing infringement. This applies only when changes are being made to the source code of the original software. Any extensions that are made using published API's or macro languages are not subject to this requirement

If the employee-user finds that any damage occurred as a result of downloading software or files, the incident should be reported immediately to the Network Administrator or the Chief Technology Officer.

Employee-users may not install other on-line services to access the Internet on Heirloom Sporting Goods -owned computers, such as America OnLine, CompuServe, EarthLink, etc. Any questions should be directed to the Network Administrator or CTO.

Relative Websites that support our policy

http://www.gov.sk.ca/psc/hrmanual/ps1103.pdf

http://www.hr.ua.edu/empl_rel/policy-manual/electronic-media.pdf
http://www.dhrm.state.va.us/hrpolicy/policy/pol1_75.pdf
I have read and fully understand this policy. I understand that my use of the Heirloom Sporting Goods network constitutes 
full acceptance of the terms of this policy and consent to monitoring.

Internet Use Policy
I have read and fully understand this policy. I understand that my use of the Heirloom Sporting Goods network constitutes full acceptance of the terms of this policy and consent to monitoring.




_____________________________ (Signature)        

_____________________________ (Print Name Here)
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