Security Plan

Sporting Goods


The Contingency Security Plan

OBJECTIVE OF PROTECTION:
In recent years, many companies have not reached their benchmark of becoming self- sufficient if a major problem were to occur.  Well, our company has learned a great deal by looking at others mistakes; putting together a safe and yet detailed plan of guidelines and rules with help from www.samplesecurityplan.com of Adventure works, to survive in any case that may arise now or in the future.  After viewing past companies errors we have come up with some forward-looking events that could take place.  Forward-looking statements address, among other things, our expectations, our growth strategies, including our plans to open new stores, our efforts to increase profit margins and return on invested capital, plans to grow our private label business, projections of our future profitability, results of operations, capital expenditures or our financial condition or other "forward-looking" information and includes statements about our actions, plans or strategies. 
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In addition, we are going to operate in a highly competitive and rapidly changing environment; therefore, new risk factors can arise, and it is not possible for management to predict all such risk factors, nor to assess the impact of all such risk factors on our business or the extent to which any individual risk factor, or combination of factors, may cause results to differ materially from those contained in any forward-looking statement. We do not assume any obligation and do not intend to update any forward-looking statements. Thereby, according to financial data, by implementing a security plan the company will in deed save around $60,000 of money from those who have been burglarized in the past.  This indicates that by July of 2006, the company will break even.
The Project Team:
· Chris Jones  (Managing Director)  In charge of over-looking the company
· Gregg Wallace  (Operations Director)  In charge of making sure operations is running smoothly
· Justin Kraus  (Financial Controller)  In charge of keeping accounts for entire financial monies 
· Shannon Suttle (Staff Manager)  In charge of looking over staff
· Griffin & Gardner (our lawyers)
· Jake, security consultant
Assets
 Besides our physical security, our main assets are:  
· Our product designs and marketing collateral 
· Records of our contracts with vendors 
· Our e-mail database and archive of past e-mail messages 
· Sales orders and the customer database 
· Financial information 
· Special or a line-of-business software for online ordering
· Paper legal records 
All these assets are considered secret and should be accessible only on a need-to-know basis. In addition, they need to be protected and backed up as safely as we can manage.

Risks 
 We believe the risks break down into four main categories: 

· Intruders (viruses, worms, hijacking of our computer resources or Internet connection, and random malicious use). These are the risks that anyone using computers connected to the Internet faces. High risk, high priority. 

· External threats (rivals, disgruntled ex-employees, bad guys after money, and thieves). They are likely to use the same tools as hackers, but in deliberately targeting us they may also try to induce members of staff to supply confidential information or even use stolen material to blackmail or damage us. We need to protect our assets with physical and electronic security.  High risk, high priority. 

· Internal threats. Whether accidental or deliberate, a member of staff may misuse his or her privileges to disclose confidential information. Low risk, low priority. 

· Accidents and disasters. Fires, floods, accidental deletions, hardware failures, and computer crashes. Low risk, medium priority. 

Priorities

1. Intruder deterrence: 

· Firewall and Virus protection on computers in office
· Strengthening the wireless network 
· Replacing the four computers with Windows XP
· Ensuring that all computers are configured to be updated automatically 
· Ongoing protection  and look out of registers, equipment and cameras
2. Theft prevention: 

· Desktop computer security 
· Security marking and asset inventory 
· Moving equipment out of sight, to the side room 
· Security locks and Sensors for the whole store
3. Disaster prevention: 

· More frequent backups with offsite storage 
· Ensure backup of users’ local data 
· Offsite storage of extra equipment and registers, and add employees
· Regularly testing the backups by performing a restore 

4. Internal security and confidentiality: 

· Strong password policy and user education 
· Secure printers for accounts, HR, and directors 
· Review security for filing cabinets and confidential documents 

Action that should take place:
1. Select, purchase, and install a hardware firewall (or ask our ISP or technology consultant to provide one). 

2. Enable Windows Firewall on the server and on all desktop computers in office. 

3. Make sure that antivirus software on internet register, for cashier. 

4. Configure main computers to filter out Junk E-mail.  
5. Review all machines and equipment to make sure that they are fully updated, and set them to automatically refresh updates. 

6. Configure workstations to log users out and require a password to log on again if the workstation is idle for more than 5 minutes. 

7. Buy cheap printers for accounts, HR, and the two directors so that they can have private documents printed securely. 

8. Make sure store is locked up secure and that all security cameras are always in tact and running.

Response Planning

In the event of a security breach and tips from www.incidentresponseplanning.com , we will contact Jake. His company has a one-hour response policy during office hours and a four-hour response policy at all other times to deal with serious incidents, such as virus infections. In addition, Gregg will monitor the server and firewall regularly to make sure that no breaches have occurred. 

Ongoing Maintenance and Compliance

Gregg will be responsible for security on a day-to-day basis, with Chris taking overall responsibility. Justin will continue financial analysis on the topic, subscribe to security bulletins from Microsoft and our antivirus software supplier, and also have an update on certain equipment that may be damaged or out-of-date.  Justin will comply with Gregg on a regular basis to monitor compliance with the new policies. 

On a monthly basis, Gregg will make sure that Windows and our antivirus software are updated and that the backup and restore procedures are working properly. He will also be responsible for ensuring that new computer equipment is properly configured and up-to-date. 

Shannon will be responsible for ensuring that new staff joining the company is fully trained in the company’s security policies and procedures. 
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There will be a full, formal review of this plan every six months. 
The Outline of the Disaster Recovery Plan

According to the Rutgers Disaster Recovery Plan there steps involved in a disaster recovery and they are numerous and wide-ranging.  For further info, go to www.rutgersplan.com.  Here is a high-level overview of the process, along with key points to keep in mind.
5.1     Create, Test, and Implement the Disaster Recovery Plan

-Go through the actual steps of the plan: going to the backup site and setting up the temporary data center, running applications remotely, and resuming normal operations after the "disaster" is over.
5.2     Know Backup Sites and Persons in Charge
-Make sure each employee knows the cold site that is two blocks from the original site.  Later there will be a hot site, which will be shared through another organization.  Become familiar with Team Project Members.
5.3     Network Connectivity for Backup Site
-Depending on the disaster there should always be good connection at the hot/cold site.  Go through Comcast as our source of network connection.
5.4      Backup Site Staffing

-Have a list of applications and people’s names up and ready to go if there were a disaster.  Employees will be needed.

5.5     Returning Back To Normalcy 

-The new store center will have all the necessary essentials to be able to run smoothly without any complications.
5.6     Keep Watchful Eye on Suspicious Objects/Subjects
-Look for computer failure, crashes, suspicious emails and other suspects that come through the computer and employees/customers. 

The Outline for the Business Continuity Plan
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- What could happen?
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- What is important?

Actions 
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-What needs to happen?


-What is going to happen?

Response to Situation
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Disaster Recovery Plan
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· How will situations be handled?
Business Continuity Plan
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· The Functions of Business after the disaster
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After Recovery:


Store moves to hot site, Management restores regrowth of customers and equipment of store.  Business Continuity continues and everyone extends from training phase to learned phase.  Eliminates or reduces another crisis.








During Recovery:


Emergency Management will try and preserve as much equipment/computer information as possible during any disaster that may occur, as event unfolds








Before Recovery:


Our organizations systems administrators will do most of the hands-on work, and then report and log their work on incident tracking forms as well as on equipment.  This represents a type of Training phase.
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