
ABSTRACT: 

IP mobility is very important due to the huge number of terminals that will be mobile in the near future. Historically, IP protocols were designed for stationary terminals. However, the increasing demand on wireless devices offering IP connectivity, such as PDA’s, handhelds and digital cellular phones, and the tendency of being connected to the internet any time any where becomes a major driver influences the IP technology toward the IP mobility. Solutions to IP mobility stem from the nature of the layers of the IP network but Mobile IP seems to be the most appropriate solution to IP mobility. 
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INTRODUCTION:

Mobile computing applications are immensely increasing due to the rise in the number of portable computers and the desire to have continuous network connectivity to the Internet irrespective of the physical location of the node. There are already first product of cellular phones offering IP services based on WAP or GPRS, and their number is in a rapid increase. Third generation cellular systems will be packet switched systems integrated with IP services.  

The Internet infrastructure is built on top of a collection of protocols, called the TCP/IP protocol suite. IP requires the location of any host connected to the Internet to be uniquely identified by an assigned IP address. This raises one of the most important issues in mobility, because when a host moves to another physical location, it has to change its IP address. However, the higher level protocols require IP address of a host to be fixed for identifying connections.

This paper will start with defining mobility and introduces solutions to IP mobility from three different aspects derived from the OSI layers. Then, it will describe the mechanism and the security aspects of mobile IP. Moreover, it will draw attention to challenges facing mobile IP and enhancements on using IPv6. After that, it will discuss the current development efforts on mobile IP and finally conclude with remarks on mobile IP.

1. PERSONAL AND TERMINAL MOBILITY

Terminal mobility refers to a mobile device that changes its point of attachment to the networks as it roams. The aim of such mobility is to keep the session up as the mobile terminal moves around the network. This type of mobility is the main feature that mobile network should support. 

However, personal mobility refers to a user moving to a different terminal and remaining in contact. A GSM user who can change his mobile device by inserting his SIM card in any other terminal and still can receive calls, get billed and enjoys his personal preferences can demonstrate this. 

Existing mobility available in the internet is the terminal mobility but it can not maintain a continuous session. The mobile device here plugs into a new network access points in between sessions. 

2. PROBLEMS OF IP MOBILITY:

There are three ways of viewing the problem of IP mobility, corresponding to the three layers of the protocol stack that we may thank it should be solved at:

a. Layer 2: this approach says that mobility should be solved by a specialist layer 2 protocol. As far as the IP network is concerned, mobility is invisible (i.e. IP packets are delivered to a router and mobility occurs within the subnet below). This is the approach taken by GPRS in GSM network. As far as IP is concerned the GSM network looks like a layer 2. The problem of such solutions is that all the IP protocols must be treated as applications running from the mobile to the ISP. So that, not many IP protocols can be implemented as intended, such as web caching or efficient multicasting. 

b. Application Layer: solutions here are those who lay in layers above the Network layer. 
1. One of the proposed solutions is to make the Domain Name Server (DNS) more dynamic. The DNS will be able to acquire the new IP address of the Mobile nodes and update its entries. This would result in locking up out of date cached addresses and make every body suffers when it is not necessary. 
2. Another Application Layer solution is the Session Initiation Protocol (SIP). SIP users re-register with the SIP server each time they obtain new IP address. Users can communicate with each other’s by sending an invite to the SIP server, which responds by forwarding the invite message to the destination according to the SIP server’s database. Then, the two terminals establish the session and the SIP protocol will maintain the session mobility. This solution requires the presence of the SIP servers, some modifications to firewalls, and run the SIP protocol at both ends. The industry still debate on the success of the SIP protocol and the large scale deployment that will be determined by the market forces. 
c. Layer 3 (Network Layer): the two previous alternatives have limited applicability, so the IP community has been searching for a specialist IP-Mobility solution. Since the IP layer is about delivering packets, then from a purist point of view, the IP layer is the correct place to handle mobility. From a practical point view, it should then mean that other internet protocols would work correctly. Overall, this suggests that layer 3 and sometimes layer 2 solutions are suitable for terminal mobility, and application layer solutions are sometimes suitable for personal mobility. 
3. MOBILE IP:

Mobile IP is a proposed standard protocol that builds upon the IP by making mobility transparent to applications and higher level protocols, such as TCP, as indicated in Layer 3 solutions above. It is goal is to provide the ability of a host to stay connected to the internet regardless of its location. 

The main concern regarding mobility on the internet is the fact that the IP address is usually representative of the location of the computer, in addition of being the endpoint identifier. The IP address can not conserve these two functions in mobile networks, as the location can change any time. One solution could be to give a new IP address to the node at each point of attachment. But it would imply that all IP clients established on the node would stop working each time there is a handoff, as they refer to the IP address. The Internet Engineering Task Force (IETF) solution is to use two IP addresses: one permanent address, the endpoint identifier, and one temporary address, Care of Address, giving the location of the mobile host. 

a. Architecture of Mobile IP Network: 

Before starting with the mechanism of the Mobile IP, it is better to describe the functional network components where the mobility protocols must be implemented:

1. Mobile Node (or Mobile Host): a node (host) which can change its point of attachment to the Internet from one link to another while maintaining any ongoing communications and using only its IP home address (permanent IP address).

2. Home Agent: a router with an interface on the mobile node’s home link which:

a. The mobile node keeps informed of its current location, as represented by its Care-of-Address (COA), as the mobile node moves from link to link.

b. In some cases, advertises reachability to the network-prefix of the mobile node’s home address, thereby attracting IP packets that are destined to the mobile node.

c. Intercepts packets and tunnels them to the mobile node’s current location.

3. Foreign Agent: a router on the mobile node’s foreign (visited) link which:

a. Assists the mobile node in informing its home agent of its current care-of-address.

b. In some cases, provides a COA and de-tunnels packets for the mobile node.

c. Serves as a default router for packets generated by the mobile node while connected to this foreign link. See Fig. 1.
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Figure 1: Mobile IP Network

b. How Mobile IP works: 

1. Discovering COA: 

When a mobile moves in a new network, it has to discover the new foreign agent. For this purpose, mobility agents broadcast periodically advertisements to make themselves known. These advertisement messages are extensions of the ICMP (Internet Control Message Protocol) router advertisement messages. The MN has the possibility to solicit an agent advertisement if it doesn’t want to wait for the next one. Upon the reception of the agent advertisement, the node knows if it is in its home network or a foreign network. In the former case, its behavior is the same as the one of any other node. In the latter case, it has to obtain a COA. COA is usually given by the agent advertisement.  It can also be obtained using DHCP (Dynamic Host Control Protocol) or PPP (Point to Point Protocol). 

2. Registering COA:

Once a mobile node has a COA, its home agent must be informed of it. Fig. 2 shows the registration process defined by Mobile IP for this purpose. The process begins when the mobile node, possibly with the assistance of a foreign agent, sends a registration request with the COA information. When the home agent receives this request, it updates its routing table, approves the request, and sends a confirmation back to the mobile node. 
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Figure 2. Registration operations in Mobile IP.
a. Authentication. Registration requests contain parameters and flags that characterize the tunnel through which the home agent will deliver packets to the COA. Tunnels can be constructed in various ways, described briefly in the next section. When a home agent accepts the request, it begins to associate the home address of the mobile node with the COA, and maintains this association until the registration lifetime expires. The triplet that contains the home address, COA, and registration lifetime is called a binding for the mobile node. A registration request can be considered a binding update sent by the mobile node. 

A binding update is an example of a remote forward, because it is sent remotely to the home agent to affect the home agent's routing table. This view of registration makes the need for authentication very clear. The home agent must be certain that registration was originated by the mobile node and not by some other malicious node pretending to be the mobile node. A malicious node could cause the home agent to alter its routing table with erroneous COA information, and the mobile node would be unreachable to all incoming communications from the Internet. 

The need to authenticate registration information has played a major role in determining the acceptable design parameters for Mobile IP. Each mobile node and home agent must share a security association and be able to use Message Digest 5 with 128-bit keys to create un-forgeable digital signatures for registration requests. The signature is computed by performing MD5's one-way hash algorithm over all the data within the registration message header and the extensions that precede the signature. 

To secure the registration request, each request must contain unique data so that two different registrations never have the same MD5 hash. Otherwise, the protocol would be disposed to replay attacks, in which a malicious node could record valid registrations for later replay, effectively disrupting the ability of the home agent to tunnel to the current COA of the mobile node at that later time. To prevent this from happening, Mobile IP includes within the registration message a special identification field that changes with every new registration. The exact semantics of the identification field depend on several details. 

Briefly, there are two main ways to make the identification field unique: 

· One is to use a timestamp; then each new registration will have a later timestamp and thus differ from previous registrations. 

· The other is to cause the identification to be a pseudorandom number; with enough bits of randomness, it is highly unlikely that two independently chosen values for the identification field will be the same. 

When randomness is used, Mobile IP defines a method that protects both the registration request and reply from replay, and calls for 32 bits of randomness in the identification field. If the mobile node and the home agent get too far out of synchronization for the use of timestamps, or if they lose track of the expected random numbers, the home agent will reject the registration request and include information to allow resynchronization within the reply. Using random numbers instead of timestamps avoids problems stemming from attacks on the Network Time Protocol (NTP) that might cause the mobile node to lose time synchronization with the home agent or to issue authenticated registration requests for some future time that could be used by a malicious node to subvert a future registration. 

The foreign agent to match pending registration requests to registration replies when they arrive at the home agent and to subsequently be able to relay the reply to the mobile node also uses the identification field. The foreign agent also stores other information for pending registrations, including the mobile node's home address, the mobile node's Media Access Layer (MAC) address, the source port number for the registration request from the mobile node, the registration lifetime proposed by the mobile node, and the home agent's address. The foreign agent can limit registration lifetimes to a configurable value that it puts into its agent advertisements. The home agent can reduce the registration lifetime, which it includes as part of the registration reply, but it can never increase it. 

As Fig. 2 shows, in Mobile IP foreign agents are mostly passive, relaying registration requests and replies back and forth between the home agent and the mobile node, doing mostly what they are told. The foreign agent also de-capsulate traffic from the home agent and forwards it to the mobile node. They note that foreign agents do not have to authenticate themselves to the mobile node or home agent. A bogus foreign agent could impersonate a real foreign agent simply by following protocol and offering agent advertisements to the mobile node. The bogus agent could, for instance, refuse to forward de-capsulated packets to the mobile node when they were received. However, the result is no worse than if any node were tricked into using the wrong default router.

b. Automatic home agent discovery: When the mobile node cannot contact its home agent, Mobile IP has a mechanism that lets the mobile node try to register with another unknown home agent on its home network. This method of automatic home agent discovery works by using a broadcast IP address instead of the home agent's IP address as the target for the registration request. When the broadcast packet gets to the home network, other home agents on the network will send a rejection to the mobile node; however, their rejection notice will contain their address for the mobile node to use in a freshly attempted registration message. Note that the broadcast is not an Internet-wide broadcast, but a directed broadcast that reaches only IP nodes on the home network. Then, it has to register each new COA with the home agent. 

3. Tunneling COA: 
Fig. 3 shows the tunneling operations in Mobile IP. The default encapsulation mechanism that must be supported by all mobility agents using Mobile IP is IP-in-IP. Using IP-in-IP, the home agent (tunnel source) add a new IP header, or tunnel header, in front of the IP header of any datagram addressed to the mobile node's home address. The new tunnel header uses the mobile node's COA as the destination IP address, or tunnel destination. The tunnel source IP address is the home agent, and the tunnel header uses 4 as the higher level protocol number, indicating that the next protocol header is again an IP header. In IP-in-IP the entire original IP header is the first part of the payload of the tunnel header. Therefore, to recover the original packet, the foreign agent simply removes the tunnel header and delivers the rest to MN. 
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Figure 2. Tunneling operations in Mobile IP. 
Figure 3 shows that sometimes the tunnel header uses protocol number 55 as the inner header. This happens when the home agent uses minimal encapsulation instead of IP-in-IP. Processing for the minimal encapsulation header is slightly more complicated than that for IP-in-IP, because some of the information from the tunnel header is combined with the information in the inner minimal encapsulation header to reconstitute the original IP header. On the other hand, header overhead is reduced.

4. PROBLEMS FACING MOBILE IP

The most critical outstanding problem facing Mobile IP is that of security, but other technical as well as practical obstacles to deployment exist. Work is also continuing to refine and extend the protocol within the academic and commercial communities and within the IETF. This section surveys the state of implementation of Mobile IP and considers a possible timetable for deployment.

a. Routing Inefficiencies: 

The base Mobile IP specification has the effect of introducing a tunnel into the routing path followed by packets sent by the correspondent node to the mobile node. Packets from the mobile node, on the other hand, can go directly to the correspondent node with no tunneling required. This asymmetry is captured by the term triangle routing, where a single leg of the triangle goes from the mobile node to the correspondent node, and the home agent forms the third vertex controlling the path taken by data from the correspondent node to the mobile node. Triangle routing is alleviated by use of techniques in the route optimization draft, but doing so requires changes in the correspondent nodes that will take a long time to deploy for IPv4. It is hoped that triangle routing will not be a factor for IPv6 mobility.

b. Security Issues: 

A great deal of attention is being focused on making Mobile IP coexist with the security features coming into use within the Internet. Firewalls, in particular, cause difficulty for Mobile IP because they block all classes of incoming packets that do not meet specified criteria. Enterprise firewalls are typically configured to block packets from entering via the Internet that appear to originate from internal computers. Although this permits management of internal Internet nodes without great attention to security, it presents difficulties for mobile nodes wishing to communicate with other nodes within their home enterprise networks. Such communications, originating from the mobile node, carry the mobile node's home address, and would thus be blocked by the firewall. Mobile IP can be viewed as a protocol for establishing secure tunnels. Gupta and Glass have proposed a firewall traversal solution (RFC-2356). 

c. Ingress Filtering: 

Complications are also presented by ingress filtering operations. Many border routers discard packets coming from within the enterprise if the packets do not contain a source IP address configured for one of the enterprise's internal networks. Because mobile nodes would otherwise use their home address as the source IP address of the packets they transmit, this presents difficulty. Solutions to this problem in Mobile IPv4 typically involve tunneling outgoing packets from the COA, but then the difficulty is how to find a suitable target for the tunneled packet from the mobile node. The only universally agreed on possibility is the home agent, but that target introduces yet another serious routing anomaly for communications between the mobile node and the rest of the Internet. Montenegro has proposed the use of reverse tunnels to the home agent to counter the restriction imposed by ingress filtering. Mobile IPv6 also offers a solution in the home address destination option

d. User Perceptions of Reliability: 

The design of Mobile IP is founded on the principle that connections based on TCP should survive cell changes. However, opinion is not agreed on the need for this feature. Many people believe that computer communications to laptop computers are sufficiently bursty that there is no need to increase the reliability of the connections supporting the communications. The analogy is made to fetching Web pages by selecting the appropriate URLs. If a transfer fails, people are used to trying again. This is equal to making the user responsible for the retransmission protocol and depends for its acceptability on a widespread perception that computers and the Internet cannot be trusted to do things right the first time. Naturally, such assumptions are strongly distasteful to many Internet protocol engineers. Nevertheless, the fact that products exhibiting this model are currently economically viable cannot be denied.

e. Issues in IP Addressing: 

Mobile IP creates the perception that the mobile node is always attached to its home network. This forms the basis for the reachability of the mobile node at an IP address that can be conventionally associated with its fully qualified domain name (FQDN). If the FQDN is associated with one or more other IP addresses, perhaps dynamically, then those alternative IP addresses may deserve equal standing with the mobile node's home address. Moreover, it is possible that such an alternative IP address would offer a shorter routing path if, for instance, the address were apparently located on a physical link nearer to the mobile node's COA, or if the alternative address were the COA itself. Finally, many communications are short-lived and depend on neither the actual identity of the mobile node nor its FQDN, and thus do not take advantage of the simplicity afforded by use of the mobile node's home address. These issues surrounding the mobile node's selection of an appropriate long-term address for use in establishing connections are complex and are far from being resolved. 

f. Slow Growth in the Wireless LAN Market: 
Mobile IP has been engineered as a solution for wireless LAN location management and communications, but the wireless LAN market has been slow to develop. It is difficult to make general statements about the reasons for this slow development, but with the recent ratification of the IEEE 802.11 MAC protocol, wireless LANs may become more popular. Moreover, the bandwidth for wireless devices has been constantly improving, so that radio and infrared devices on the market today offer multi-megabyte per second data rates. Faster wireless access over standardized MAC layers could be a major driver for growth of this market. 

g. Competition From Other Protocols:
Mobile IP may well face competition from alternative tunneling protocols such as Point-to-Point Tunneling Protocol (PPTP) and Layer 2 Tunneling Protocol (L2TP). These other protocols, based on Point to Point Protocol (PPP), offer at least portability to mobile computers. Although, apparently, portable operation will ultimately not be a long-term solution, it may look quite attractive in the short term in the absence of full Mobile IP deployment. If these alternative methods are made widely available, it is unclear if the use of Mobile IP will be displaced or instead made more immediately desirable as people experience the convenience of mobile computing. In the future, it is also possible that Mobile IP could specify use of such alternative tunneling protocols to capitalize on their deployment on platforms that do not support IP-in-IP encapsulation.

5. MOBILE IPv6:

Principally the mobility support for Internet devices is possible and standardized for both IP protocol versions, lPv4 and lPv6 but due to the enhanced functionality and later design of lPv6 some features concerning the mobility support have been integrated more efficiently in Mobile IPv6 compared to Mobile lPv4. 

· Mobile IP has to assign global IP addresses to a mobile node on each point it attaches the Internet. On links, which serve for mobile nodes, a set of IP addresses (at least one) assigned as mobile node COA has to be reserved. Due to address shortage in lPv4 there may be problems on some links to reserve enough global lPv4 addresses, for IPv6 there are enough addresses available.

· Using anycast addresses of lPv6 enables a node to send a packet to one out of several systems having this anycast address assigned to one of their interfaces. Mobile lPv6 makes efficient use of this mechanism for the Dynamic Home Agent Discovery mechanism by sending a Binding Update to the home agent anycast address and getting response from exactly one of several home agents. lPv4 doesn’t provide such an elegant solution.

· Using stateless address auto-configuration and neighbor discovery mechanisms. Mobile lPv6 neither needs DHCP nor foreign agents on foreign links to configure the care-of addresses of mobile nodes.

· Mobile lPv6 can use IPSec for all security requirements, like authentication, data integrity protection, and replay protection.

· To avoid waste of bandwidth due to triangle routing, Mobile IP specifies the mechanisms of Route Optimization. While Route Optimization is an additional functionality for Mobile lPv4, it is an integral part of Mobile lPv6.

· There are several routers in the Internet, which execute “ingress-filtering” for the packets to be forwarded by them that are they check, if the source address of a packet could be reached over the interface the packet has been received. Mobile IPv6 can coexist with ingress filtering without problems. A mobile node on a foreign link uses its COA as source address of its packets, and includes its home address in the Home Address destination option. As the care-of address is a valid address on the foreign link, the packet will pass ingress without any problems.

6. ONGOING EFFORTS

Mobile IP has been studied in a number of wireless communication research projects. At the University of California at Berkeley, Mobile IP is being used to construct vertical handoffs between dissimilar media (for example, infrared, radio LANs, wide-area cellular, and satellite), depending upon error rates and bandwidth availability. Other factors such as cost and predictive service might also be taken into account. CMU's Monarch project has been the focus of investigation into campus wireless networks, Mobile IP, Mobile IPv6, and ad-hoc networking. Other academic efforts have been proceeding at the University of Portland, University of Alabama, University of Texas, UCLA, Macquarie University, SUNY Binghampton, University of Singapore, Swedish Royal Institute of Technology, and many others. Several books about Mobile IP have recently been published. 

Current IETF drafts that employ Mobile IP include the Tunnel Establishment Protocol and Mobile IP Local Registration with Hierarchical Foreign Agents. The latter uses the ability to advertise multiple foreign agents to arrange hierarchies of mobility agents. This may help cut the number of registrations that must transit the global Internet between the home and foreign networks. DHCP for Mobile Networking with TCP/IP investigates the suitability of using the Dynamic Host Configuration Protocol, to provide care-of addresses to mobile nodes. Mobile IPv4 Configuration Option for PPP IPCP is a new extension to PPP that will enable dial-up users to more efficiently employ their dynamic IP addresses as COA. 

CONCLUSION

This paper has shown that Mobile IP has great potential. Security needs are getting active attention and will benefit from the deployment efforts underway. Within the IETF, Mobile IP is likely to move from a proposed standard to a draft standard in the near future. 

The IETF standardization process requires the working group to carefully demonstrate interoperability among various independent implementations before the protocol can advance. FTP Software has hosted two interoperability-testing sessions, and many vendors have taken advantage of the opportunity. Test results have given added confidence that the Mobile IP specification is sound, implementable, and of diverse interest throughout the Internet community. Only a few minor revisions have been needed to ensure the network protocol engineers and programmers who must implement it can interpret the specification in only one way. 

It is possible that the deployment pace of Mobile IP will track that of IPv6, or that the requirements for supporting mobility in IPv6 nodes will give additional momentum to the deployment of both IPv6 and mobile networking. The increased user convenience and the reduced need for application awareness of mobility can be a major driving force for adoption. Since both IPv6 and Mobile IP have little direct effect on the operating systems of mobile computers outside of the network layer of the protocol stack, application designers should find this to be an acceptable programming environment. Of course, everything depends heavily on the willingness of platform and router vendors to implement Mobile IP and/or IPv6, but indications are strong that most major vendors already have implementations either finished or underway.
BIBLIOGRAPHY

1. Dave Wisely, Philip Eardley and Louise Burness, “IP FOR 3G”, John Wiley & Sons, Ltd., pp. 143-200; 2002
2. Nilanjan Banerjee, Wei Wu, and Sajal K. Das; “Mobility Support In Wireless Internet”; IEEE Wireless Communications, Oct. 2003, Vol. 10#5, pp. 54-61.

3. Charles E. Perkins, “Mobile Networking Through Mobile IP”, URL: http://www.computer.org/internet/v2n1/perkins.htm. 

4. Wolfgang Fritsche and Florian Heissenhber, “Mobile IPv6”, IPv6 Forum, URL: http://www.ipv6forum.com/. 

5. Melody Moh, Gregrie Berquin and Yanjun Chen, “ Mobile IP Telephony: Mobility support of SIP”, URL:http://ntrg.cs.tcd.ie/htewari/papers/iccn99.pdf. 

6. Harry Newton, "Newton’s Telecom Dictionary", CMP books, 18th edition, 2002.

7. Henry Sinnreich and Alan B. Johnston, "Internet Communications Using SIP", John Wiley & Sons, Inc., 2001.
i

