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Introduction

In 1995 the CIA obtained information that suggested that United States weapons secrets were being leaked to the Chinese government.  By September 2000, the United States government had investigated, charged, and then released their prime suspect in the case, a Chinese-American scientist, Wen Ho Lee.  The United States government not only failed to properly investigate the case of Wen Ho Lee, they had also failed to focus on the larger goal of determining the extent and source of the purported leaks of defense data to the Chinese government.  The government’s failures are a text-book example of  decision traps, cognitive limitations of data collection, and escalation problems.

Background

The FBI began investigating allegations of security leaks in the U.S. defense development industry in 1995 soon after the information was obtained by the CIA.  Officials from the Department of Energy (DOE) provided the FBI with a list of approximately 12 people with both access to classified nuclear weapons information and to Chinese officials.  By 1997 the FBI had had narrowed the list to include Wen Ho Lee, a scientist at the Los Alamos National Research Laboratory in Los Alamos, New Mexico.  

The New York Times discovered the Los Alamos investigation through a controversial leak in the DOE and, in March 1999, the Times published a story indicating that an unnamed Chinese scientist was under investigation for leaking nuclear secrets to the Chinese.  Within days, Wen Ho Lee had been fired and interrogated.  

In December 1999, the U.S. government charged Wen Ho Lee with 59 counts of violations of the Atomic Energy Act  and the Foreign Espionage Act.  On September 13, 2000, after nine months in solitary confinement in a federal prison, and after the government’s case against him had collapsed, Wen Ho Lee entered a plea bargain agreement with the government under which he pleaded guilty to exactly one count of improperly downloading classified material.

The FBI, Department of Energy, and the Justice Department:  Mistakes in Learning

The FBI investigation suffered from several of the cognitive learning mistakes.  The FBI’s hypothesis that Wen Ho Lee was the only source of nuclear weapons information that the Chinese government reportedly obtained proved incorrect.

According to Heath, Larrick, and Klayman in “Cognitive Repairs:  How Organizational Practices Can Compensate for Individual Shortcomings”, individuals tend to make shallow hypothesis for two reasons:  because they focus on people rather than situations and because they stop searching as soon as they generate one hypothesis.  In the Wen Ho Lee case, the FBI focused on 12 people given to them in a DOE list early in the investigation and quickly narrowed this focus to Mr. Lee.  The FBI likely chose to focus on Lee, not because of evidence implicating him, but because, as a Chinese-American, he fit the profile they were looking for.  The FBI’s focus on Lee also deflected their attention from the more important issue—a grossly inadequate security system at Los Alamos. 

Further, the FBI’s focus on Lee made them susceptible to collecting biased information that was based on their pre-existing thinking about the case.  In fact, the judge who incarcerated Mr. Lee in December 1999 did so because of “testimony from the FBI’s chief investigator in the case, Robert Messemer, who said that Lee had engaged in a pattern of deceit, misled the government about his contacts with Chinese officials and written letters seeking employment overseas, perhaps using the tapes to better his chances” (Time, vol. 156, no 13, “The Long Way Home”, by Michael Duffy).    In August 2000, Messemer recanted his testimony about the letters and contacts with Chinese officials.
Another clear illustration of the FBI’s cognitive shortcomings was their selective analysis of the evidence. The FBI concentrated on evidence showing that Lee downloaded top-secret computer data and codes.  The facts show that Wen Ho Lee did download quite a bit of classified information onto ten tapes.  According to Heath, Larrick, and Klayman, this is the kind of “vivid evidence” which the FBI weighed much more heavily than other data about Mr. Lee which suggested that he was not a spy-- including the fact that he had asked colleagues at Los Alamos to help him save the data.

Gilovich explains that overlooking important data is another source of cognitive error. A San Jose Mercury News (“Turnaround on Chinese Spy Review Delayed Translation of Secret Documents Radically Shifts Focus”, 19 October 2000, by Walter Pincus and Vernon Loeb) revealed that the CIA’s failure to translate a huge document in Chinese it obtained in 1995 in a timely manner.   “The belated translation and analysis has prompted a major reorientation of the FBI’s investigation into Chinese espionage.  From 1996 until late last year, the FBI probe centered on….. Wen Ho Le…..however, the FBI—which never found evidence that Lee spied for China—has shifted its focus to the Defense Department and its private contractors.”  What is especially amazing about this revelation is how succinctly it reveals both that the information was literally laying around waiting to be translated at the CIA and also that the investigation was “narrowed” to Wen Ho Lee and now is “broadened” to include defense contractors.  Clearly, a cognitive repair of not narrowing the investigation so quickly was in order in this case.  The article says as much further in the text, “plagued by internal disputes between agencies, partisan pressures from Congress, and an apparently mistaken decision to focus on Lee, counterintelligence investigators were slow to review the full 13,000 pages that originally sparked the inquiry”.

Escalation of Commitment

Political and intra-governmental rivalries also created an atmosphere under which FBI investigators and leaders escalated their commitment to successfully prosecuting the Chinese scientist.  Early in the investigation, the FBI and the DOE decided that the evidence of leaks pointed to 12 individuals working within the DOE research structure.  The DOE, which had been under attack in recent years for faulty security measures, was extremely anxious to demonstrate that they had taken affirmative steps to enhance security.   After identifying Lee and after the story was reported in the New York Times, the FBI and the DOE were faced political pressure to prosecute Lee:  “By fall, Reno and the rest of the administration were under intense pressure—and not just from Republicans—to move against Lee.  Energy Secretary Richardson was pushing for the prosecution of Lee on any grounds that could be found.” (Time, vol. 156, no 13, “The Long Way Home”, by Michael Duffy).  By the time that charges against Lee were filed the combined media and political pressures prevented the FBI from backing off their initial investigation of Lee.

The New York Times and Wen Ho Lee

Another aspect of the Wen Ho Lee case which makes it particularly rich for interpretation in terms of cognitive errors and misinterpretation of data is the role of the press, particularly the New York Times, in the case.  On 26 September 2000, the New York Times printed a mea culpa editorial about its role in publicizing and investigating the case of Mr. Lee.

The Times’ admission of failures with regard to its reporting lists, among other things, the organization’s failure to assess the fundamental assumptions in the FBI’s case, failure to broaden its inquiry to other scientists and government officials, the collection of information based on pre-existing theories, and, a vivid description of the of the weakness of non-confirmatory evidence in the face of a positive hypothesis: “the March 6 article noted, deep in the text, that the Justice Department prosecutors did not think they had enough evidence against (Lee) to justify a wiretape…..the fact that the evidence…could not overcome the relatively permissive standards for a wiretap in a case of such potential gravity should have been more prominent in the article and in our thinking.”

The Times also fell victim to an escalation of commitment to the story.  Clearly, since they had the “scoop” in leading the press into the story, they did have a sense of ownership about the scoop that generated pressure for them to follow up with further information that would incriminate Mr. Lee.  Although the mea culpa article does not admit to such escalation of commitment, the editors allude to “passages of some articles also posed a problem of tone….in place of a tone of journalistic detachment from our sources, we occasionally used language that adopted the sense of alarm that was contained in official reports…..”

What is significant about the Times involvement, however, is that they did publish such a detailed account of where their investigation went wrong, including a long list of articles “we wish we had assigned”.   Certainly part of their decision to address their involvement is that the media is held accountable for their errors, usually in the form of lawsuits.   The Times will learn from their mistakes in this case because they have sought to carefully detail the events that led them astray and to makes these public.

Organizational Misbehaviour in Government

Unfortunately, while The New York Times was quick to recognize its errors and to seek to learn from its mistakes, the FBI is pursuing the Wen Ho Lee matter further in Congress in an attempt to exonerate itself.  To add insult to injury, the Wen Ho Lee case initiated a movement in Congress to criminalize leaks to the press about national security investigations.  President Clinton recently vetoed this legistlation.  Clearly, the FBI has yet to learn the lessons from their failed investigation, viewing the media attention the story has received as the source of their failed prosecution of the case.  

Wen Ho Lee is now a free man, however, his innocence or guilt in the matter concerning the missing data in Los Alamos will probably never be ascertained.  Certainly, the government made a series of simple and tragic errors in the investigation of Wen Ho Lee.  However, if the government’s public statements are to be believed, seven of ten missing tapes that Mr. Lee created while employed at Los Alamos are still missing.   The larger problem of the security of the defense secrets of the United States is not addressed while the agency whose job it is to seek a solution focuses on limiting media influence and protecting its reputation.
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