Internet Privacy

Session Objective (per syllabus)  

· To consider privacy issues, how it affects the strategy of a company and how companies can assure Net users that their information will not be used inappropriately

· Whether self-regulation is workable and sufficient to ensure the degree of privacy the public demands.

· Consider the implications of  Utilitarianism and  Kantian for Internet privacy

Double Click and Internet Privacy

Introduction / Background on DoubleClick and Abacus Investment

· Founded in 1996 by Kevin O’Conner, DoubleClick (DC) served advertisers on the Internet and was the largest player in the Internet advertising space. The company tracked web activity on its DC network of 1,500 sites and places banner ads on 11,000 sites.

· DC was growing rapidly (2000Q1 rev grew 179% over prior year quarter) except it was still racking up losses due to marketing costs.

· The info it collected was not person specific. Info was identified only by a specific ID number that was assigned to a cookie deposited on the user’s computer by the banner advertisements. DC then used the info to create user profiles for targeted advertising.

· DC vocal that it will not collect information that identifies a person. “Linking data to names and addresses will be voluntary on the user’s part (opt-out option on website) and used only in strict confidence. We are not going to trick people or match information from other sources.” 

· In contrast, Abacus Direct was the leader in collecting information from catalog purchases. Abacus had person-specific data including name, credit card number, income, etc. 


· DC recognizes that the value of targeted online ads would be highly increased if info. from customers’ online browsing activities could be linked with their offline purchase activities. Also note, rates from targeted ads based on anonymous profiling were 50-100% higher than for untargeted ads and rates for targeted ads based on merged databases would be even higher.

· DC invests$1.7 billion in Abacus Direct and encounters media firestorm when USA Today discloses DC’s plan to merge its anonymous online data with Abacus’s person-specific data.

DC’s Abacus Online Strategy

· DC’s market strategy was to integrate the two databases to offer advertising better tailored to Internet users’ actual purchasing behavior as well as their browsing activity.

· To implement its strategy, DC formed Abacus Online. Participating websites collect both click stream and personal data. Sites are required to post notice explaining that information is being collected; user’s can choose to opt-out. 

· DC states it is only using personally identifiable info when users volunteer it and are given notice and choice. Info is to be used internally to enhance its services to advertisers. DC maintains this will benefit the consumer, who will get ads tailored to their interests and purchasing behavior.

· Further, DC attempts to spin the privacy issue into a freedom from government issue. DC argues that if the net is not gov’t controlled it must be funded by ads. DC quotes studies show that 70% users understand this and 66% like personalization of information. 

Internet Privacy

· No specific privacy provision in U.S. Constitution other than 4th amendment.
· Privacy rights established primarily via court decisions at both the federal and state level.
· Legislation somewhat pertinent to privacy of information: (see reader for full list)

-Privacy Act of 1974 restricted information gathered for one purpose to be used for another purpose or shared with government agency.

-Financial Services Modernization Act – limited disclosure of nonpublic personal information to nonaffiliated third parties unless disclosure and opt-out met.

· Ultimately, the Federal Trade Commission (FTC) has jurisdiction over unfair and deceptive practices and in 1999 the FTC decided not to regulate Internet privacy

· FTC established an Advisory Committee on Online Access and Security

Self Regulation and the Activist Landscape

· Industry groups such as the Online Privacy Alliance (85 members) and the Electronic Commerce and Consumer Protection Group (AOL, IBM, Visa) advocated self-regulation by net companies.
· Certification established by net firms to certify privacy policies of Web sites (TRUSTe).

· DC and 9 other net ad and online profiling companies formed Network Ad Initiative to develop privacy protection guidelines.

· Activists against self-regulation included Electronic Privacy Info Center (EPIC) and Junkbusters, which have been effective in forcing firms like AOL to abandon plans to release personal info.

· Basic objection of activist to the collection of click-stream data is that it was 1) invisible to consumers and the average consumer did not know their activity was being tracked and how the information is used 2) user does not have relationship with tracking company.

Reaction to Abacus Online

· Center for Democracy and Technology launched consumer education campaign alerting net users about data collection and how to opt-out.
· Privacy International maintained that the onus should be on the data collector to get your affirmative consent via an opt-in policy and not on the user to opt-out.
-June 2000, Supreme Court let stand a decision voiding part of a statue that had required local phone companies to obtain “opt-in” permission before using billing records.
· DC countered that its opt-out option is usable, 50,000 people have opted out since founding.
Personal Assurance of Internet Privacy

· Forrester Research indicated that 66% of net users polled were willing to provide information but 90% wanted control over how to use it
· Direct means of assuring privacy, either via ISPs or individuals

-ISP adopted privacy polices and published them on their web sites

-Certification by independent organizations (TRUSTe, BBBOnline, SecureAssure)



-Cookie blocking or washing via configuration of browsers (Webroot’s window washer)



-Anonymous surfing (TopCLick, Anonymizer, and Zero-Knowledge)



-Blocking certain purchasing information (PrivaSeek)

· Platform for Privacy Preferences Protection or P3P formed and unveils software that allows users to specify amount of personal info to divulge on web and receive notification when more information requested. P3P includes World Web Consortium backed by AOL, AT&T, IBM, Microsoft, MIT, and universities abroad. Browsers and ISP vow to offer it as plug-in to browsers.

Government Action U.S

· CDT filed complaint with FTC in regards to privacy concerns raised by Abacus Online and FTC begins inquiry into DC data collection and advertising.

-CDT, Privacy Rights Clearinghouse, Consumer Action, Gay & Lesbian Alliance and the ACLU file “ Statement of Additional Facts and Grounds for Relief” with FTC.

· NY and Michigan Attorney General initiated formal inquiries.

· Senators Burns, Wyden, Leahy, and Markey introduced legislation on Internet Privacy in Congress and House.  Internet Privacy laws introduced in 17 states.

· Some congressmen supported federal Internet privacy agency, but Clinton Admin favored self-rule.

· FTC aimed to maintain self-regulation but provide backup legislation. May 2000, FTC asks Congress for new legislation granting rule-making authority to regulate privacy on Internet. FTC seeks to require notice of privacy policies including how data is used and user correction of data.

-Currently, only 41% of sites post a privacy policy that tells how data is used and only 20% had adequate policies.

· Industry supported self-regulation and opposed gov’t regulation but some companies feared state specific net laws. Some favored federal regulation rather than state regulation.

European Privacy Directive – Ranges in EU on Privacy Legislation and Regulation

· Contrast in EU and American approaches to information – article contends Europeans believe information should be used only for the purpose collected while Americans do not. Also contents Europeans don’t trust companies and trust gov’t to regulate whereas Americans are the opposite.  

· EU harmonized privacy policies of member states via “Directive on Data Protection” referred to as the Privacy Directive, which took effect in 1998 and prohibits the processing of personal data unless the subject has unambiguously given consent or processing necessary for a contract/order or emergency. 

-Directive also allows for correction by user of data. 



-Individuals must be notified if any personal information is transferred to 3rd party.



-Protects EU citizens from processor of information from other countries.



-For implementation, each member EU set up protection privacy agency.

· National Biz Coalition on E-commerce and Privacy protests extraterritorial application of EU law.

