Session 13 Reading Summary

SBEII Chapter 12 (Privacy)

SBE Chapter 12: Privacy

History / Overview of Privacy and Business:

A. Employee Privacy

· Ford was first company to start monitoring employees’ personal lives to ensure they were living in “neat and healthful ways;” inspected houses, verified church attendance, interviewed spouses, etc.

· Privacy intrusions are much less obvious today, but technology allows companies to glean almost as much info (surveillance cameras, on-site medical exams, drug tests, psych tests, integrity tests, genetic testing, etc.)

· Employers justify employee monitoring in many ways. Claim they collect info because:

· Today’s manufacturing processes are more complex and dangerous, requiring more oversight

· Electronic systems for executing financial transfers have huge potential for incorrect data entry

· Drug use bigger problem; abusers endanger other workers

· Wellness programs promote healthier lifestyles

B. Consumer Privacy

· Two classes of information use:

1) primary use:  using the data for the purposes that the customer gave it to you (e.g. using someone’s address to deliver magazine they ordered)

2) secondary use: using data for some other purpose (e.g. cross-marketing); today, most companies ask for permission to use data for other purposes (e.g. “click here if want to learn about future specials,” etc.)

· info about consumers’ health is particularly sensitive topic

· Readers Digest trying to sell results of reader health survey

· Pharma companies target known sufferers of certain diseases

· Technology helps companies gain more consumer info

· Databases to generate targeted direct mailing lists

· Video cameras in store changing room

· Monitoring of web hits

· Consumers are generally in favor of customized mailing lists (even knowing that their purchasing patterns have been lifted off of some database), but there’s a line they don’t want companies to cross

· Huge uproar when Lotus tried to sell CD with detailed purchasing stats on 120M households

Congress and Privacy:

· People started caring about privacy protection after the 1996 Freedom of Information Act
· Was supposed to make government more transparent, but also meant people’s personal info was available to public

· Privacy Act of 1974 amended Freedom of Info Act so that maintained govt accountability without compromising individual privacy

· Prevented sharing of info gathered for one purpose with another; e.g. IRS couldn’t share income data with other agencies

· Congress created Privacy Protection Study Commission in 1974 to investigate more ways of protecting privacy ( clearly think it’s big deal

The Concept of Privacy: (really hard to define; annoying # of definitions!)

· not defined in orig. constitution or Bill or Rights

· Supreme Court didn’t declare privacy a constitutional right until 1965 in Griswold vs Connecticut (married couple sued for right to be free of state interference in their use of birth control)

Def. 1) Privacy is “right to be left alone” – Warren and Brandeis (W&B)

· Builds off Griswold decision

· W & B mostly concerned with publication of gossip in newspapers – thought privacy of private life should be protected from unwanted publicity 

· Critics say: too broad; people have a right to be left alone in religion, politics, etc., but legal restrictions on certain religious activities (like human sacrifice) or political doings (illegal contributions) don’t violate right to privacy; loss of liberty is neither a necessary nor sufficient condition for loss of privacy. 

Def. 2) Privacy is our control over info about ourselves (Westin, others)

· privacy is right of individuals to determine when and how info about them is shared with others

· Critics say: not every loss or gain of control over info about ourselves is a gain or loss of privacy; privacy can’t be identified with control


Def. 3) Person is in State of Privacy when others do not know undocumented, nonobservable “personal knowledge” about them (Parent)

· “personal knowledge”  = “facts which most individuals in a given society at any given time do not want widely known”

· “undocumented” is an important distinction because certain documented facts (e.g. your arrest record) are publicly available and can be known without prying into your personal life

· “nonobservable” important distinction because if you’re bald, for instance, everyone can see you’re bald without having to invade your privacy

Book’s favorite definition

The Value of Privacy

Utilitarian Perspectives: 

1 – Most basic utilitarian perspective: employers’ invasion of employees’ privacy is bad because causes great harm to harm done to individuals who get penalized for false info outweighs benefits of detecting wrongdoing; many lives disrupted because of false polygraph reports, wrongly-interpreted psych  tests, etc. (lost jobs, damaged reputations)

Critique: 

1) assumes that more harm than good will come from collecting employee data

2) only considers possible harmful consequences of privacy invasions. Honest workers, for example, have nothing to fear from taped phone conversations, etc. and can actually benefit b/c taping will reduce incidence of false accusations; true that their right to privacy might be compromised, but not from a  consequentialist / utilitarian) perspective.

2 – Expanded scope perspective: certain amt privacy necessary to enjoy certain activities and by taking away someone’s privacy, you diminish their pleasure. E.g. monitoring employee activity can affect job satisfaction and sense of self-worth ( reduces job happiness

3 – “Privacy and Identity” perspective (Westin): privacy is essential to our sense of personal identity. Compromising privacy hurts our mental health; we are socialized to expect privacy; teaching notions of privacy is society’s way of telling everyone that their existence is their own (e.g. we know we’re not supposed to share certain details about ourselves, like income, because these things are part of what makes us different)

Critique: other societies with less privacy don’t have more mentally imbalanced people

Kantian Perspective: privacy invasion is bad because it (1) violates notions of respect for person and (2) prevents people from making rational choices as autonomous beings

· e.g. spying deliberately deceives a person, preventing his attempts to make a rational choice; person loses control over how he/she perceived by others

·  privacy provides rational context for dealings with our most significant ends like love, friendship, trust, etc. (Charles Fried)
· by choosing who we do and do not share intimacies with, we create friendships and relationships
· if everyone knew everything about everyone else, much of the basis of relationships would be lost
Note: Both Kantian and Utilitarian perspectives assume that privacy is important to dignity and well-being.

Factors to help determine whether invasion of privacy is justifiable

1. Kind of information that’s collected

2.  Use to which info is put / purpose

· Contract Model (DesJardins) says that you should view employee-employer relationship from a contract perspective and that employer only allowed to gather info that enables them to make an informed decision about whether or not someone can do the job. 

· Only applies when contract free of force or fraud

· Once hired, employees have obligation to permit employers to monitor performance. But because contract is just between employee and employer, company cannot pass that info on to anyone else.

· Because contracts based on mutual consent, employee must be aware of and agree to ongoing monitoring (spying violates contract)

3.  Persons within a company who have access to info

4.  Disclosure of information to outsiders

5.  Means used to gather information

· should use least intrusive means (e.g. close work observation is better choice than strip searches for drugs)

6. Steps taken to ensure accuracy and completeness of info

· employees should have right to review and update their file

7. Access that employees have to info about themselves
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DoubleClick

DoubleClick Background:

· founded by Kevin O’Connor in 1996

· serves advertisers on the web by providing specific user information for more targeted banner advertising

· O’Connor always denied intention to collect info that identified an actual person (rather than just a computer)

· historically, anonymously tracked users’ click-stream data by keeping track of cookies associated with specific ID numbers (but no linkage to name or other personal information); used proprietary DART software

· collected user info through network of web sites, which included AltaVista and Travelocity

· explosive growth. Grew to $110M in revenue by 2000

Case Climax:

· DC recognized that could increase value of its targeted marketing by linking consumers on-line browsing activities with offline purchase activities

· Acquired Abacus Direct (AD) in 1999; AD had five-year buying profiles of 88M households (including name, address, credit card #’s, income, purchases)

· Formed Abacus Online; participating web sites identified users by name, but were required to post a notice explaining the info collected and giving people opportunity to opt-out (required effort); users could also choose whether to receive targeted advertisements

· Abacus Online sites (e.g. Netdeals.com) incented users to give over personal info to qualify for “valuable offers” ( ethical questions

· Integration of DC and AD database linked anonymous cookie ID with actual name!!
· DC defended actions by claiming

1) only collecting info only people who willingly provided it 

2) only using data internally to make more targeted ads; not selling

3) would not collect data on medical, financial or sexual transactions

4) Forester surveys indicated that 2/3 users liked the personalization of information (although 90% wanted right to monitor / modify info collected about them)

· Center for Democracy and Technology filed complaint with FTC

· New  York and Michigan state attorneys initiated inquires

· Congressmen (eh. Burns, Wyden, Leahy, Markey) initiated legislation

· DC got tons of negative press (sparked by USA Today) and dropped initiative

Background on US Govt and Privacy:

· constitution has no explicit privacy provision, but lots of state constitutions (e.g. CA) do; lots of laws been passed:

· Privacy Act of 1974 restricted info collected for one purpose from being used in another

· Video Privacy Protection Act of 1988 prohibited video tape rental stores from releasing info about what tapes people rent

· Driver’s License Privacy Protection Act of 1994 prohibits states from selling drivers license info

· Fair Credit Reporting Act regulated release of credit application data

· Electronic Communications Privacy Act prohibited unauthorized access to e-mail and wiretaps

· Children’s Online Privacy Protection Act of 1998 prohibits collection of information from children under 13

· FTC has jurisdiction; decided not to regulate Internet privacy in 1999, but established Advisory Committee on Online Access and Security

· May 2000, FTC reversed its position and voted to ask Congress for permission to regulate Internet privacy

Activists/Interest Groups Involved:

Pro self-regulation by Internet companies:

· Online Privacy Alliance 

· Electronic Commerce and Consumer Protection Group

· Internet companies established TRUSTe to certify privacy policies of web sites (showing willingness to self-regulate); other similar organizations: BBBOnline, SecureAssure

· Network Advertising Initiative

· Started by DoubleClick and 9 other Internet advertising and online profiling companies in response to activist criticism that they weren’t developing enough privacy standards

· Platform for Privacy Preferences Protection (P3P)

· Started by AOL, AT&T, IBM, Microsoft and MIT

· Microsoft incorporating technology in next version of Windows

· Allowed Internet users to specify how much data they wanted to share

· Criticized because uses opt-out (rather than opt-in) features

Pro govt-regulation / anti-DoubleClick:

· Electronic Privacy Information Center (EPIC)

· JunkBusters (consulting company) 

· Center for Democracy and Technology

· Launched consumer education campaign after DoubleClick announced Abacus deal

· Provided Operation Opt-out web site where people could opt-out of being tracked by DC

· Urged consumers to write protest letters to web sites that participated in DC network

· ACLU

· Privacyplace (activist magazine)

· Privacy International

· Gay and Lesbian Alliance Against Defamation

· Consumer Action

· Privacy Rights Clearinghouse

NOTE: some companies (eg. Ebay) actually supported federal regulation because they thought regulation was inevitable and favored unified federal policy over individual state policies

The EU and Privacy

· much more govt regulation (people trust govt more than companies – opposite of US)

· believe data should only be used for primary purpose
· Passed Directive on Data Protection in 1998 to prohibit processing of personal data unless the person has “unambiguously” given consent; also protected citizens against data collection by Internet companies based in other countries

· To implement, each EU country established data protection agency

· Critics claim Directive is an unwarranted extranational application of EU law

· EU invited other countries to provide input

Note: probably don’t need to read all these definitions; just know that there’s a lot of debate on what is and is not a privacy violation

















