Session 14:  Sophis Networks and Encryption Export Controls

· Overview

· Sophis Networks working to relax U.S. export restrictions on encryption products through introduction of the Security and Freedom Through Encryption Act

· Clinton pledged to veto it, despite claims it would impair companies’ competitiveness, due to concerns over terrorist usage of products

· U.S. laws restrict exports of encryption technology to low-strength products, where foreign companies could sell any type, resulting in lost sales for domestic companies

Encryption

· Encryption has a long history of military usage

· Encryption converts a plain message to a secret message, and decryption is the process of converting the text back to its plaintext format

· Symmetric cryptography uses the same key for encrypting and decrypting a coded message, but users must find a secure method to distribute the key among senders and receivers

· Two Stanford University scientists sought to eliminate symmetric key vulnerabilities through public key encryption, where the key used for encryption is different from the key used for decryption

· In public key encryption, it is difficult to derive one key from the other

Everyday Uses of Cryptography

· Used primarily for credit card authentication and authorization of online transactions

· Other uses include e-mail message encryption, regulation of satellite and cable services

Key Recovery

· Key recovery is used to provide access to encrypted material when required by government law enforcement or when a password is lost

· Sophis refused to include key recovery in its products

How Secure Is Encrypted Information?

· In the late ‘90s, it became apparent that 56-bit symmetric encryption was fairly easy to crack

· Industry experts now recommended 80-bit encryption for personal use, 128-bit encryption for corporate use and 256-bit encryption for highly sensitive material

The Encryption Policy Issue

· The NSA and FBI generated concern in Congress with accounts of terrorist attacks and global crimes related to encryption

· Companies argued that the U.S. was fighting a losing battle in its regulation of encryption, since strong encryption was supplied by competitors in other countries

· U.S. companies lost 1/3 of their market share in encryption software in 1998

· Analysts estimated that more than 500 non-US encryption products were sold on the market by mid-1998 compared to only a handful in 1993

· Privacy advocates becoming concerned that if communication over the Internet was subject to key recovery, privacy would be severely jeopardized

Evolution of US Encryption Policy

· The government classified all encryption technologies as “munitions” and subjected them to the Arms Export Control Act (AECA) and the International Traffic in Arms Regulations (ITAR), reflecting the government’s perception of national security risk posed by encryption

US Encryption Policy in the Early 1990s: Escrowed Encryption

· Government tried to mandate the installation of a “clipper” chip on every computer to monitor communications, but the program failed causing it to rely on the export control instead

Export Controls

· In November 1996 the government removed encryption from the Munitions List and transferred jurisdiction from the State Dept. to the Commerce Dept.

· Only “mass market software” with 40 bit or lower strength encryption could be freely exported

· Financial institutions were permitted to export stronger 128 bit encryption technology, but were restricted to encrypting only financial transactions and could not use the technology for general-purpose communication

· After pressure from tech companies, the U.S. changed its export policy in September 1998 with the following provisions

· Elimination of key recovery for “mass market” encryption and permission to export freely except to seven terrorist nations

· Expansion of the definition of financial institutions

· Continuation of the policy allowing key recovery products to be exported under a license exception

· Provision for other export requests to be approved on a case by case basis

The Security And Freedom Through Encryption Act (SAFE)

· One of seven encryption bills introduced to Congress in 1997

· Provisions

· Permit exportation of encryption technology equivalent to that already commercially available from foreign suppliers

· Impose stiff penalties for criminal use of encryption technology

· Allow US companies to buy or sell any domestic encryption software and not require computer uses to turn over key copies to the government

· President declared he would veto the bill

US Encryption Policy in 1999: Continued Export Control

· New policy

· Any encryption software may be exported without a license, after a technical review, to individuals and commercial firms in non-terrorist nations

· Any retail encryption software may be exported without a license after a technical review to individuals and commercial firms in non-terrorist nations

· Streamlined post-exporting reporting will provide govt with an understanding of where strong encryption is being exported

· Sector definitions and country lists are eliminated

· Cyberspace Electronic Security Act ensured that law enforcement agencies could access decrypted information

Sophis Networks Company Background

· Provider of end-to-end security solutions for companies with Internet business, companies giving employees access to privileged information and ASPs.

· Products allowed user authentication and authorization, information supply and information encryption

Sophis Networks Market Strategy

· Sophis entered into partnerships to fight government regulation with SUN Microsystems, RSA Securities and Network Associates

· Network Associates acquired a Swiss encryption company to sell to non-US customers without infringing upon the law

· SUN developed a product through minority owned Russian subsidiary

· Sophis formed similar partnerships with overseas companies

