Boot Sector Viruses

Boot sector viruses are by far the most
common. They insert themselves into the boot
sectors of hard or floppy disks. A boot sector is
a small section of a disk that stores a short
program for using the disk. The program exe-
cutes when the disk starts, or "boots”. When the
infected disk boots, boot sector viruses load into
Random Access Memory (RAM). From memory
they infect other disks used in the computer
system.

Spread only by disk-to-computer-to-disk
connections, boot sector viruses cannot be
spread by electronic file transter. There is usu-
ally atime lag between infection and attack. This
lag gives them time to replicate and spread.
Boot sector viruses can spread very quickly.

[N RO T

A e

e e

¥ PROGRAM
SEARCHES FOR
UNINFECTED .

CAN DESTROY
, MORE DATA é

&
INFECTS G
NEW FILE _g’;%?“ o

e e
ﬁ&ﬁ%{w’
At
;
‘&ﬁmm: ot

Trojan Horse Viruses

Trojans are the crudest viruses and ollen
the most daestructive. Typically they are dis-
guised programs, uploaded to phone-in com-
puter bulletin board systems (BBSes) by van-
dals. Unsuspecting victims download them. Their
documentation promises they will do something
wonderul for you,

Once past your system's gates, Trojan
horse viruses attack. Like the Trojan horsa of
liad fame, from within an altractive exterior
springs a destructive force. When you run the
program it doss somathing nasty, like overwrit-
ing your hard disk or scrambling filas.

They may not attack right away. They can
wait for a date to come up on your computer's
clock, or count the number of timas thay run until
they reach a target number. This way they do
mora harm, Waiting gives more tima for mara
victims to download the Trojan, and for victims 1o
pass the time bomb on lo other BBSes and
unlucky friends.
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File Viruses

Of the three types of computer viruses, file viruses are
the most like biological viruses. They are truly self-replicat-
ing information structures. In biological viruses the informa-
tion is genetic, in file viruses the information is slectronic.
Spreading from file to file on a disk, file viruses are like
biological viruses spreading from cell to call in a body.

Fila viruses can bs spread by electionic file transler
and floppy disks. If an infected file is transferrad from an
infected computer to a clean computer then the clean
computer’s files and disks become infacted,

There are many, many differant file viruses, but thay
are really nat very commaon. File viruses are programs that
altach thamselves to other programs. In DOS they usually
target .COM and .EXE files, espacially COMMAND.COM,
an integral part of DOS systams.

Whan these executabla filas exacuts, i.e., whan the
Infectad program runs, the virus program executes loo. The
virusthen goes locking for naw files to infact. It spreads from
file to file on a disk. There is usually an Incubation pariod that
letsthem spread. Then comes asudden attack ora pariodic,
pain-in-tha-nack bug.

TROJAN HORSE

B

VANDAL UPLOADS
A TROJAN HORSE
~'70 A BES

88s ru%nunnm

WiTHoUT
1E8

EQUATE
NG -

UNSUSPECTING VictiMg |
* DOWNLOAD AND RUNIT '
DISTRIBUTE IT UNKNOWNIGLY

TROJAN HORSE ACTIVATES AND
DOES DAMAGE BY ERASING OR

CORRUPTING HARD DISK DATE 4




