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Use an anti-viral program to scan and disinfect the
hard disk. II you don't have a program handy, get one
before you turn the computer on.

Once you have restored the hard disk using back-up
files, systemat- ically work through your floppy disks,
scanning and disinfecting them.

of Computer Virus Protection
DO I S of Computer Virus Protection

DO write protect all original commercial and shareware
program diskettes, especially system diskettes, DOS or
other. If you haven't done this yet, do It now.

On 5.25 inch diskelles use the lillle black or silver stickers
that come with a package of diskelles to cover up the lillle
notch on the side. On 3.5 inch diskelles open the lillle
sliding window in the corner.
If you do get a virus infection you will need the original program
diskelles to restore lost information and contaminated files.
Write protecting them ensures that they will remain free of
contamination.
If your hard drive is contaminated you will need to boot the
system the old-fashioned way: by booting from a DOS or other
operating system diskelle in drive A: Write protecting the oper-
ating system diskelle ensures this boot is possible. You will
protect the diskelle from contamination when it is inserted into
the contaminated system.

DO make regular complete back-ups of your hard drive.

Backups are the best defense against all computer catastro-
phes. If a virus allacked some of the damage to data on your
hard drive it may be irreversable. Only with a recent backup
can the directory structure and all data be restored.

You might be backing up an unsuspected virus at the same
time. But after an allack you will have a beller idea where the
virus is in the data structure. You could delete infected files
right after restoring the hard drive from a backup, before
running any other programs.

DO acquire software from a reputable, secure source.

Commercial shrink-wrapped packages or shareware direct
from the author are safest. Shareware from mail-order houses
or downloaded from major BBSes practising anti-viral security
come second. Least safe is gelling software on a disk from
someone else, or from a BBS not practising anti-viral
measures.

DO acquire at least one antl.vlrus package.

Nothing you do, short of never turning on your computer, can
totally protect you. But using even one package will drasticallx
reduce your risk level. When you first get your package, run It
from a write-protected diskelle, scanning computer's RAM and
hard drive for inspection. Then use it to scan floppy diskelles.

DO use your anti-virus package to scan new diskettes &
files for viruses.

No matter what the source, scan new material coming into
your system. This includes programs used by service people,
pre-formalled new diskelles, blank used diskelles, diskettes
received in the mail, diskelles containing only text or data,
and so on.

D O quarantine new software.

Responding to a computer virus attack

As soon as you realize a computer virus is attacking
your computer :

O Turn the power off immediately I Rebooting without
switching the power off is not enough to kill viruses in

memory.

O 8ootthe system using a write-protected copy of your
system diskette. This should leave the hard disk in-
active.


