ELECTRONIC COMMERCE

Areas covered:

(
What is electronic commerce and its effect on business processes.

(
What are the information technology components required to conduct electronic commerce.

(
What are the control issues related to electronic commerce and identify methods for addressing them.

A. Electronic commerce consists of the use of advances in networking and communications technology to improve the ways in which a company interacts with its suppliers and customers

B.  Electronic commerce is not an option but a basic requirement for businesses today

II.
BASIC ELECTRONIC COMMERCE CONCEPTS

A.
Electronic commerce consists of two types of transactions

1.
Business-to-consumer electronic commerce transactions, which are relatively simple

a.
An important issue in business to consumer electronic commerce is "trust"

2.
The business to business electronic commerce has a much larger volume and is relatively complex

a.
The important issues in business-to-business electronic commerce are "accountability" and "control"

B.
Electronic Data Interchange (EDI) is the electronic exchange of information between trading partners

1.
EDI reduces inventory, streamlines business processes, eliminates paper, and improves the flow of information

2.
EDI's effectiveness depends on the degree of its integration with the company's AIS

C.
Electronic funds transfer (EFT) refers to making cash payments electronically

1.
Primarily accomplished through banking system's Automated Clearing House (ACH) network

2.
Remittance data may or may not be transmitted with payment depending on the EDI capabilities of the company's bank
3.
 Financial Electronic Data Interchange (FEDI) integrates EFT with EDI where remittance data and funds transfer instructions proceed as one package

4. Financial  value-added  networks  (FVAN)  offered  by  independent organizations can also be used to integrate EFT with EDI

D.
Effects of Electronic Commerce on the business processes

1.
Electronic commerce generally affects every step in the value chain

2.
Electronic commerce can reduce staffing requirements, improve service and support, realize cost savings, and improve the efficiency and effectiveness of value chain support activities

3.
Electronic commerce is made possible by the advances in networking and communications technology
III.DATA COMMUNICATIONS SYSTEM MODEL

A.
Global network can be divided into two components: a "private" portion owned by an individual corporation and a "public" portion not owned by the corporation

1.
A local area network (LAN) - a connected system of hardware and peripherals situated in proximity (usually in the same building), owned by the corporation

2.
A wide area network (WAN) - a connected system of hardware and peripherals that are dispersed geographically, not completely owned by the corporation

3.
A value-added network (VAN) - a long-distance communication system designed and maintained by an independent company

4.
The Internet - an international network of computers and smaller networks all linked together through a backbone

a.
Backbones are the high-speed connections that link the computers together

5.
Internet service providers (ISPs) - MCI, GTE, Sprint, etc., own and maintain portions of the backbone

6.
Intranets - resemble the Internet in functionality but are private

7.
Extranets - link Intranets of two or more companies through the Internet or

VAN

8.
Virtual Private Network (VPN) - uses encryption and authentication technology to control access to the extranet and to prevent eavesdropping
B.
Data communication components include the following:

1.
Interface devices enable computer hardware and peripherals to talk to each other
a. Network interface cards, such as Ethernet cards, plug into the computer
b.Modem converts a computer's digital signals into analog signals and reconverts the analog signals back into digital signals at the destination

c. Modems that carry signals over telephone lines are generally slow

d. Cable and Digital Subscription Lines (DSL) modems are faster but more expensive but can carry both voice and data simultaneously

2.
Remote access devices are modem banks that serve as gateways to the Internet or private corporate networks

3.
A hub is a hardware device that provides a common wiring point in a LAN

4.
Switches and routers are hardware devices used to direct messages across a network

a.
Switches create temporary point-to-point links between two nodes on a network to send data

b.
Routers use software to examine contents of the message to direct it to its destination

5.
Communications software manages the flow of data across the network

a.
Controls access to various devices, manages flow of data and files over the network, detects errors and controls the network, and provides security

b.
Works with various protocols, which are rules and procedures for exchanging data

c.
The protocol used on the Internet is called TCP/IP (Transmission Control Protocol/Internet Protocol)



6.
A communications channel - the medium that connects the sender andreceiver in the data communications network such as telephone lines, optical cables, terrestrial microwaves, satellites, and cellular radios



7.
Different communication channels have different bandwidths, that is, information carrying capacity, measured as cycles per second called hertz (Hz); however, it is frequently measured in bits per second (bps)

a.
Standard telephone lines - two insulated copper wires arranged in a spiral pattern (twisted-pair) and are most common

b.
Digital subscriber lines (DSL) - carry data at speeds of up to 1.5 megabits per second (Mbps) over standard telephone lines

c.
A coaxial cable - a stiff copper wire core that is surrounded by a protective sheath

d.
Baseband coaxial cable carries digital signals and broadband coaxial cable carries analog signals; speeds can reach up to 1-2 gigabits per second (Gbps)

e.
A fiber optic cable - thousands of tiny filaments of glass or plastic that transmit data using light waves, data transfer is faster, has greater capacity (100 Gbps), and is more secure

f.
Microwave systems - use long-distance antennas with repeater stations placed approximately 30 miles apart, cost-effective compared to optical cable but are constrained by the shortage of the available spectrum for broadcasting

g.
Communication satellites - orbiting above the Earth accept the signal emanating from Earth and act as a relay station, data transmission is broadband in nature, requires data encryption for sensitive data

h.
Cellular radios and telephones - use radio frequencies to send and receive messages, a powerful central computer and sophisticated interface equipment coordinates and controls the transmission


8.
Networks can be configured in a variety of ways with different costs and benefits



9.
LANs can be configured as a star, a ring, or a bus

a.
Star configuration - all network communications are controlled by and routed through the central server, expensive but immune to node failures

b.
Ring configuration - each node is directly linked to two other nodes. A software code called "token" controls data transmission and avoids data conflicts, resistant to node failures

c.
Bus configuration - each device is connected to the main channel (bus), a software algorithm controls data transmission; however, performance degrades as the number of connected nodes goes up

d.
The performance of any LAN configuration depends on backbone bandwidth (the higher the better), number of nodes (the lower the better), and server characteristics (the bigger the size and power the better)

10.
WANs can be configured as centralized, decentralized, or distributed

a.
Centralized WAN - all terminals or other devices are connected to a central corporate computer (generally a mainframe), better control and security but is more complex and incurs higher communications costs

b.
Decentralized WAN - each departmental unit has its own LAN and the LANs are interconnected, flexible to user needs and communications costs are lower, problems arise in coordinating data stored at various locations, increased hardware costs, and enforcing controls

c.
Distributed data processing systems combine aspects of centralized and decentralized configurations, each location has a LAN but at the same time it is connected to the mainframe

 
Advantages - automatic backups and easy upgrades

 
Disadvantages - difficulties in coordination of the system; incompatibility of hardware, software and data; standardizing documentation and controls; and instituting adequate security controls and separation of duties due to multiple locations

11
Client/Server configurations can be used in LANs and WANs, the server houses the data base, preprocesses the data base, and sends only the relevant subsets of the data base to the requesting clients, which are other computers connected to the server

a.
Two-tier client server system - the central data base is stored on the server and each client is a powerful computer with application software and processing capabilities (fat client) - architecture is costly since multiple copies of software need to be purchased and maintained

b.
Three-tier client server system - there are two levels of servers, the top level server stores the data base and the second level of servers hosts application software where most processing takes place, the clients are merely interfaces but have some formatting capabilities (thin client) - less expensive; however, network setup and applications development costs are considerable

IV. CONTROL ISSUES IN ELECTRONIC COMMERCE

A.
Validity of transactions requires that the other party to the transaction should be authenticated and the integrity of the data transmission should be ensured

1.
The first factor is essentially a matter of "trust," can be developed by authenticating sellers on the Web through services such as WebTrust or by establishment of brand names

2.
Second factor is a matter of "technology"

B.
Authorization of transactions can be achieved by digital signatures and digital certificates

C.
Other threats in the electronic commerce environment are loss of confidentiality, unauthorized access, and loss of assets

1
Data transmission can be intercepted on the Internet, or the company can trade private data; encryption, privacy policies, and regulation might prevent these threats

2
Unauthorized access by outsiders or employees can be another threat; passwords and firewalls provide two layers of security

a.
A firewall is a combination of hardware and software that contr6ls the flow of data into and out of an organization's information system

3
Loss of customer data and the subsequent disruption or loss of business is another threat, necessary to have adequate backups and disaster recovery plans

V. ACCOUNTING ISSUES IN ELECTRONIC COMMERCE

A.
The information-technology-driven economy has created many non-traditional assets, for example, digitized assets, the sale of such digitized assets raises questions about computation of cost of goods sold

B.
The taxation of goods sold over the Internet is also a complex topic, the transaction simultaneously takes place in various states or countries, determining the origin of transaction for tax purposes is very difficult

