
CHAPTER 6
CONTROL AND ACCOUNTING INFORMATION SYSTEMS
INTRODUCTION
· Questions to be addressed in this chapter include:

· What are the basic internal control concepts, and why are computer control and security important?

· What is the difference between the COBIT, COSO, and ERM control frameworks?

· What are the major elements in the internal environment of a company?

· What are the four types of control objectives that companies need to set?

· What events affect uncertainty, and how can they be identified?

· How is the Enterprise Risk Management model used to assess and respond to risk?

· What control activities are commonly used in companies?

· How do organizations communicate information and monitor control processes?

· Why AIS Threats Are Increasing--Control risks have increased in the last few years because there is a proliferation of computers, servers, and users, and because distributed and wide-area networks make data widely available.

· Some vocabulary terms for this chapter:

· A threat is any potential adverse occurrence or unwanted event that could injure the AIS or the organization.

· The exposure or impact of the threat is the potential dollar loss that would occur if the threat became a reality.

· The likelihood is the probability that the threat will occur.

· Companies are now recognizing control risks and taking positive steps to achieve better control, including security staffs, education, enforcement, secure environments, and building control into the development process.  Accountants must understand how to protect systems from threats, have a good understanding of IT and its capabilities and risks.  Management must make security and control a top priority.

· Control objectives are the same regardless of the data processing method, but a computer-based AIS requires different policies and procedures to achieve that control.

· In today’s dynamic business environment, companies must balance the need for innovation and creativity with the need for control systems to avoid excessive risks or harmful behaviors.

· Internal control is the process implemented by the board of directors, management, and those under their direction to provide reasonable assurance that the following control objectives are achieved: (1) assets (including data) are safeguarded; (2) records are maintained in sufficient detail to accurately and fairly reflect company assets; (3) accurate and reliable information is provided; (4) there is reasonable assurance that financial reports are prepared in accordance with GAAP; (5) operational efficiency is promoted and improved (6) adherence to prescribed managerial policies is encouraged; and (7) the organization complies with applicable laws and regulations.

· Internal control is a process that permeates and organization’s activities and provides reasonable, rather than absolute, assurance.  Internal control systems are susceptible to errors, poor decisions, and override; and internal control objectives are often ad odds with each other, e.g., controls to safeguard assets may also reduce operational efficiency.

· Internal controls perform three important functions:

· Preventive controls deter problems before they arise.

· Detective controls discover problems quickly when they do arise.

· Corrective controls remedy problems by identifying cause, correcting errors, and modifying the system to prevent recurrences.

· Internal controls are often classified as:

· General controls to ensure the environment is stable and well-managed.

· Application controls to prevent, detect, and correct transaction errors and fraud.

SOX AND THE FOREIGN CORRUPT PRACTICES ACT
· In 1977, Congress passed the Foreign Corrupt Practices Act.  Its primary purpose was to prevent the bribery of foreign officials to obtain business.  A significant effect was to require that corporations maintain good systems of internal accounting control.

· In the late 1990s and early 2000s, a series of multi-million-dollar accounting frauds made headlines.  Congress responded with passage of the Sarbanes-Oxley Act of 2002 (SOX).  SOX applies to publicly held companies and their auditors.

· Important aspects of SOX include: (1) creation of the Public Company Accounting Oversight Board (PCAOB) to oversee the auditing profession; (2) new rules for auditors, audit committees, and management; and (3) new internal control requirements, requiring that management attest to the adequacy of internal controls.  The auditor must attest to and report on management’s assessment on internal controls.
· The SEC further mandated that management must base its evaluation of internal control on a recognized control framework.  The most likely framework is the COSO model discussed later.

· Levers of Control--Many people feel there is a basic conflict between creativity and controls.  Robert Simons has espoused four levers of controls to help companies reconcile this conflict:

· A concise belief system to communicate core values to employees.

· A boundary system to set limits.

· A diagnostic control system to ensure efficient and effective achievement of important controls.

· An interactive control system to help top-management with high-level activities that demand regular attention, such as strategic development.

CONTROL FRAMEWORKS
· A number of frameworks have been developed to help companies develop good internal control systems.  Three of the most important are:  the COBIT framework; the COSO internal control framework; and COSO’s Enterprise Risk Management framework (ERM).

· The COBIT Framework, also known as the Control Objectives for Information and Related Technology framework was developed by the Information Systems Audit and Control Foundation (ISACF) as a foundation for IT control.  COBIT consolidates standards from 36 different sources into a single framework and is having a big impact on the IS profession.

· COSO’s Internal Control Framework was created by the Committee of Sponsoring Organizations (COSO), a private-sector group consisting of the AAA, the AICPA, the IIA, the IMA, and the FEI.  In 1992, COSO issued the Internal Control Integrated Framework to define internal controls and provide guidance for evaluating and enhancing them.  It was widely accepted as the authority on internal controls and was incorporated into policies, rules, and regulations used to control business activities.  COSO’s internal control model has five crucial components:  control environment; control activities; risk assessment; information and communication; and monitoring.

· Nine years later, COSO began investigating how to effectively identify, assess, and manage risk so organizations could improve the risk management process.  The result was the Enterprise Risk Manage Integrated Framework (ERM).  It is an enhanced corporate governance document that expands on elements of the preceding framework and focuses on the broader subject of enterprise risk management.

· The intent of ERM is to achieve all goals of the previous framework and help the organization:

· Provide reasonable assurance that company objectives and goals are achieved and problems and surprises are minimized.

· Achieve its financial and performance targets.

· Assess risks continuously and identify steps to take and resources to allocate to overcome or mitigate risk.

· Avoid adverse publicity and damage to the entity’s reputation.

· ERM defines risk management as a process effected by an entity’s board of directors, management, and other personnel, applied in strategy setting and across the enterprise, to identify potential events that may affect the entity and manage risk to be within its risk appetite in order to provide reasonable assurance of the achievement of entity objectives.

· The basic principles behind ERM are:

· Companies are formed to create value for owners and that management must decide how much uncertainty they will accept.  Uncertainty can result in risk (the possibility that something negative will happen to value) and opportunity (the possibility that something positive will happen to value).

· The framework should help management manage uncertainty and its associated risk to build and preserve value.
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To maximize value, a company must balance its growth and return objectives and risks with efficient and effective use of company resources.

· COSO developed a graphical model to illustrate the elements of ERM.  Columns at the top represent the four types of objectives that management must meet to achieve company goals.

· Strategic objectives—high-level goals aligned with mission.

· Operations objectives—deal with effectiveness and efficiency of company operations, such as profitability goals and safeguarding assets.

· Reporting objectives—to ensure accuracy, completeness and reliability of reports.

· Compliance objectives—with laws and regulations.

· Columns on the right represent the company’s units: entire company; division; business unit; or subsidiary.
· The horizontal rows are eight related risk and control components, including:

· Internal environment—the tone or culture of the company.
· Objective setting—ensures a process in place to set objectives consistent with the company’s risk tolerance.
· Event identification—requires management to identify potential events that pose risks and opportunities.
· Risk assessment—to determine their potential impact.
· Risk response—involves determining whether to avoid, reduce, share or accept each risk.
· Control activities—to implement management’s risk responses.
· Information and communication—to identify, capture, and communicate information about the ERM’s components.
· Monitoring—involves reporting and acting on deficiencies.
· Each of the eight risk and control elements are applied to the four objectives in the entire company and/or one of its subunits.

· ERM Framework Vs. the Internal Control Framework—COSO’s internal control framework has been widely adopted as the principal way to evaluate internal controls as required by SOX.  However, it has too narrow of a focus and has an inherent bias toward focusing on past problems and concerns.  The ERM framework takes a risk-based, rather than controls-based, approach to the organization, oriented toward future and constant change.  It incorporates rather than replaces COSO’s internal control framework and contains three additional elements.  Over time, ERM will probably become the most widely adopted risk and control model.

INTERNAL ENVIRONMENT
· The most critical component of the ERM and the internal control framework is the internal environment.

· Internal environment consists of the following components: (1) management’s philosophy, operating style, and risk appetite; (2) the board of directors; (3) commitment to integrity, ethical values, and competence; (4) organizational structure; (5) methods of assigning authority and responsibility; (6) human resource standards; and (7) external influences.
· Management’s Philosophy, Operating Style, and Risk Appetite--An organization’s management has shared beliefs and attitudes about risk.  That philosophy affects everything the organization does, long- and short-term, and affects their communications.  Companies also have a risk appetite, the amount of risk they are willing to accept to achieve their goals and objectives.  That appetite needs to be aligned with company strategy.  This philosophy must be clearly communicated to all employees and backed up with actions.   This component can be assessed by asking whether management takes undue business risks, attempts to manipulate performance measures or pressures employees to achieve results regardless of methods.

· The Board of Directors—The organization should have an active and involved board of directors that oversees management; scrutinizes their plans, performance, and activities; approves strategy; reviews financial results and security policies; and interacts with auditors.  They should possess sufficient knowledge and independence.

· Public companies must have an audit committee, composed entirely of independent, outside directors.  They oversee the internal control structure, the financial reporting process, and compliance with laws and regulations.  They also hire and work with the auditors to provide an independent review of management actions.

· Commitment to Integrity, Ethical Values, and Competence--Management must create an organizational culture that stresses integrity and commitment to both ethical values and competence.  Management should reward and encourage honesty and give labels to honest and dishonest acts.  Codes of conduct can help specify permissible and forbidden acts.  Employees should be required to report violations.  The levers of control can be helpful in creating a commitment to integrity.
· Organizational Structure--A company’s organizational structure defines its lines of authority, responsibility, and reporting.  It provides the overall framework for planning, directing, executing, controlling, and monitoring its operations.  In today’s business world, the hierarchical organizations with many layers of management are giving way to flatter organizations with self-directed work teams.  These changes have a significant impact on the nature and type of controls needed.

· Methods of Assigning Authority and Responsibility--Management should make sure employees understand the entity’s objectives and that authority and responsibility for achieving those objectives is assigned to specific departments and individuals.  Ownership of responsibility encourages employees to take initiative in solving problems and holds them accountable.  Management must be sure to identify who is responsible for the IS security policy and should monitor results so decisions can be reviewed and, if necessary, overruled.  Authority and responsibility are assigned through job descriptions; employee training; operating plans, schedules, and budgets; codes of conduct; and written policies and procedures manuals.

· Human Resources Standards--Employees are both the company’s greatest control strength and weakness.  Organizations can implement human resource policies and practices with respect to hiring, training, compensating, evaluating, counseling, promoting, and discharging employees that send messages about the level of competence and ethical behavior required.  Policies on working conditions, incentives, and career advancement can encourage efficiency and loyalty.  Policies with respect to the following issues are particularly important:

· Hiring—Should be based on the candidates match to the job requirements.  Formal interviews should be conducted, and reference and background checks should be done.

· Compensating—Employees should be paid a fair wage.

· Training—Employees should have ongoing training related to their responsibilities, company policies and expectations, and fraud awareness.  Employees should be made aware of consequences of bad behavior.

· Evaluating and promoting—Periodic performance appraisals help employees understand their strengths and weaknesses and should be an important basis for promotions.
· Discharging—Terminated employees should be removed from sensitive jobs immediately and denied system access.

· Managing disgruntled employees--Disgruntled employees are much likelier fraud candidates than satisfied employees.  The organization can try to reduce the employee’s pressures through grievance channels and counseling.

· Vacations and rotation of duties--Some fraud schemes cannot continue without the constant attention of the perpetrator.  Mandatory vacations or rotation of duties can prevent these frauds or lead to early detection.

· Confidentiality agreements and fidelity bond insurance--Employees, suppliers, and contractors should be required to sign and abide by nondisclosure or confidentiality agreements.  Key employees should have fidelity bond insurance coverage to protect the company against losses from fraudulent acts.

· In addition to the preceding policies, the company should seek prosecution and incarceration of hackers and fraud perpetrators

· External influences--External influences that affect the control environment include requirements imposed by FASB, the PCAOB, the SEC, insurance commissions, and regulatory agencies for banks, utilities, etc.

OBJECTIVE SETTING
· Objective setting is the second ERM component.  It must precede many of the other six components, i.e., you must set objectives before you can define events that affect your ability to achieve objectives.  Top management, with board approval, must articulate why the company exists and what it hopes to achieve (the corporate vision or mission).  They use the mission statement as a base from which to set corporate objectives.  The objectives need to be easy to understand and measure, prioritized, and aligned with the company’s risk appetite.

· Objectives set at the corporate level are linked to and integrated with a cascading series of sub-objectives in the various sub-units.  For each set of objectives, critical success factors (what has to go right) must be defined and performance measures should be established.

· Objective-setting process goes as follows.  First, set strategic objectives--the high-level goals that support the company’s mission and create value for shareholders.  To meet these objectives, identify alternative ways of accomplishing them.  For each alternative, identify and assess risks and implications.  Formulate a corporate strategy, and then set operations, compliance, and reporting objectives.

EVENT IDENTIFICATION
· Events are incidents or occurrences that emanate from internal or external sources that affect implementation of strategy or achievement of objectives.  Their impact can be positive, negative, or both.  Events can range from obvious to obscure and from inconsequential to highly significant.

· Management must do its best to anticipate all possible events.  COSO identified many internal and external factors that could influence events and affect a company’s ability to implement strategy and achieve objectives.

· External factors include economic factors, natural environment, political factors, social factors, and technological factors.  Internal factors include infrastructure, personnel, process, and technology.  Companies usually use two or more of the following techniques together to identify events:  comprehensive lists of potential events; internal analysis; monitoring of leading events and trigger points; workshops and interviews; data mining and analysis; and process analysis.

RISK ASSESSMENT AND RISK RESPONSE
· COSO indicates there are two types of risk:  Inherent risk is the risk that exists before management takes any control steps.  Residual risk is the risk that still remains after control steps.  Companies should assess inherent risk, develop a response, and then assess residual risk.  The steps in risk assessment and response are:

· Identify the events or threats that confront the company.

· Estimate the likelihood of each event occurring.

· Estimate the potential loss from each threat.

· Identify controls to guard against the threat.

· Estimate costs and benefits of implementing such controls.

· If it’s cost beneficial, then reduce the risk by implementing controls; otherwise, avoid, share, or accept the risk.

CONTROL ACTIVITIES
· Control activities are policies, procedures, and rules that provide reasonable assurance that management’s control objectives are met and their risk responses are carried out.  They generally fall into one of the following categories: (1) proper authorization of transactions and activities; (2) segregation of duties; (3) project development and acquisition controls; (4) change management controls; (5) design and use of documents and records; (6) safeguard assets, records, and data; and (7) independent checks on performance.
· Proper Authorization of Transactions and Activities--Management must establish policies and empower employees to perform activities within policy.  This empowerment is called authorization.  There are typically at least two levels of authorization.  With general authorization, management authorizes employees to handle routine transactions without special approval.  Special authorization is required for transactions that are of significant consequences; management review and approval is required.

· Segregation of Duties--Segregation of duties in the accounting function means that no two employees should have responsibility for more than one of the following with respect to related assets:

· Authorization—approving transactions and decisions.

· Recording—Preparing source documents; maintaining journals, ledgers, or other files; preparing reconciliations; and preparing performance reports.

· Custody—Handling cash, maintaining an inventory storeroom, receiving incoming customer checks, writing checks on the organization’s bank account.

· If two or more employees work together to override these controls, there is collusion.

· Within the systems function, procedures once performed by separate individuals are combined.  Therefore, anyone who has unrestricted access to the computer, its programs, and live data could have the opportunity to perpetrate and conceal fraud.  To combat this threat, organizations must implement effective segregation of duties within the IS function.  Authority and responsibility must be divided clearly among the following functions: systems administration; network management; security management; change management; users; systems analysts; programming; computer operations; information systems library; and data control.  
· Project Development and Acquisition Controls—Involves a formal, appropriate, and proven methodology to govern the development, acquisition, implementation, and maintenance of information systems and related technologies.  This approach should contain appropriate controls for management review and approval, user involvement, analysis, design, testing, implementation, and conversion.  The following basic control principles should be applied to systems development: develop a strategic master plan; incorporate project controls; create a data processing schedule; utilize a steering committee; and use system performance measurements and post-implementation review.
· Change Management Controls--Change management is the process of making sure that system changes do not negatively affect systems reliability, security, confidentiality, integrity, or availability.  

· Design and Use of Adequate Documents and Records--Proper design and use of documents and records helps ensure accurate and complete recording of all relevant transaction data.  Form and content should be kept as simple as possible.  Documents that initiate a transaction should contain a space for authorization.  Those used to transfer assets should have a space for the receiving party’s signature.  Documents should be sequentially pre-numbered and should provide an audit trail.
· Safeguard Assets, Records, and Data—Cash, inventory, information, and other assets all need to be protected.  Insiders pose the greatest risk to information.  It is important to maintain accurate records of all assets, periodically reconcile recorded amounts to physical counts, restrict access to assets, and protect records and documents.

· Independent Checks on Performance--Internal checks to ensure that transactions are processed accurately are an important control element.  These checks should be performed by someone independent of the party responsible for the activities.  They typically include: top-level reviews, analytical reviews, reconciliation of independently maintained sets of records, comparison of actual quantities with recorded amounts, double-entry accounting, and independent review.
INFORMATION AND COMMUNICATION
· Information and communication is the seventh component of COSO’s ERM model.  The primary purpose of the AIS is to gather, record, process, store, summarize, and communicate information about an organization.  So accountants must understand how transactions are initiated, data are captured in or converted to machine-readable form, computer files are accessed and updated, data are processed, and information is reported to internal and external parties.  Accountants must also understand the accounting records and procedures, supporting documents, and specific financial statement accounts involved in processing and reporting transactions.  The preceding items facilitate an audit trail which allows for transactions to be traced from origin to financial statements and vice versa.

MONITORING
· Monitoring is the eighth component of COSO’s ERM model.  It can be accomplished with a series of ongoing events or by separate evaluations.  Key methods of monitoring performance include: performing ERM evaluation, implementing effective supervision, using responsibility accounting, monitoring system activities, tracking purchased software, conducting periodic audits, employing a computer security officer and security consultants, engaging forensic specialists, installing fraud detection software, and implementing a fraud hotline.

SUMMARY OF MATERIAL COVERED
· Basic internal control concepts and why computer control and security are so important.

· Similarities and differences between the COBIT, COSO, and ERM control frameworks.

· Major elements in the internal control environment of a company and the four types of control objectives that companies need to set.

· Events that affect uncertainty and how these events can be identified.

· How the Enterprise Risk Management model is used to assess and respond to risk, as well as the control activities that are commonly used in companies.

· How organizations communicate information and monitor control processes.

CHAPTER 7

INFORMATION SYSTEMS CONTROLS 

FOR SYSTEMS RELIABILITY

INTRODUCTION

· Questions to be addressed in this chapter include:

· How does security affect systems reliability?

· What are the four criteria that can be used to evaluate the effectiveness of an organization’s information security?

· What is the time-based model of security and the concept of defense-in-depth?

· What types of preventive, detective, and corrective controls are used to provide information security?

· How does encryption contribute to security and how do the two basic types of encryption systems work?

· An AIS should provide information useful for decision making.  To be useful, information must be reliable, which means accurate, complete, and timely; available when needed; and protected from loss, compromise, and theft.

· The Trust Services framework developed by the AICPA and the Canadian Institute of Chartered Accountants (CICA) identified five basic principles that contribute to systems reliability:  security, confidentiality, privacy, processing integrity, and availability.
· Security is the foundation of systems reliability.  Security procedures restrict access to only authorized users and protect confidentiality and privacy of sensitive information; provide for processing integrity; and protect against attacks.  This chapter focuses on information security, while Chapter 8 covers the other four reliability principles.

SECURITY AS A MANAGEMENT ISSUE

· Security is a top management issue—not an IT issue.  Management is responsible for the accuracy of various internal reports and financial statements produced by the organization’s IS.  Management must certify the accuracy of the financial statements and maintain effective internal controls.

· The Trust Services framework identifies four essential criteria for successfully implementing the five principles of systems reliability:

· Develop and document policies.

· Effectively communicate those policies to all authorized users.

· Design and employ appropriate control procedures to implement those policies.

· Monitor the system, and take corrective action to maintain compliance with the policies.

· Top management involvement and support is necessary to satisfy each of the preceding criteria.

· Policy Development--A comprehensive set of security policies should be developed before designing and implementing specific control procedures.  This process begins with taking an inventory of information systems hardware, software, and databases.  Once the resources have been identified, they need to be valued in order to select the most cost-effective control procedures.

· Effective Communication of Policies--Security policies must be communicated to and understood by employees, customers, suppliers, and other authorized users.  Regular reminders and compliance training should be employed.  Management must actively support these policies, and sanctions should apply to violators. 

· Design and Employ Appropriate Control Procedures--Control frameworks such as COBIT and Trust Services identify a variety of specific control procedures and tools that can be used to mitigate various security threats.  Determining the optimal level of investment in security involves evaluating cost-benefit trade-offs.

· Monitor and Take Remedial Action--Technology advances create new threats and alter the risks associated with existing threats.  Effective control involves a continuous cycle of developing policies to address identified threats; communicating those policies to employees; implementing specific control procedures to mitigate risk; monitoring performance; and taking corrective action in response to problems.

THE TIME-BASED MODEL OF SECURITY

· Given enough time and resources, any preventive control can be circumvented.  Detection and correction must be timely, especially for information security, because once preventive controls have been breached, it takes little time to compromise the organization’s economic and information resources.

· The time-based model evaluates the effectiveness of an organization’s security by measuring and comparing the relationships among three variables:

· P = Time it takes an attacker to break through the organization’s preventive controls

· D = Time it takes to detect that an attack is in progress

· C = Time to respond to the attack

· If P > (D + C), then security procedures are deemed effective.  Otherwise, security is ineffective.

DEFENSE IN DEPTH

· Defense-in-depth involves using multiple layers of controls to avoid having a single point of failure.  Computer security involves using a combination of firewalls, passwords, and other preventive procedures to restrict access.  Redundancy also applies to detective and corrective controls.

· Major types of preventive controls used for defense in depth include:

· Authentication controls to identify the person or device attempting access.

· Authorization controls to restrict access to authorized users.  These controls are implemented with an access control matrix and compatibility tests.

· Training to teach employees why security measures are important and teach them to use safe computing practices.

· Physical access controls to protect entry points to the building, to rooms housing computer equipment, to wiring, and to devices such as laptops, cell phones, and PDAs.

· Remote access controls include routers, firewalls, and intrusion prevention systems to prevent unauthorized access from remote locations.

· A border router connects the IS to the Internet.

· Behind the router is the main firewall.  It works with the border router to filter information trying to enter or leave the organization.

· Data is transmitted over the Internet in packets through a protocol called TCP/IP.  A set of rules called an access control list (ACL) determines which packets are allowed in and which are dropped.  Stateful packet filtering examines the header of each packet in isolation.  Deep packet filtering examines the data in the body of a packet to provide more effective access control.  Deep packet filtering is the heart of a new type of filter called intrusion prevention systems.

· Internal firewalls can be used to segment different departments within an organization.

· Web servers and email servers are placed in a separate network outside the corporate network referred to as the demilitarized zone.

· Special attention must be paid to use of rogue modems by employees.  Wireless access and dial-up modems require special security procedures.

· Host and application hardening procedures involve the use of supplemental preventive controls on workstations, servers, printers, and other devices.  Special attention should be paid to host configuration, user accounts, and software design.

· Encryption provides the final barrier.  It involves transforming normal text, called plaintext, into unreadable gibberish, called ciphertext.  Decryption reverses the process. 

· The factors that determine the strength of an encryption system are the length of the key, key management policies, and the nature of the encryption algorithm.

· There are both symmetric and asymmetric encryption systems.  Symmetric systems use the same key to encrypt and decrypt.  Asymmetric systems use both a public and a private key.  E-business uses symmetric encryption to encode most data, since it is faster, and uses asymmetric encryption to safely send the symmetric key to the recipient.

· Hashing transforms plaintext into a short code called a hash.

· A digital signature is a hashed document that has been encrypted with the sender’s private key.

· A digital certificate certifies the owner of a particular public key.

· An organization that issues public and private keys and records the public key in a digital certificate is a certificate authority.

· Preventive controls are never 100% effective, so organizations implement controls to enhance security by monitoring the effectiveness of preventive controls and detecting incidents in which they have been circumvented.  Detective controls include:

· Log analysis—the process of examining logs which record who accesses the system and the actions they take.

· Intrusion detection systems (IDS) automate the monitoring of logs of network traffic permitted to pass the firewall.  The most common analysis is to compare the logs to a database containing patterns of known attacks.

· Managerial reports can be created to disclose the organization’s performance with respect to the COBIT objectives.  Key performance indicators include downtime caused by security incidents, number of systems with IDS installed, and the time needed to react to security incidents once they are reported.

· Security testing includes 

· Vulnerability scans, which use automated tools designed to identify whether a system contains any well-known vulnerabilities.

· Penetration testing which involves an authorized attempt by either an internal audit team or external security consulting firm to break into the organization’s IS.

· Corrective controls include the following:

· A computer emergency response teams (CERT), consisting of technical specialists and senior operations management, to deal with major incidents.  The CERT leads the organization’s incident response process through four steps, which must be practiced regularly:

· Recognizing that a problem exists.

· Containing the problem.

· Recovery.

· Follow up.

· A chief security officer is a designated individual with organization-wide responsibility for security.  This individual should report to the COO or CEO and be independent of the IS function.  The CSO must understand the technology; disseminate information about fraud, security breaches, and consequences; work with the person in charge of building security; and impartially assess the IT environment.

· Patch management involves fixing known vulnerabilities and installing the latest updates to anti-virus software, firewalls, operating systems, and application programs.

SUMMARY OF MATERIAL COVERED

· How security affects systems reliability.

· The four criteria that can be used to evaluate the effectiveness of an organization’s information security.

· The time-based model of security and the concept of defense-in-depth.

· The types of preventive, detective, and corrective controls that are used to provide information security.

How encryption contributes to security and how the two basic types of encryption systems work.
CHAPTER 8

INFORMATION SYSTEMS CONTROLS

FOR SYSTEMS RELIABILITY

PROCESSING INTEGRITY, AND AVAILABILITY

INTRODUCTION

· Questions to be addressed in this chapter include:

· What controls are used to protect the confidentiality of sensitive information?

· What controls are designed to protect privacy of customers’ personal information?

· What controls ensure processing integrity?

· What controls ensure that the system is available when needed?

· According to the Trust Services framework, reliable systems satisfy five principles:

· Security (discussed in Chapter 7)

· Confidentiality

· Privacy

· Processing integrity

· Availability.
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CONFIDENTIALITY

· Reliable systems protect confidential information from unauthorized disclosure.  Confidential information includes sensitive data produced internally as well as that shared by business partners.  Each organization will develop its own definitions, which usually include:  business plans, pricing strategies, client and customer lists, and legal documents.

· Encryption is a fundamental control procedure for protecting the confidentiality of sensitive information.  Confidential information should be encrypted while stored and during transmission to trusted parties.  

· The internet provides inexpensive transmission, but data is easily intercepted.  Encryption solves the interception issue.  If data is encrypted before sending it, a virtual private network (VPN) is created.

· It is critical to encrypt any sensitive information stored in devices that are easily lost or stolen, such as laptops, PDAs, cell phones, and other portable devices.  Many organizations have policies against storing sensitive information on these devices, but 81% of users do so anyway.

· Encryption alone is not sufficient to protect confidentiality.  Access controls and strong authentication techniques are also needed.  Strong controls should be used to limit the actions (read, write, change, delete, copy, etc.) that authorized users can perform when accessing confidential information.  Access to system outputs should also be controlled. 

· It is especially important to control disposal of information resources.  Special procedures are needed for information stored on magnetic and optical media.

· Controls to protect confidentiality must be continuously reviewed and modified to respond to new threats created by technological advances.  Many organizations now prohibit visitors from using cell phones while touring their facilities because of the threat caused by cell-cams.  Phone conversations routed over the Internet are also vulnerable.

· Employee use of email and instant messaging (IM) probably represents two of the greatest threats to the confidentiality of sensitive information.

PRIVACY

· In the Trust Services framework, the privacy principle is closely related to the confidentiality principle.  The primary difference is that privacy focuses on protecting personal information about customers rather than organizational data.  Key controls for privacy are the same that were previously listed for confidentiality.

· Federal and some state regulations require organizations to protect the privacy of customer information.

· The Trust Services privacy framework of the AICPA and CICA lists ten internationally recognized best practices for protecting the privacy of customers’ personal information:

· Management—Establish policies and procedures to protect privacy of personal information collected.  Assign responsibility to a particular person or group.

· Notice—Notify individuals when their information is collected.

· Choice and consent—Give customers a choice to opt out (U.S.) or opt in (Europe) to the collection of their personal information.

· Collection—Means collect only what is needed.

· Use and retention—Means retain only as long as needed.

· Access—Allow customers to access, review, and delete their information.

· Disclosure to Third Parties—Provide to third parties only per policy and require the same protection.

· Security—Take reasonable steps to protect the information from loss or unauthorized disclosure.

· Quality—Maintain the integrity of the information.

· Monitoring and enforcement—Assign a third party to assure and verify compliance.

· A related concern involves the overwhelming volume of spam--unsolicited email that contains either advertising or offensive content.  A 2003 Congressional Act, CAN-SPAM, provides criminal and civil penalties for violation of the law, applies to commercial email, and covers most legitimate email sent by organizations to customers, suppliers, or donors to non-profits.  CAN-SPAM guidelines include:

· The sender’s identity must be clearly displayed in the message header.

· The subject field in the header must clearly identify the message as an advertisement or solicitation.

· The body must provide recipients with a working link that can be used to “opt out” of future email.

· The body must include the sender’s valid postal address.

· Organizations should not send email to randomly generated addresses or set up websites designed to harvest email addresses of potential customers.

· Organizations need to train employees on how to manage personal information collected from customers.  One privacy-related issue is identity theft.  Organizations have an ethical and moral obligation to implement controls to protect databases that contain their customers’ personal information.

PROCESSING INTEGRITY

· A reliable system produces information that is accurate, timely, reflects results of only authorized transactions, and includes outcomes of all activities engaged in by the organization during a given period of time.  Reliability requires controls over both data input quality and the processing of the data.

· Five categories of integrity controls are designed to meet the preceding objectives:

· Source data controls--Companies must establish control procedures to ensure that all source documents are authorized, accurate, complete, properly accounted for, and entered into the system or sent to their intended destination in a timely manner.  Source data controls include forms design; pre-numbered forms sequence tests; turnaround documents; cancellation and storage of documents; authorization and segregation of duties; visual scanning; check digit verification; and RFID security.

· Data entry controls--Once data is collected, data entry control procedures are needed to ensure that it’s entered correctly.  Common tests to validate input include:  field checks, sign checks, limit checks, range checks, size checks, completeness checks, validity checks, and reasonableness tests.

· In addition to the preceding controls, when using batch processing, the following data entry controls should be incorporated:  sequence checks, error logs, and batch totals.  Online data entry controls include:  automatic entry of data; prompting; pre-formatting; closed-loop verification; transaction logs; and error messages.

· Processing Controls—Controls to ensure that data is processed correctly include:

· Data Matching—Involves matching two or more items before processing can proceed.

· File Labels—External and internal labels to ensure that the correct and most current files are being updated.

· Recalculation of batch totals
· Cross-footing balance test
· Write-protection mechanisms
· Database processing integrity measures—include database administrators, data dictionaries, and concurrent update controls.

· Data conversion controls
· Data transmission controls--Organizations need controls to minimize the risk of data transmission errors.  When the receiving unit detects a data transmission error, it asks the sending unit to re-send.  This action is usually done automatically.  Sometimes, the system may not be able to accomplish automatic resubmission and will ask the sender to re-transmit the data.  There are two basic types of data transmission controls:

· Parity checking—adds an additional bit to the digit being transmitted.  The receiving device performs parity checking to verify that the proper number of bits is received (odd or even) for each character.

· Message acknowledgment techniques include:

· Echo checks—The sending unit calculates a summary statistic, and the receiving unit recalculates it to see that they match.

· Trailer records—The sending unit stores control totals in a trailer record, and the receiving unit uses that information to verify the entire message was received.

· Numbered batches—Batches being transmitted are numbered sequentially.  The receiving unit uses those numbers to properly assemble the batches.

· Output controls—Careful checking of system output provides additional control over processing integrity.  Output controls include:

· User review of output for reasonableness, completeness, and to be sure they are the intended recipient.

· Reconciliation procedures involve reconciling all transactions and system updates to control reports, etc., and reconciling control account balances to totals of subsidiary accounts.

· External data reconciliation involves reconciling stored data with data from outside the system.

AVAILABILITY

· Reliable systems are available for use whenever needed.  Threats to system availability originate from many sources, including hardware and software failures; natural and man-made disasters; human error; worms and viruses; and denial-of-service attacks and other sabotage.  Organizations must develop disaster recovery and business continuity plans to enable them to quickly resume normal operations after such an event.

· Steps to minimize the risk of system downtime include: physical and logical access controls (Chapter 7); good computer security to minimize risk of theft or sabotage; preventive maintenance; use of redundant components to provide fault tolerance; surge protection devices; and an uninterruptible power supply. 

· Risks associated with natural and man-made disasters can be reduced with proper location and design of rooms housing mission-critical servers and databases.

· Training is especially important.  Well-trained operators are less likely to make mistakes and more able to recover if they do.  Security awareness training, particularly concerning safe email and web-browsing practices, can reduce risk of virus and worm infection.

· Anti-virus software should be installed, run, and kept current.  Email should be scanned for viruses at both the server and desktop levels.  Newly acquired software and disks, CDs, or DVDs should be scanned and tested first on a machine that is isolated from the main network.

· Disaster recovery and business continuity plans are essential if an organization hopes to survive a major catastrophe.  The objectives of a disaster recovery and business continuity plan are to:  minimize the extent of the disruption, damage, and loss; temporarily establish an alternative means of processing information; resume normal operations as soon as possible; and train and familiarize personnel with emergency operations.  Key components of effective disaster recovery and business continuity plans include:  data backup procedures; provisions for access to replacement infrastructure (equipment, facilities, phone lines, etc.); thorough documentation; periodic testing; and adequate insurance.

CHANGE MANAGEMENT CONTROLS
· Organizations constantly modify their information systems to reflect new business practices and to take advantage of advances in IT.  Controls are needed to ensure such changes don’t negatively impact reliability.  Existing controls related to security, confidentiality, privacy, processing integrity, and availability should be modified to maintain their effectiveness after the change.  Change management controls need to ensure adequate segregation of duties is maintained in light of the modifications to the organizational structure and adoption of new software.

· Important change management controls include:  documentation of change requests in a standard format; approval of change requests at various levels of management; thorough testing; updated program, system, and procedure documentation; procedures for emergency changes; back-out plans; and monitoring of user rights and privileges.

SUMMARY OF MATERIAL COVERED

· Controls used to protect the confidentiality of sensitive information.

· Controls used to protect the privacy of customer information.

· Controls that help ensure processing integrity.

· Controls to ensure that the system is available when needed.
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