
CHAPTER 5

COMPUTER FRAUD AND ABUSE

INTRODUCTION

· Questions to be addressed in this chapter:

· What is fraud, and how is it perpetrated?

· Who perpetrates fraud and why?

· What is computer fraud, and what forms does it take?

· What approaches and techniques are used to commit computer fraud?

· Information systems are becoming increasingly more complex and society is becoming increasingly more dependent on these systems.   Companies face four types of threats to their information systems:  (1) natural and political disasters; (2) software errors and equipment malfunction; (3) unintentional acts; and (4) intentional acts (computer crime).  In this chapter, we’ll be focusing on the intentional acts.

THE FRAUD PROCESS

· Fraud is any and all means a person uses to gain an unfair advantage over another person.  In most cases, to be considered fraudulent, an act must involve: (1) a false statement (oral or in writing); (2) about a material fact; (3) knowledge that the statement was false when it was uttered (which implies an intent to deceive); (4) a victim who relies on the statement; and (5) and injury suffered by the victim.

· The Association of Certified Fraud Examiners (ACFE) estimates that total fraud losses in the U.S. run around 6% of annual revenues or approximately $660 billion in 2004.

· Fraud against companies may be committed by an employee or an external party.  Former and current employees (called knowledgeable insiders) are much more likely than non-employees to perpetrate frauds (and big ones) against companies.  These acts are largely owing to their understanding of the company’s systems and its weaknesses, which enables them to commit the fraud and cover their tracks.  

· Organizations must utilize controls to make it difficult for both insiders and outsiders to steal from the company.

· Fraud perpetrators are often referred to as white-collar criminals, which distinguishes them from violent criminals.
· Three types of occupational fraud: (1) misappropriation of assets; (2) corruption; and (3) fraudulent statements.

· A typical employee fraud has a number of important elements or characteristics:

· The fraud perpetrator must gain the trust or confidence of the victim to commit and conceal the fraud.

· Fraudsters use weapons of deceit and misinformation.

· Frauds tend to start as the result of a perceived need on the part of the employee and then escalate from need to greed.  Most fraudsters can’t stop once they get started.

· Fraudsters often grow careless or overconfident over time.

· Fraudsters tend to spend what they steal.  Very few save it.

· In time, the sheer magnitude of the frauds may lead to detection.

· The most significant contributing factor in most employee frauds is the absence of internal controls and/or the failure to enforce existing controls.

· The National Commission on Fraudulent Financial Reporting (the Treadway Commission) defined fraudulent financial reporting as intentional or reckless conduct, whether by act or omission, that results in materially misleading financial statements.

· Financial statements can be falsified to: deceive investors and creditors; cause a company’s stock price to rise; meet cash flow needs; and/or hide company losses and problems.  Fraudulent financial reporting is of great concern to independent auditors, because undetected frauds lead to half of the lawsuits against auditors.

· Common approaches to “cooking the books” include:  recording fictitious revenues; recording revenues prematurely; recording expenses in later periods; overstating inventories or fixed assets; and concealing losses and liabilities.  

· The Treadway Commission recommended four actions to reduce the possibility of fraudulent financial reporting:

· Establish an organizational environment that contributes to the integrity of the financial reporting process.

· Identify and understand the factors that lead to fraudulent financial reporting.

· Assess the risk of fraudulent financial reporting within the company.

· Design and implement internal controls to provide reasonable assurance that fraudulent financial reporting is prevented.

· In 1997, SAS-82, Consideration of Fraud in a Financial Statement Audit, was issued to clarify the auditor’s responsibility to detect fraud.  A revision to SAS-82, SAS-99, was issued in December 2002.  SAS-99 requires auditors to understand fraud; discuss the risks of material fraudulent misstatements; obtain information; identify, assess, and respond to risks; evaluate the results of their audit tests; communicate findings; document their audit work; and incorporate a technology focus.
WHO COMMITS FRAUD AND WHY

· Researchers have found significant differences between violent and white-collar criminals but few differences between white-collar criminals and the general public.  White-collar criminals tend to mirror the general public in education, age, religion, marriage, length of employment, and psychological makeup.

· Perpetrators of computer fraud tend to be younger and possess more computer knowledge, experience, and skills.  Hackers and computer fraud perpetrators tend to be more motivated by curiosity, a quest for knowledge, the desire to learn how things work, and the challenge of beating the system.  They may view their actions as a game rather than dishonest behavior.

· Another motivation may be to gain stature in the hacking community.  Some see themselves as revolutionaries spreading a message of anarchy and freedom.  But a growing number want to profit financially.  To do so, they may sell data to spammers, organized crime, other hackers, and the  intelligence community.

· Some fraud perpetrators are disgruntled and unhappy with their jobs and are seeking revenge against their employers.  Others are regarded as ideal, hard-working employees in positions of trust.  Most have no prior criminal record.  

· Criminologist Donald Cressey, interviewed 200+ convicted white-collar criminals in an attempt to determine the common threads in their crimes.  As a result of his research, he determined that three factors were present in the commission of each crime.  These three factors have come to be known as the fraud triangle.

· Pressure

· Opportunity

· Rationalization

· The most common pressures were:  not being able to pay one’s debts, nor admit it to one’s employer, family, or friends; fear of loss of status because of a personal failure; business reversals, physical isolation, status gaining, and difficulties in employer-employee relations.

· Opportunity is the opening or gateway that allows an individual to commit the fraud, conceal the fraud, and convert the proceeds.  There are many opportunities that enable fraud.  Some of the most common are:

· Lack of internal controls

· Failure to enforce controls (the most prevalent reason)

· Excessive trust in key employees

· Incompetent supervisory personnel

· Inattention to details

· Inadequate staffing

· Internal controls that may be lacking or un-enforced include authorization procedures, clear lines of authority, adequate supervision, adequate documents and records, a system to safeguard assets, independent checks on performance, and separation of duties.  One control feature that many companies lack is a background check on all potential employees.

· Rationalizations take many forms, including:

· I was just borrowing the money.

· It wasn’t really hurting anyone.  

· Everybody does it.

· I was only taking what was owed to me.

· I didn’t take it for myself.  I needed it to pay my child’s medical bills.

· Unfortunately, there is usually a mixture of pressure, opportunity, and rationalization in play, and there is no reliable method to predict when an individual may commit a fraud.

APPROACHES TO COMPUTER FRAUD

· The U.S. Department of Justice defines computer fraud as any illegal act for which knowledge of computer technology is essential for its perpetration, investigation; or prosecution.

· In using a computer, fraud perpetrators can steal more of something in less time and with less effort.  They may also leave very little evidence, which can make these crimes more difficult to detect.

· Computer systems are particularly vulnerable to computer crimes for several reasons:

· Individuals can steal, destroy, or alter massive amounts of data in very little time.

· Access provided to customers and vendors creates added vulnerability.

· Computer programs only need to be altered once, and they will operate that way until the system is no longer in use or someone notices.

· Modern systems are accessed by PCs, which are inherently more vulnerable to security risks and difficult to control.

· Computer systems face a number of unique challenges.

· Computer frauds cost billions of dollars each year, and their frequency is increasing because:

· Not everyone agrees on what constitutes computer fraud.

· Many computer frauds go undetected.

· Many that are detected are not reported.

· There are a growing number of competent computer users aided by easier access.

· Some folks believe “it can’t happen to us.”

· Many networks have a low level of security.

· Instructions on how to perpetrate computer crimes and abuses are readily available on the Internet.

· Law enforcement is unable to keep up.

· Economic espionage, the theft of information and intellectual property, is growing especially fast.  This growth has led to the need for investigative specialists or cybersleuths.

· Computer Fraud Classification - Frauds can be categorized according to the data processing model:  input frauds; processor frauds; computer instruction frauds; stored data frauds; and output frauds.

· Input fraud is the simplest and most common way to commit a fraud.  Altering computer input requires little computer skills.  It can take a number of forms, including disbursement frauds, inventory frauds, payroll frauds, cash receipt frauds, and fictitious refund frauds.
· Processor fraud involves computer fraud committed through unauthorized system use.  It includes theft of computer time and services.  Incidents could involve employees surfing the Internet; using the company computer to conduct personal business; or using the company computer to conduct a competing business.

· Computer instruction fraud involves tampering with the software that processes company data.  It may include modifying the software, making illegal copies, using it in an unauthorized manner, or developing a software program or module to carry out an unauthorized activity.  Computer instruction fraud used to be one of the least common types of frauds because it required specialized knowledge.  Today these frauds are more frequent.

· Data fraud involves altering or damaging a company’s data files; or copying, using, or searching the data files without authorization.  In many cases, disgruntled employees have scrambled, altered, or destroyed data files.  Theft of data often occurs so that perpetrators can sell the data.

· Output fraud involves stealing or misusing system output.  Output is usually displayed on a screen or printed on paper.  Unless properly safeguarded, screen output can easily be read from a remote location using inexpensive electronic gear.  This output is also subject to prying eyes and unauthorized copying.  Fraud perpetrators can use computers and peripheral devices to create counterfeit outputs, such as checks.

COMPUTER FRAUD AND ABUSE TECHNIQUES

· Perpetrators have devised many methods to commit computer fraud and abuse.  These include:

· Adware

· Data diddling

· Data leakage

· Denial of service attacks

· Eavesdropping

· Email threats

· Email forgery (aka, spoofing)

· Hacking

· Phreaking

· Hijacking

· Identity theft

· Internet misinformation

· Internet terrorism

· Logic time bombs

· Masquerading or impersonation

· Packet sniffers

· Password cracking

· Phishing

· Piggybacking

· Round-down technique

· Salami technique

· Social engineering

· Software piracy

· Spamming

· Spyware

· Keystroke loggers

· Superzapping

· Trap doors

· Trojan horse

· War dialing

· War driving

· Viruses

· Worms

PREVENTING AND DETECTING COMPUTER FRAUD

· Organizations must take every precaution to protect their information systems.  Certain measures can significantly decrease the potential for fraud and any resulting losses.  These measures include:

· Make fraud less likely to occur

· Increase the difficulty of committing fraud

· Improve detection methods

· Reduce fraud losses

· Make fraud less likely to occur - By creating an ethical cultural, adopting an appropriate organizational structure, requiring active oversight, assigning authority and responsibility, assessing risk, developing security policies, implementing human resource policies, supervising employees effectively, training employees, requiring vacations, implementing development and acquisition controls, and prosecuting fraud perpetrators vigorously.

· Increase the difficulty of committing fraud - By designing strong internal controls, segregating duties, restricting access, requiring appropriate authorizations, utilizing documentation, safeguarding assets, requiring independent checks on performance, implementing computer-based controls, encrypting data, and fixing software vulnerabilities.

· Improve detection methods - By creating an audit trail, conducting periodic audits, installing fraud detection software, implementing a fraud hotline, employing a computer security officer, monitoring system activities, and using intrusion detection systems.

· Reduce Fraud Losses - By maintaining adequate insurance, developing disaster recovery plans, backing up data and programs, and using software to monitor system activity and recover from fraud.

SUMMARY OF MATERIAL COVERED

· What fraud is, who commits fraud, and how it’s perpetrated.

· Variations of computer fraud.

· Techniques to reduce an organization’s vulnerability to these types of fraud.

CHAPTER 9

AUDITING COMPUTER-BASED

INFORMATION SYSTEMS

INTRODUCTION

· Questions to be addressed in this chapter include:

· What are the scope and objectives of audit work, and what major steps take place in the audit process?

· What are the objectives of an information systems audit, and what is the four-step approach for meeting those objectives?

· How can a plan be designed to study and evaluate internal controls in an AIS?

· How can computer audit software be useful in the audit of an AIS?

· What is the nature and scope of an operational audit?

· Auditors are employed for a wide range of tasks and responsibilities.  This chapter is written primarily from the perspective of an internal auditor, since they have a direct responsibility for designing and implementing an effective AIS.

NATURE OF AUDITING

· Auditing requires a step-by-step approach which includes planning the audit, collecting and reviewing information, and developing recommendations.  Auditors used to audit around the computer but now audit through it.

· The purpose of an internal audit is to evaluate the adequacy and effectiveness of a company’s internal control system and determine the extent to which assigned responsibilities are carried out.  The IIA’s five audit scope standards outline the internal auditor’s responsibilities:

· Review the reliability and integrity of operating and financial information and how it is identified, measured, classified, and reported.

· Determine if the systems designed to comply with these policies, plans, procedures, laws, and regulations are being followed.

· Review how assets are safeguarded, and verify their existence.

· Examine company resources to determine how effectively and efficiently they are used.

· Review company operations and programs to determine if they are being carried out as planned and if they are meeting their objectives.

· Because most organizations use computerized AISs, computer expertise is essential to these tasks.

· The three different types of audits commonly performed are:  financial audits to examine the reliability and integrity of accounting records; compliance audits to assess compliance with and effectiveness of AIS controls; and operational or management audits to determine whether resources are being used economically and efficiently.

· All audits follow a similar sequence of activities and can be divided into four stages:

· Planning—The purpose of planning is to determine why, how, when, and by whom the audit will be performed.  The audit should be planned so that the greatest amount of audit work focuses on areas with the highest risk factors.  The three types of risks to consider when conducting an audit are inherent risk (how susceptible the area would be with no controls); control risk (the risk that a material misstatement will get through the control structure); and detection risk (the risk that auditors and their procedures will miss a material error or misstatement).
· Collecting Evidence—Audit collection methods include observation, review of documentation, discussions, physical examination, confirmation, re-performance, vouching, and analytical review.  Audit tests are often performed on a sample basis.  A typical audit will include a mix of procedures.  An audit of AIS internal controls would make greater use of observation, review of documentation, discussions, and re-performance.  An audit of financial information would focus on physical examination, confirmation, vouching, analytical review, and re-performance.

· Evaluating Evidence--The auditor evaluates the evidence gathered in light of the specific audit objective and decides if it supports a favorable or unfavorable conclusion.  If inconclusive, the auditor plans and executes additional procedures until sufficient evidence is obtained.  Two important factors when deciding how much audit work is necessary and in evaluating audit evidence are materiality (the potential impact of the item on decision-making); and reasonable assurance (the balance between costs and benefits of procedures).  Conclusions should be carefully documented in working papers.

· Communicating Audit Results--The auditor prepares a written (and sometimes oral) report summarizing audit findings and recommendations, with references to supporting evidence in the working papers.  The report is presented to management, the audit committee, the board of directors, and other appropriate parties.  After results are communicated, auditors often perform a follow-up study to see if recommendations have been implemented.

· A risk-based audit approach is a four-step approach to internal control evaluation that provides a logical framework for carrying out an audit.  Steps are (1) determine the threats (errors and irregularities) facing the AIS; (2) identify control procedures implemented to minimize each threat by preventing or detecting such errors and irregularities; (3) evaluate the control procedures; and (4) evaluate weaknesses (errors and irregularities not covered by control procedures) to determine their effect on the nature, timing, or extent of auditing procedures and client suggestions.  This understanding provides a basis for developing recommendations to management on how the AIS control system should be improved.

INFORMATION SYSTEMS AUDITS

· The purpose of an information systems audit is to review and evaluate the internal controls that protect the system.  When performing an information system audit, auditors should ascertain that the following objectives are met:

· OBJECTIVE 1:  Security provisions protect computer equipment, programs, communications, and data from unauthorized access, modification, or destruction.

· OBJECTIVE 2:  Program development and acquisition are performed in accordance with management’s general and specific authorization.

· OBJECTIVE 3:  Program modifications have management’s authorization and approval.

· OBJECTIVE 4:  Processing of transactions, files, reports, and other computer records is accurate and complete.

· OBJECTIVE 5:  Source data that are inaccurate or improperly authorized are identified and handled according to prescribed managerial policies.

· OBJECTIVE 6:  Computer data files are accurate, complete, and confidential.

OBJECTIVE 1:  OVERALL SECURITY

· Types of errors and fraud include damage to system assets; unauthorized access, disclosure, or modification of data and programs; theft; and business interruption.

· Control procedures include developing an IS protection plan; restricting physical and logical access; encrypting data; using virus protection; using data transmission controls; and preventing or recovering from system failures or disasters.

· Audit procedures include inspecting sites; interviewing personnel; reviewing policies and procedures; and examining access logs, insurance policies, and disaster recovery plans.

· Tests of control include observation; verifying controls are in place and work as intended; investigating error handling; and examining tests performed previously.

· Compensating controls may include sound personnel policies, segregation of duties, and effective user controls.

OBJECTIVE 2:  PROGRAM DEVELOPMENT AND ACQUISITION

· Types of errors and fraud include inadvertent programming errors or deliberate insertion of unauthorized instructions.

· Control procedures include appropriate authorizations; thorough testing; and proper documentation.

· Audit procedures include an independent review of system activity, including development procedures, policies, standards, and documentation, as well as tests of systems development controls.  Strong processing controls can sometimes compensate for inadequate development controls.

OBJECTIVE 3:  PROGRAM MODIFICATION

· Types of errors and fraud include the same events that occur during program development, i.e., inadvertent programming errors and unauthorized code.

· Control procedures include documentation and testing of updates; separation of development version from production version of program; replacement of production version after approval; implementation by personnel independent of users or programmers; and logical access controls.

· Audit procedures for systems review include gleaning understanding of change process from management; examining policies, procedures, and standards for program changes; reviewing final documentation; and reviewing procedures to restrict logical access.

· Audit procedures for tests of controls include verification that program changes went through required steps; observation of implementation process; review of access control table; use of source code comparison to test for unauthorized changes; and reprocessing; and parallel simulation.

OBJECTIVE 4:  COMPUTER PROCESSING
· Types of errors and fraud include failure to detect erroneous inputs; improperly correcting input errors; processing erroneous input; or improperly distributing or disclosing output.

· Control procedures include computer data editing routines; use of internal and external file labels; reconciliation of batch totals; error correction procedures; operating documentation; competent supervision; handling of data input and output by data control personnel; file change listings; and maintenance of proper environmental conditions in computer facility.

· Audit procedures for systems review include review of administrative, systems, and operating documentation, as well as error listings; observations of computer operations and data control; and discussion of processing and output controls with IS supervisors.

· Audit procedures for tests of controls include evaluating adequacy of processing control standards and data editing controls; verifying adherence by observation; verifying that output is properly distributed; reconciling batch totals; tracing errors; verifying processing accuracy for samples; searching for erroneous or unauthorized code; using concurrent audit techniques to monitor online processing; and recreating selected reports.

COMPUTER SOFTWARE

· Computer audit software (CAS) or generalized audit software (GAS) are computer programs that have been written especially for auditors.  Two of the most popular are Audit Control Language (ACL) and IDEA.  CAS generates programs that perform the audit function and is ideally suited for examination of large data files to identify records needing further audit scrutiny.

· CAS functions include:  reformatting, file manipulation, calculation, data selection, data analysis, file processing, statistics, and report generation.

· To use CAS, the auditor decides on audit objectives; learns about the files and databases to be audited; designs the audit reports; and determines how to produce them.  The program creates specification records used to produce auditing programs.  The auditing programs process the source files and produce specified audit reports.  When the auditor receives the CAS reports, most of the audit work still needs to be done.  Advantages of CAS are numerous, but it does not replace the auditor’s judgment or free the auditor from other phases of the audit.

OPERATIONAL AUDITS OF AN AIS
· Techniques and procedures in operational audits are similar to audits of information systems and financial statement audits.  However, the scope of the operational audit is much broader and encompasses all aspects of information systems management.  The objectives are also different in that operational audit objectives include evaluating factors such as effectiveness, efficiency, and goal achievement.  The steps include audit planning, evidence collection, evidence evaluation, and documentation and communication of conclusions.

· The ideal operational auditor is a person with audit training and some managerial experience.

SUMMARY OF MATERIAL COVERED

· The scope and objectives of audit work and the major steps that take place in the audit process.

· The objectives of an information systems audit and the four-step approach for meeting those objectives.

· How a plan can be designed to study and evaluate internal controls in an AIS and how computer audit software can be useful in the audit of an AIS.

· The nature and scope of an operational audit.
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