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Cyber-Security Seminar
The seminar on “The Evolving Threat Landscape: Cyber Intelligence Forecast” took  place at the ground floor of the Kiva in  Farish Hall on Thursday, March 31, 2005 from 12:00 - 2:00 PM.  The cyber threats panel included experts from various technological fields in both private and public sectors.  
	Anne Rogers
	ISSA Security Professional of the Year 2004

	Bryan Walker
	Manager, UH Security & Disaster Recovery

	Agent Rich Porth
	Secret Service

	Special Agent Keith Medford
	Federal Bureau of Investigation

	Paul Williams
	International Security Specialist, Gray Hat Research


Paul Williams was the keynote speaker and the main attraction of the seminar.  He is the President of Gray Hat Research a network security consulting firm.  Mr. Williams is known for breakthrough innovations in areas including computer security, programming, electronics, and weapons development.

One of the main themes of the seminar was how to protect yourself from cyber threats.  Using Virus Scan, Firewalls, Ad Aware, and Spybot is not enough anymore.  These programs do not detect and fix near the percentage of threats that they claim.  Many of the worst viruses are custom written for a specific company and will not be detected by any virus scan.  He also talked about how some software comes prepackaged with malicious software inside the box.  Several years ago certain company’s bank software crashed simultaneously at banks around the world.  It turns out that the software came prepackaged with a logic bomb set to go off on Halloween.  A disgruntled programmer included the logic bomb in the code before he began working at a rival company.  

Also he warned that your computer could be working for the “slave army” of computers.  Hackers have taken control of computers around the world that they can use to send and receive data without it being tracked back to them.  The computer is used and manipulated without the home user’s knowledge.  Another theory is that there will be a massive Armageddon type scenario where all the slave army will attack networks around the world simultaneously.  A main theme throughout was that no technology or software can fully protect a computer from its own users.  One of the main sources of malicious software is from the systems own users.  

The cyber threats seminar was a very informative and alarming wake up call to anyone with a computer.  Security cannot be taken lightly and doing a weekly virus scan is not enough.  Security is an emerging and growing field in the IT industry as soon most household devices will be connected.

