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Abstract

In most peer-to-peer systems, edge resources self-orga-
nize into overlay networks. At the core of Freenet-style
peer-to-peer systems are insert and request algorithms that
dynamically change the overlay network and replicate files
on demand.

We ran simulations to test how effective these algorithms
are at improving the performance of subsequent queries.
Our results show that for the original Freenet algorithms,
performance improved less rapidly with a ratio of 99 re-
quests to 1 insert than with an equal number of requests
and inserts. This motivated us to design and test the perfor-
mance of several new request algorithms. By changing the
overlay network after failed requests and by further reward-
ing the fulfillers of successful requests, our new algorithms
improved median pathlength by up to a factor of 9.25.

Keywords: peer-to-peer, overlay network, self-organization, re-
quest algorithm, performance evaluation

1 Introduction

As the Internet continues to experience rapid growth and
ever increasing numbers of people request particular pieces
of information, it gets exceedingly difficult to fulfill these
requests (cf. Slashdot effect). Yet, to fulfill all the requests
for one piece of information, there is an alternative to one
powerful server (or server cluster): to rely on copies of the
piece of information distributed across the network, so that
many computers can fulfill these requests. This scalable
and decentralized approach is an example of peer-to-peer
networking. In most peer-to-peer systems, edge resources
self-organize into overlay networks.

We are studying the performance of Freenet-style peer-
to-peer systems in which every participating computer
(node) automatically helps to fulfill requests by forward-
ing requests intelligently to one other node. At the core of
Freenet-style peer-to-peer systems are insert and request al-

gorithms that dynamically change the overlay network and
replicate files on demand. We ran simulations to test how
effective various request algorithms are in improving the
performance of subsequent queries. Our results show that
for the original Freenet algorithms, performance improved
much slower with a ratio of 99 requests to 1 insert than with
an equal number of requests and inserts. This motivated us
to design several new request algorithms and test their per-
formance.

The remainder of this paper is organized as follows: In
Section 2, we provide background information and survey
related work. In Section 3, we describe our experimental
method. The original Freenet algorithms and their perfor-
mance are discussed in Section 4. We present our new re-
quest algorithms and their performance in Section 5 and
conclude in Section 6.

2 Background and related work

2.1 Freenet-style peer-to-peer systems

In Freenet-style systems [3, 4], every node helps to fulfill
requests by forwarding queries (that it cannot fulfill itself)
to the node in its routing table with the key closest to the
key of the requested document. For the example in Fig. 1,
node A forwards the request for the document with key 901
to node B because 222 is closer to 901 than 111 is.

Essential to good performance in a Freenet-style network
is specialization, meaning that a node specializes in data
within a dynamic and non-deterministic range. The net-
work’s insert and request algorithms are designed so that
nodes specialize. However, specialization by itself is not
enough. A node must also know about data that is differ-
ent from its own area of concentration thereby reducing the
pathlength of request queries. Theseshortcutconnections
allow requests to traverse areas of similar concentrations.
Freenet’s insert and request algorithms create shortcuts dy-
namically.

The occurrence of both shortcuts and specialization in
a network results in short pathlengths, a property of small-
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Figure 1. Failed request for key 901 (hops-to-
live = 2).

world networks [15]. This term was coined when describing
the social phenomena where most people are linked by short
chains of acquaintances (popularly known as “six degrees of
separation”).

2.2 Related work

Freenet is very different from Napster [9] and Gnutella
[5]. Napster’s central broker was a single point of fail-
ure and could easily be attacked or shut down. Whereas
Freenet operates depth-first, Gnutella operates breadth-first;
for a Gnutella request, all neighboring nodes are contacted,
which may in turn contact all their neighboring nodes. This
can cause thousands of messages per request, making scal-
ability a concern.

Similar to Freenet, Chord [13], CAN [10], Pastry [12]
and Tapestry/Oceanstore [16, 7, 11] operate depth-first.
However, these systems can be viewed as providing a dis-
tributed hash table, where nodes have fixed identities and
data is placed deterministically. As a consequence, items
can be located within a bounded number of routing hops.
On the other hand, securing against attack, load balancing
and exploiting proximity are more difficult.

Whereas modifications to the Gnutella and Pastry algo-
rithms are described in [8] and [2], related work on modified
algorithms for Freenet-style systems seems to be rare.

3 Experimental method

In this paper, our main concern is performance. Freenet-
style peer-to-peer systems dynamically change the overlay
network and replicate files on demand. We ran simulations
to test how effective the request and insert algorithms are in
improving the performance of subsequent queries (actions).
Our measure of merit ispathlength. Short pathlength is im-
portant for (1) less overall bandwidth consumption, and (2)
reduced probability of bad performance due to slow or un-
reliable links.

For our experiments, we use the Aurora simulator [1].
This simulator was designed to model the specifications of
Freenet as described in [3]. We simulated a network of
1,000 nodes that are initially connected in a regular topol-
ogy (four neighbors each). The network is evolved over a
specified number of actions.Actionsare either requests or
inserts. They are interspersed randomly, given a request-to-
insert ratio. Random keys areinsertedat random nodes.
Randomly-chosen existing keys arerequestedat random
nodes. After every 100 actions, the performance of the
overlay network is measured using a set of special probe
requests (that do not modify the network).

Unless otherwise specified,hops-to-live(HTL) is 20 for
inserts and 20 for requests. Each node has a datastore with
a capacity of 50 documents and a routing table with up to
200 references. Results are averaged over 100 simulation
runs.

4 Original algorithms and their performance

The standard request algorithm for Freenet can be de-
scribed by the following pseudocode.

request(Key, Hops_to_Live, Passer)
if (a document in my store matches Key)

pass Document back to Passer
return SUCCESS

endif
if (Hops_to_Live equals 0)

return EXPIRED
endif
decrement Hops_to_Live
while(references left in my routing table)

in routing table find node with closest
key that has not previously been tried

request(Key, &Hops_to_Live, me)
if(returned EXPIRED)

return EXPIRED
endif
if(returned SUCCESS)

add Document to my store //caching
add reference pointing to Fulfiller
pass Document back to Passer
return SUCCESS
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Figure 2. Pathlength decreases as the network gets used. However, the ratio of requests-to-inserts
makes a big difference.

endif
endwhile
return BACKTRACK

endrequest

The insert algorithm is very similar: each node passes the doc-
ument on to the node in its routing table whose key is closest to
the key of the document being inserted. Then, new references are
added to the routing tables. While requests terminate upon finding
a copy of the document, inserts typically fulfill their hops-to-live.
An insert will only stop early when attempting to insert data to a
node that already has it. This is called a collision.

As more requests are processed, the routing within the network
becomes more efficient. As reported in [6], pathlength improves
over time. However, our results show that pathlength improves
much slower with a more realistic ratio of 99 requests to 1 insert
than with an equal number of requests and inserts (see Fig. 2).

Looking closer at the simulation statistics, we notice that (1)
many requests failed, and (2) successful requests added only a few
shortcuts. For simulations involving 50% requests and 50% inserts
(50:50 simulation) at 5,000 actions, 64% of request-queries failed.
On average, successful request-queries are adding only about 4
shortcuts. This is in comparison to 20 shortcuts added by a non-
collision insert.

These observations were our motivation to design and test sev-
eral new request algorithms.

5 New algorithms and their performance

This section presents two new approaches. The first approach
is improvingfailed (expired) request-queries by taking advantage
of the work already done by the standard request process. The sec-
ond approach is improvingsuccessfulrequest-queries by adding
extra references pointing to the fulfiller (using the remaining hops-
to-live).

5.1 Learning from failed requests

Our goal was to take advantage of the work completed by failed
request-queries. The last node in the request-query’s path at which
the hops-to-live expired is likely to be more specialized in keys
close to the one being searched for than the original requesting
node. Therefore, in our modified algorithm, the requesting node
adds a reference to the last node’s document that is closest to the
one being searched for. For the example in Fig. 1, our algorithm
adds “940 C” to node A’s routing table.

This added reference turns out to be beneficial to pathlength. In
the 99:1 (request-to-insert ratio) simulation, at 5,000 actions, the
original Freenet algorithm has a pathlength of 229.33 (median) and
251.72 (average) to find a random existing document. The mod-
ified algorithm’s average after 5,000 actions was down to 68.72
(median) and 110.48 (average) (see Fig. 3).

Why do these changes help? On a poorly connected network,
the percentage of failed requests is initially very high, so this is
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Figure 3. Pathlength for different algorithms
(99:1 ratio, 5,000 actions)

a crucial time to help the network learn more. The modifications
to the request routine makes distant nodes more aware about the
data that each other has, which is clearly beneficial for lowering
request pathlengths.

An important consideration when changing any aspect of this
intricate network is the effect your changes will have after long pe-
riods of usage. At 50,000 actions, our median pathlength was 6.27
compared to an original median of 2.94. The average pathlength
was 19.69 compared to an original average of 17.35.

Since our new algorithm (which we call “recycle”) did not per-
form as well in the long run, we tested a modified version that
adds the new reference only 25% of the time. At 5,000 actions,
the modified version had a median pathlength of 83.92 and aver-
age pathlength of 137.53, which both are a bit higher than previ-
ously. However, at 50,000 actions, the median pathlength of 2.88
was better than that of the original algorithm, and the average path-
length decreased to 7.08 (almost ten hops shorter compared to the
original algorithm).

Another idea was to create a reference to the node along the
path that had the closest key to the requested one. This was not
as beneficial, as at 5,000 actions, the median pathlength was 91.28
and the average pathlength was 139.81.

5.2 Adding extra references on successful requests

Remember from Section 4 that requests stop upon finding a
copy of the document and thus successful request-queries add only
a small number of shortcuts. The second approach is improving
successfulrequest-queries by adding extra references pointing to
the fulfiller (using the remaining hops-to-live). We describe three
main strategies addressing how to add extra references: dead-end,
depth and breadth. For ease of explanation, the explanations refer
to Fig. 4, a typical request sequence in Freenet [3, 4].
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5.2.1 Dead-ends

As a request-query traverses the Freenet network, it will some-
times reach a point where the query can go no farther. This may
be caused by the node having little-to-no references in its rout-
ing table or by all the nodes that it can reference already having
been queried about this request and thus will reject entering into a
loop. As such, the node will pass the query back to the node from
which it received the request, this is referred to as a backtrack and
is exemplified in Fig. 4. Here, Node B receives a “request failed”
from Node C. Node B then contacts its next-closest neighbor, and
passes the query to that node.

However, the next-closest neighbor has a reference that is far-
ther from the key requested than the node that the query back-
tracked away from. Thus, to improve specialization, if the infor-
mation is found, it should be placed on the node that the query
backtracked away from, which occurs in our “dead-end” algo-
rithm. In Freenet, this could be done by the nodes remembering
not only that they are part of the request query currently in oper-
ation, but also remembering who has backtracked to them. When
the requested data is passed back through the path to the original
requester, the nodes that remember being backtracked to would
do an insert (hops-to-live = 1) to push the data onto the node that
backtracked to it. In Fig. 4 this would result in Node C and Node F,
who were originally thought to have similar information, to create
references to the found data.

As seen in Fig. 3, the new “dead-end” algorithm performs only
slightly better than the original algorithm. At 50,000 actions, our
algorithm had a median pathlength of 2.8 connections, and average
pathlength was 2.91.
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5.2.2 Depth

Another strategy to adding extra references is to start a normal
insert at the fulfiller of a request-query (with the remaining hops-
to-live). However, few shortcuts, if any, are added to the network
due to collisions. Since each node that has the data knows where
that data came from, the closest matching reference is the data’s
original source. As the original source typically has a copy of
the data in storage, the insert algorithm identifies that a collision
has occured, terminating the insert-query. Not surprisingly, the
performance of this strategy and the original algorithm were very
similar.

5.2.3 Breadth

Alternately, the fulfiller could “announce” the requested document
(that it has fulfilled) to its neighbors in a breadth-first fashion.
This means that the fulfiller only communicates with its immedi-
ate neighbors and that those neighbors do not pass any information
on to their neighbors.

Here, our new algorithms look into the routing table of the ful-
filler (node D in Fig. 4). The routing table contains a listing of ref-
erences from Node D to a set of other nodes. For each remaining
hop left, one additional node of the set adds a reference to Node
D. We only consider nodes that do not already have the requested
document or a reference to Node D for the requested key. This
continues until either hops-to-live reaches zero or all references in
the routing table of Node D have been checked.

Because Node D may have a very large number of references
in its routing table, we must prioritize which ones are used first.
We implemented two variations on this theme, plus have ideas for
two more.

1) RANDOM. In our first attempt we chose random references
in the routing table. Fig. 3 shows that this strategy produced better
results than the original Freenet request algorithm.

2) NEIGHBOR. In the second variation, the greatest impor-
tance was placed on reinforcing specialization. The references
chosen first were references from Node D that were closest to the
key requested. This produced more favorable results than the ran-
dom experiment described above.

3) FARTHEST. We are curious how doing the complete reverse
of the previous variation will turn out, although we have not yet
performed this experiment. Assuming this technique will decrease
the specialization effect that is vital to Freenet, we predict that the
outcome will not be favorable.

4) SMALL-WORLD MODEL. In this variation, the large ma-
jority of references is created among the closest neighbors of Node
D’s routing table. A small minority of references is added to more
distant nodes. Again, we have not yet performed this experiment.
We predict this variation to be the most effective at promoting clus-
tering and specialization while making a few long-distant connec-
tions. This variation builds on the principles of small-world net-
works [15].



5.3 Combination

It was easy to combine the “recycle” algorithm (which modi-
fied the behavior of failed request-queries) with an algorithm that
modified the behavior of successful request-queries. We chose
“neighbor-breadth” due to its good performance.

This combination performed very well (see Fig. 5). The me-
dian pathlength at 5,000 actions was 24.79 and the average was
56.64, both are big improvements over our previously best al-
gorithm, “recycle”. Pathlength reached its minimum at approxi-
mately 10,000 actions, leveling off to a final average pathlength of
4.3.

6 Conclusions

At the core of Freenet-style peer-to-peer systems are insert and
request algorithms that dynamically change the overlay network
and replicate files on demand. We designed several new request
algorithms and ran simulations to test their performance.

Our main conclusions are as follows:

� Freenet’s original request algorithm is not very effective in
changing the overlay network. This is due to (1) successful
request adding only a small number of new connections and
(2) failed request not changing the network at all.

� Our new “recycle” algorithm changes the overlay network
on failed requests. It yields big improvements in the perfor-
mance of subsequent queries, up to a factor of 3.34.

� We also tested several new strategies to further reward the
fulfiller of successful requests. The “breadth-neighbor”
strategy performed well, yielded improvements of up to a
factor of 1.38.

� It is very beneficial to combine both ideas, “recycle” for
failed requests and some form of reward for successful re-
quests. Our simulation results showed performance im-
provements of up to a factor of 9.25.

Future work includes testing the variations described in 5.2.3
and additional long-term simulations.
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