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A. Federal Statutes Protecting Intellectual Property Rights 

B. The No Electronic Theft (NET) Act 
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D. Federal Sentencing Guidelines for Intellectual Property Infringement 



A.    Federal Statutes Protecting Intellectual Property Rights 

The following is a list of criminal statutes that protect intellectual property rights. 

Copyright Offenses 
17 U.S.C. 506 
18 U.S.C. 2319 
18 U.S.C. 2318 
Copyright Felony Act Legislative History 
  
  

Copyright Management Offenses - Digital Millennium Copyright Act (DMCA) 
17 U.S.C. 1201 
17 U.S.C. 1202 
17 U.S.C. 1203 
17 U.S.C. 1204 
17 U.S.C. 1205 

Bootlegging Offenses 
18 U.S.C. 2319A 

Trademark Offenses 
18 U.S.C. 2320 

Trade Secret Offenses 
18 U.S.C. 1831 
18 U.S.C. 1832 
18 U.S.C. 1833 
18 U.S.C. 1834 
18 U.S.C. 1835 
18 U.S.C. 1836 
18 U.S.C. 1837 
18 U.S.C. 1838 
18 U.S.C. 1839 

Offenses Relating to the Integrity of IP Systems 
17 U.S.C. 506(c-d) 
17 U.S.C. 506(e) 
18 U.S.C. 497 
35 U.S.C. 292 

Offenses Relating to the Misuse of Dissemination Systems 
18 U.S.C. 1341 
18 U.S.C. 1343 
18 U.S.C. 2512 
47 U.S.C. 553 
47 U.S.C. 605 
  
  

B.    The No Electronic Theft (NET) Act 

Nine Indicted in Chicago in $1 Million "Fastlane" Software Piracy Conspiracy (Feb. 16, 2001) 

A former North Carolina man who was arrested last fall and eight new defendants across the United States who allegedly were associated with the underground software piracy group known as "Fastlane" were indicted on February 15, 2001, for pirating more than $1 million of copyrighted computer software, games, and movies through non-public Internet sites. All nine defendants were charged in a nine-count indictment that was returned by a federal grand jury in Chicago, where the investigation was conducted, Scott R. Lassar, United States Attorney for the Northern District of Illinois, and Kathleen McChesney, Special Agent-in-Charge of the Chicago Field Division of the Federal Bureau of Investigation, announced on February 16, 2001. More information on this cases is available via the link below:

· Nine Indicted in Chicago in $1 Million "Fastlane" Software Piracy Conspiracy (Feb. 16, 2001) 

Man Sentenced in Michigan for Offering Software Programs for Free Downloading on "Hacker Hurricane" Web site 

Brian Baltutat was sentenced on January 30, 2001, to 3 years probation, 180 days home confinement, restitution to software manufacturers, and 40 hours of community service. On October 12, 2000, Baltutat pleaded guilty to software copyright infringement. He had offered approximately 142 software programs for free downloading on a web site called "Hacker Hurricane."

· Man Sentenced in Michigan for Offering Software Programs for Free Downloading on "Hacker Hurricane" Web site (January 30, 2001)       

  

Man Pleads Guilty to Internet Piracy of Star Wars Film 

On December 15, 2000, the United States. Attorney for the Northern District of California announced that Jason Spatafore pled guilty to a one count information charging criminal copyright infringement in violation of 17 U.S.C. § 506(a)(2) and 18 U.S.C. § 2319(c)(3). The defendant willfully infringed a copyright by reproducing and distributing by electronic means copies of parts of the film Star Wars Episode I: The Phantom Menace. He did this by posting copies of parts of the film on various web sites so others could download copies of the film from the Internet. He also
encouraged others to download copies of the film from those sites. 

  Man Pleads Guilty to Internet Piracy of Star Wars Film (December. 15, 2000) 

  Man Charged with Internet Piracy of Star Wars Film (September 20, 2000) 

  
U.S. Indicts 17 in Alleged International Software Piracy Conspiracy
On May 4, 2000, Scott R. Lassar, United States Attorney for the Northern District of Illinois, and
Kathleen McChesney, Special Agent-in-Charge of the Chicago Field Division of the Federal Bureau of Investigation announced the indictment of seventeen defendants from across the United States and Europe. The defendants allegedly conspired to infringe the copyright of more than 5,000 computer software programs. If convicted, conspiracy to infringe a copyright carries a maximum penalty of five years in prison and a $250,000 fine, or, as an alternative, the Court may impose a fine totaling twice the gross gain to any defendant or twice the gross loss to any victim, whichever is greater. Restitution is mandatory.

· U.S. Indicts 17 in Alleged International Software Piracy Conspiracy (May 4, 2000) 

Eric Thornton Pleads Guilty to Charges Filed under the "No Electronic Theft" (Net) Act for Unlawful Distribution of Software on the Internet
On December 22, 1999, the Department of Justice, United States Attorney for the District of Columbia Wilma A. Lewis, and Assistant Director in Charge of the Federal Bureau of Investigation’s Washington Field Office Jimmy C. Carter announced the guilty plea of Eric John Thornton to a charge of criminal  infringement of a copyright.  Mr. Thornton pleaded guilty to a violation of the No Electronic Theft ("NET") Act.  Mr. Thornton faces up to one year in jail and a fine of up to $100,000.00.  He is scheduled to be sentenced on March 3, 2000. 
  

· Eric Thornton Pleads Guilty to Charges Filed under the "No Electronic Theft" (Net) Act for Unlawful Distribution of Software on the Internet (December 22, 1999) 
  

First Felony Conviction and Sentencing Under No Electronic Theft Act 

The Justice Department and the United States Attorney for the District of Oregon announced the first conviction under the No Electronic Theft (NET) Act on August 20, 1999.  Jeffrey Levy, a 22 year old University of Oregon senior, pled guilty to illegally posting computer software programs, musical recordings, entertainment software programs, and digitally-recorded movies on his Internet web site, allowing the general public to download these copyrighted products.  On November 23, 1999, Levy was sentenced to a two year period of probation with conditions.  Since December, 1997, The NET Act punishes Internet piracy as a felony, even if the activity is not for profit.  Assistant Attorney General for the Criminal Division, James K. Robinson said at the time of the plea, "This is theft, pure and simple." 
  

· Defendant Sentenced for First Criminal Copyright Conviction Under the "No Electronic Theft" (NET) Act for Unlawful Distribution of Software on the Internet (November 23, 1999) 
  

· First Criminal Copyright Conviction Under the "No Electronic Theft" (NET) Act for Unlawful Distribution of Software on the Internet (August 20, 1999) 
  

On Tuesday, December 16, 1997, President Clinton signed into law H.R. 2265, the No Electronic Theft (NET) Act. The NET Act provides for enhanced protection of copyrights and trademarks by amending provisions in titles 17 and 18 of the U.S. Code. Most notably, the NET Act permits federal prosecution of large-scale, willful copyright infringement even where the infringer does not act for a commercial purpose or for private financial gain. This amendment closes the gap in statutory protection discussed in United States v. LaMacchia, 871 F. Supp. 535 (D. Mass. 1994). A summary of the statutory amendments, as well as a draft of the statute as amended (both with and without redlining) may be accessed via the links below: 

· Summary of statutory amendments 

· Relevant portions of 17 U.S.C. and 18 U.S.C. as amended (not redlined) 

· Relevant portions of 17 U.S.C. and 18 U.S.C. as amended (redlined version) 

· Full text of the NET Act 


Computers are changing the way that copyrighted goods are being illegally copied and distributed, creating new challenges for copyright owners and for law enforcement. 
  

· The Statement of Kevin V. DiGregory, Deputy Assistant Attorney General of the Criminal Division before the Subcommittee on Courts and Intellectual Property of the House Committee on the Judiciary, presented September 11, 1997, describes how law enforcement is addressing this challenge and expresses the Department's support for the goals of H.R. 2265, The "No Electronic Theft ('NET') Act." 

· A one page Summary of Statement is also available. 

C.  The Economic Espionage Act 

The Computer Crime and Intellectual Property Section is also charged with evaluating all requests for approval of charges under the Economic Espionage Act and making a recommendation regarding the approval of such requests to the Attorney General, Deputy Attorney General, or Assistant Attorney General. In addition, the Section also prosecutes certain Economic Espionage cases directly.  Please click here for more information on the Economic Espionage Act. 

· Economic Espionage Act Legislative History 

D.    Federal Sentencing Guidelines for Intellectual Property Infringement 

In May 2000, the United States Sentencing Commission amended the sentencing guidelines for certain IP crimes, including trademark and copyright infringement. 

  IP Sentencing Guidelines
  IP Sentencing Guidelines (PDF) 

  Click here for more information on: 

Intellectual Property Policy and Programs 
Intellectual Property Cases 
Prosecuting Intellectual Property Crimes Guidance 
Criminal Intellectual Property Laws 
Economic Espionage Act 
Intellectual Property Documents
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Many cases have been prosecuted under the computer crime statute, 18 U.S.C. §1030.  Below is a summary chart of recently prosecuted computer cases.  This listing is a representative sample; it is not exhaustive.  Click on the name of the case to read a press release about the case. To print the chart below, be sure to set your printer settings on "Landscape". 

	Computer Crimes  
Case Chart
	Interest Harmed
	Target
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	Geography
	Punishment

	Colloquial Case Name (District)  
Press Release Date                  
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tiality 
	Integrity
	Availability
	Major
Dollar
Loss Estimated?
	Threat to Public Health or Safety
	Public 
	Private
	Juvenile
	Adult
	Organized Group 
	Inter-
national 
	Interstate 
	Sentence
in 
Months 
	Fine
and
restitution

	U.S. v. Ivanov
(D. Conn.)
May 7, 2001
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	TBD

	U.S. v. Diekman II
(C.D. CA)
April 18, 2001
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	U.S. v. Sullivan
(W.D. NC)
(April 13, 2001) 
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	U.S. v. Osowski
(N.D. CA)
(April 6, 2001) 
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	TBD

	U.S. v. Morch
(N.D. CA.)
March 21,2001
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	U.S. v. Ventimiglia
(M.D. FL)
March 21,2001
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	TBD
	TBD

	U.S. v. Oquendo
(S.D. NY)
March 7, 2001
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	U.S. v. Dennis (AK)
January 22, 2001
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	U.S. v. "HV2K" (VA local)
December 6, 2000
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	$45,856.46

	U.S. v. Torricelli
(S.D. NY)
December 1, 2000
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	TBD

	U.S. v. Diekman I
(C.D. CA)
November 7, 2000
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	U.S. v. "cOmrade"
(S.D. FL)
September 21, 2000
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	U.S. v. Gregory (N.D. TX)
September 6, 2000
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	TBD

	U.S. v. Zezov et al.
(S.D. NY)
August 14, 2000
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	U.S. v. Torricelli (S.D. NY)
July 12, 2000
	[image: image70.png]



	[image: image71.png]



	 
	 
	 
	[image: image72.png]



	[image: image73.png]



	 
	[image: image74.png]



	 
	 
	[image: image75.png]



	TBD
	TBD

	U.S. v. Lloyd (D. N.J.)
May 9, 2000
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	TBD
	TBD

	U.S. v. Davis (E.D. WI)
March 1, 2000
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	8000

	U.S. v. Iffih (D. Mass)
February 23, 2000
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	TBD

	U.S. v. Miffleton (N.D. Tex.)
December 20, 1999
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	3,000

	U.S. v. Smith(D. N.J.)
December 9, 1999
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	U.S. v. Alibris (D. Mass)
November 22, 1999
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	TBD

	U.S. v. Burns (E.D. VA)
November 19, 1999
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	U.S. v. Lindsly (N.D. TX)
September 16, 1999
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	U.S. v. Mitnick (C.D. CA)
August 9, 1999
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	U.S. v. Kashpureff
(E.D. NY)
March 19, 1998
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	U.S. v. Tenebaum
(Israel)
March 18, 1998
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	U.S. v. An Unnamed
Juvenile
(D. Mass)
March 18, 1998
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Below is a list of press releases from recently prosecuted computer crime cases, including the cases summarized in the chart above.
· Russian National Arrested and Indicted in Connecticut for Penetrating U.S. Corporate Computer Networks, Stealing Credit Card Numbers, and Extorting the Companies by Threatening to Damage Their Computers (May 7, 2001)
· Orange County Computer Hacker Arrested In Scheme to Use Stolen Credit Cards to Make Wire Money Transfers via Western Union (April 18, 2001)
· Former Lance, Inc. Employee, from North Carolina Sentenced to 24 Months and Ordered to Pay $194,609 Restitution in Computer Fraud Case (April 13, 2001)
· Two Men from California Indicted on Conspiracy to Commit Computer and Wire Fraud via Unauthorized Access to Cisco Stock (April 4, 2001)
· Former Cisco Employee Pleads Guilty to Exceeding Authorized Access to Obtain Information from Cisco’s Computer Systems (March 21, 2001)
· Ex-GTE Employee Pleads Guilty to Intentionally Damaging Protected GTE Computers (March 20, 2001)
· New York City Computer Security Expert Convicted by Jury of Computer Hacking and Electronic Eavesdropping (March 7, 2001)
· Former Federal Court Systems Administrator Sentenced for Hacking Into Government Computer System (January 22, 2001)
· Hacker Pleads Guilty in New York City to Hacking into Two NASA Jet Propulsion Lab Computers Located in Pasadena, California (December 1, 2000)
· Orange County Man Pleads Guilty to Hacking into Government Computers (November 7, 2000)
· Texas Man is indicted for Unlawfully Accessing Computers of U.S. Postal Service, State of Texas, and Canadian Department of Defense (October 12, 2000)
· Man Suspected of Hacking into NASA Computers Taken into Federal Custody (September 21, 2000)
· Juvenile Computer Hacker Sentenced to Six Months in Detention Facility (September 21, 2000)


· "Global Hell" Hacker Sentenced to 26 Months Imprisonment (September 6, 2000)


· Three Kazak Men Arrested in London for Hacking into Bloomberg L.P.'s Computer System (August 14, 2000)
· "Darkside Hacker" Sentenced to 21 Months in Prison (July 24, 2000)
· Hacker Group Leader Arrested for Breaking into NASA Computers (July 12, 2000)
· Former Computer Network Administrator Guilty of Unleashing $10 Million Programming "Timebomb" (May 9, 2000)
· Alaska Man Indicted for Alleged Attack on United States Court Computer Systems (April 19, 2000)
· Second "Global Hell" Hacker Pleads Guilty; Patrick Gregory Faces up to Five Years in Prison for Conspiracy to Commit Telecommunications Fraud and Computer Hacking (April 12, 2000)
· Chad Davis, "Global Hell" Hacker, Sentenced to Six Months in Prison, Three Years Probation, for Air Force Network Hacks (March 1, 2000)
· Boston Computer Hacker Charged with Illegal Access and Use of United Stated Government and Private Systems (February 23, 2000)
· "Darkside Hacker" Pleads Guilty in Federal Court After Stealing National Internet Company Passwords (December 20, 1999)
· Creator of 'Melissa' Computer Virus Pleads Guilty in New Jersey to State and Federal Charges (December 9, 1999)
· Internet Service Provider Charged with Intercepting Customer Communications and Possessing Unauthorized Password Files (November 22, 1999)
· "Web Bandit" Sentenced to 15 Months Imprisonment, 3 Years of Supervised Release, for Hacking USIA, NATO, Web Sites (November 19, 1999)
· "Phone Masters" Ringleaders Sentenced to Prison; 41-Month and Two-Year Terms to be Served by Telecommunications Hackers (September 16, 1999)
· Kevin Mitnick Sentenced to Nearly Four Years in Prison; Computer Hacker Ordered to Pay Restitution to Victim Companies Whose Systems Were Compromised (August 9, 1999)
· Eugene E. Kashpureff Pleaded Guilty to Unleashing Software on the Internet That Interrupted Service for Tens of Thousands of Internet Users Worldwide (March 19, 1998)
· Israeli Citizen Arrested in Israel for Hacking United States and Israeli Government Computers (March 18, 1998)
· Juvenile Computer Hacker Cuts off FAA Tower At Regional Airport -- First Federal Charges Brought Against a Juvenile for Computer Crime (March 18, 1998)
· Former Chief Computer Network Program Designer Arraigned for Alleged $10 Million Computer "Bomb" (February 17, 1998)
· More Information on:  Computer Crime 

· More Information on:  Computer Crime Cases 

· More Information on: Computer Crime Guidance 

· More Information on:  Computer Crime Laws 

· More Information on:  Computer Crime Documents 
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