Personal Information


1. Presentation Outline

· What is personal information

· Privacy vs. Security

· Who holds information on you

· What do they do with it

· Government information - collection and use

· The future of personal data

2. What is Personal Information ?

· Information about a named and/or identifiable individual

· Covers a range of information

· Basic details -name ,address etc.

· other info - assets, current location, shopping habits, medical, political affiliations, criminal history etc. etc. 

3. Security and Privacy

· Security is concerned with the accidental or deliberate alteration or destruction of the data.

· Privacy is concerned with the disclosure of information to third parties

4. Accidental and deliberate disclosure

· Accidental disclosure

· computer faults e.g. ‘Which’ web site fault allowed third parties to view credit card details

· poor clerical/admin procedures e.g medical records not shredded and dumped in waste

· Deliberate disclosure

· Includes hacking of data, publishing data for gain e.g. political

5. Who holds information about you

· Government

· Schools

· GP/Hospitals

· Banks/Building Socs.

· Shops

· Mobile Phone providers

· E-mail provider e.g. Hotmail

· Most web site owners

· ISPs

· Family/Friends

· Others ?

6. Where do they get (1) 

· Public Records

· Electoral Roll

· Phone book

· Parish Records (Births, Marriages, Deaths)

· Somerset House

7. Where do they get it (2)

· Voluntarily given

· Questionnaires

· Advert replies

· Competitions

· Membership forms

· Application forms

8. Where do they get it (3)

· Covertly

· Video Cameras

· Mobile phone records

· Cookies

· Computer log files

· Private Surveillance (Neighbourhood watch etc.)

9. Where do they get it (4)

· As secondary data

· Loyalty cards

· Debit/Credit card transactions

· On line shopping

· Data mining

10. What do they do with it (1)

· Most info simply recorded - no use made

· Increasingly analysed for patterns and trends esp. Retailers/shops

· “Target marketing”

· Data mining finds links between seemingly unrelated data. 

· Increasing use by police and security services 

11. What do they do with it (2)

· Most visible use

· Junk mail

· Other uses

· Criminal investigations 

· Health statistics 

· Purchasing regimes 

· Purchasing suggestions e.g. Amazon books

· etc. etc.

12. Government (Official) Info

· Birth, Marriage, Death certificates

· School info.

· Examination board 

· Police surveillance (video, photographs)

· Police patrol records (stop and search etc.)

· Criminal records

· Fingerprint records

· DNA database

· Medical Records

· Passport control

· Customs & Excise

· MI5/6 Records

· DVLA

· Social Security, D of E

· Taxation

17. Big brother society

· Average person appears on 8 video cameras per day - could be 300 in large city

· Security forces routinely scan e-mails for key words

· All offenders must give DNA sample (all offences)

· Police can track mobile phone user to within 20-30m in cities

· Firms (and schools) log internet and computer use

· ID cards could be in use by 2004

18. ID cards ?

· Most EU countries have ID card e.g. German Ausweis

· Usually simple ID - name , address etc.

· Proposed in UK - Smart card

· Could replace drivers licence, passport, bank card, medical card

· Could carry 20 x A4 pages of info, maybe more

19. IC Cards (2)

· Advantages

· Easy ID passport, cheques etc.

· Less cards

· Reduce fraud - Social security, credit card

· Medical history quickly available

· Disadvantages

· Big Brother

· Abuse of data 

· Fraud - fake ID cards 

· Loss of card

20. The future

· The surveilled society

· Analysts predict by 2007

· 98% of citizens carry RFID ID cards

· 80% of area covered by CCTV in cities

· “talking billboards”/”computer guided shopping”

· Junk mobile phone calls - “did you know you are only 50 metres from the best club in town”

· continuous wireless health monitoring for OAPs

· instant location of any vehicle

21. It’ll never happen

· Too late !

· all of the previous e.g.s already happening somewhere in the world 

· mainly USA  

· Singapore wants to enact all of these by 2003

22. There should be a law !

· There is … the ‘Data Protection Act 1998’

· Sets out

· Rights of ‘Data Subjects’

· Responsibilities of ‘Data Users’

· Backed up with system of fines

· More detail in next section

The End
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