Dear Pak Hariq


Menurut harry www.stteleport.com dianalisa sebagai berikut :


1.Web Sitenya 

Web site isp ini menggunakan Windows 2000 server  sesuai info dari whoisnya 

Sites with longest running systems at STT Communication Ltd STT Communication Ltd 51 Cuppage Road, #10-11/17 Starhub Centre  

Note: Uptime - the time since last reboot is explained in the FAQ Generated on 9-Aug-2004 06:52:46 
Rank Site Average Max Latest OS Server 
www.stteleport.com - - - Windows 2000 Microsoft-IIS/5.0 
proteksi web servernya bagus. Jika situsnya masih jebol paling kesalahan pada scripting programming webnya atau di serang worm di servernya.
info lengkap server webnya

Domain Name.......... stteleport.com

  Creation Date........ 2001-04-02

  Registration Date.... 2001-04-02

  Expiry Date.......... 2006-04-02

  Organisation Name.... ST Teleport Pte Ltd

  Organisation Address. 2B/2C Ayer Rajah Crescent

  Organisation Address. 

  Organisation Address. Singapore

  Organisation Address. 139937

  Organisation Address. Singapore

  Organisation Address. SINGAPORE

Admin Name........... Alice Teoh

  Admin Address........ 51 Cuppage Road

  Admin Address........ 

  Admin Address........ Singapore

  Admin Address........ 229469

  Admin Address........ Singapore

  Admin Address........ SINGAPORE

  Admin Email.......... alice_teoh@sttelemedia.com

  Admin Phone.......... 6723 8693

  Admin Fax............ 6720 7266

Tech Name............ Alice Teoh

  Tech Address......... 51 Cuppage Road

  Tech Address......... 

  Tech Address......... Singapore

  Tech Address......... 229469

  Tech Address......... Singapore

  Tech Address......... SINGAPORE

  Tech Email........... alice_teoh@sttelemedia.com

  Tech Phone........... 6723 8693

  Tech Fax............. 

  Name Server.......... PRIDNS.STTC.COM.SG

  Name Server.......... SECDNS.STARHUB.NET.SG

2. Layanan Jasa Internetnya


Jasa layanan intenet yang  dapat dikembangakan cukup banyak dan dan cukup baik dari segi infrastukturnya. Pengembangan nya berupa direct one-hop access to the Internet, enabling both point - to - point and point - to - multipoint communications dengan memfaatkan  two-way DVB/ IP-based satellite communications system provides high-speed. The system transmits all forms of IP data, including voice, video and data signals, and interactive multimedia, supporting a wide variety of applications including:

· High-speed Internet access 

· Video conferencing 

· Interactive distance learning 

· Direct video broadcasting 

· Internet Telephony (VoIP) 

· Audio broadcasting 

· VPN/ VLAN applications 

· Secure and reliable business-to-business (B2B) electronic commerce 

· IP multicast applications 

· SNMP network management 

· Telemedicine

4. Perangkat yang digunakan

Satelit yang digunakan oleh ISP ini  link dengan 18 satelit yang mengeliling bumi, satelit tersebut  antara lain  AsiaSat, IntelSat, JCSat, Loral Skynet, MeaSat, NewSkies, Palapa, PanAmSat and Thaicom. 
3. Keamanan jaringan 

C:\DOCUME~1\ASIANET>tracert 61.8.245.52

Tracing route to 61.8.245.52 over a maximum of 30 hops

  1    <1 ms    <1 ms    <1 ms  192.168.0.14

  2     6 ms     3 ms     3 ms  210.23.76.65

  3     7 ms     4 ms     7 ms  210.23.76.97

  4    13 ms    18 ms     *     202.152.18.165

  5     5 ms     5 ms     *     202.152.18.161

  6   736 ms     *        *     202.152.43.5

  7   862 ms     *        *     indosat2-atm1-0-1.jkt.idola.net.id [202.152.0.126]

  8  1210 ms  1236 ms  1178 ms  202.155.7.145

  9     *      967 ms  1011 ms  202.155.7.248

 10   751 ms   612 ms     *     61.8.232.53

 11   714 ms  1054 ms     *     61.8.234.69

 12  1046 ms   857 ms   513 ms  61.8.233.18

 13   575 ms   534 ms   699 ms  vlan905-cat6ts1-rsm1.starhub.net.sg [203.118.3.1

30]

 14   787 ms   733 ms   544 ms  f0-0-0-r20.starhub.net.sg [203.118.1.8]

 15   930 ms   873 ms   721 ms  61.8.243.9

 16     *        *        *     Request timed out.

 17     *        *        *     Request timed out.

 18     *        *        *     Request timed out.

 19     *        *        *     Request timed out.

 20     *        *        *     Request timed out.

 21     *        *        *     Request timed out.

 22     *        *        *     Request timed out.

 23     *        *        *     Request timed out.

 24     *        *        *     Request timed out.

 25     *        *        *     Request timed out.

 26     *        *        *     Request timed out.

 27     *        *        *     Request timed out.

 28     *        *        *     Request timed out.

 29     *        *        *     Request timed out.

 30     *        *        *     Request timed out.

Trace complete.

C:\DOCUME~1\ASIANET>tracert 61.8.245.52

Tracing route to 61.8.245.52 over a maximum of 30 hops

  1    <1 ms    <1 ms    <1 ms  192.168.0.14

  2     *        6 ms    13 ms  210.23.76.65

  3     4 ms     3 ms     4 ms  210.23.76.97

  4     5 ms     5 ms     6 ms  202.152.18.165

  5     *        5 ms     5 ms  202.152.18.161

  6   419 ms   513 ms   428 ms  202.152.43.5

  7   464 ms   478 ms   490 ms  indosat2-atm1-0-1.jkt.idola.net.id [202.152.0.12

6]

  8   557 ms   637 ms   585 ms  202.155.7.145

  9   434 ms   564 ms   531 ms  202.155.7.248

 10   458 ms   444 ms   486 ms  61.8.232.53

 11   487 ms   806 ms   428 ms  ge-9-0.a03.sngpsi01.sg.ra.verio.net [61.8.234.69

]

 12     *      731 ms   424 ms  61.8.233.18

 13   721 ms   774 ms   785 ms  vlan905-cat6ts1-rsm1.starhub.net.sg [203.118.3.1

30]

 14   805 ms   777 ms   479 ms  f0-0-0-r20.starhub.net.sg [203.118.1.8]

 15   602 ms   661 ms   616 ms  61.8.243.9

 16     *        *        *     Request timed out.

 17     *        *        *     Request timed out.

 18     *        *        *     Request timed out.

 19     *        *        *     Request timed out.

 20     *        *        *     Request timed out.

 21     *        *        *     Request timed out.

 22     *        *        *     Request timed out.

 23     *        *        *     Request timed out.

 24     *        *        *     Request timed out.

 25     *        *        *     Request timed out.

 26     *        *        *     Request timed out.

 27     *        *        *     Request timed out.

 28     *        *        *     Request timed out.

 29     *        *        *     Request timed out.

 30     *        *        *     Request timed out.

Trace complete.

C:\DOCUME~1\ASIANET>

Ip http://www.stteleport.com dimulai dari 61.8.232.53 dengan memiliki setidaknya alokasi ip yang cukup banyak sampai ip 61.8.243.9 masih dimilikinya. Dengan demikian bahwa biaa dikatakan kalau ISP  cukup besar dan memiliki keamanan yang cukup baik . Selain itu jaringanya dikembang juga dengan konsep point-to-point and point-to-multipoint communications. Dengan VPN jadi kalaupun kena hacking setidaknya dapat diantisipasi dengan cepat.  Yang paling di takuti yaitu cuma serangan multiply IP dan Port DDOS Konsep baik itu dari worm atau backdoor yang menyerang 1 IP dalam jaringan yang menggunakan ISP ini.  Namun menurut hari server isp ini cukup tahan lah dengan serangan sedikit sadis ini. Sedangkan untuk serangan dari hacker yang exploitasi mesin client  tidak akan mempengaruhi mesin client yang lainya dan kinerja server ISP nya.  

