Fundamentals of IP Networking

- Explain the purpose of subnet addressing

- Define subnet mask

- Identify the address class and subnet mask of an IP network

- State the primary purpose of routing in an IP network

- Describe routing tables, what they contain, and how they are used

- Understand the meaning of the fields in a routing table

- Understand how a routing table is created

- Distinguish between direct routing and indirect routing

- Use routing table information to identify how the packet is routed

- Identify network and host portions of an IP address, as well as associated hardware
addresses given a network diagram

- Provide packet IP and hardware addresses as the packet travels across networks

- Describe any changes that occur to either hardware or software addresses as messages

are routed across IP networks Faculty of Information Science
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Subnet Addressing

B Subnets are logical subdivisions of a single Internet network

number.

B A Subnet mask is used to separate a single Internet network

number to subnets.

B Purpose

— For technical or administrative reasons, it is desirable in many

organizations to divide a network into several different networks.

— Subnetting allows an organization to use one Internet Address for

multiple networks

— These independent networks are then connected by routers.



Give you a network diagram

203.148.159.3

* There are 2 physical networks.
» Networks are separated by a router.
 Router receives all traffic for a

All Traffic to Network and selects correct
203.148.159.0 .

interface based on network
number

All Traffic to
2031481600 W ithout subnetting

*Two Class C Address are

defined for each nework.
203.148.159.0

203.148.160.2 203.148.160.0

203.148.160.1

*Router receives all traffic and
selects correct interface based

on number




203.148.159.65 )
.

203.148.159.67

203.148.159.66

203.148.159.129

All Traffic to
203.148.159.64

All Traffic to
203.148.159.128

Subnet Addressing

A Nets with Class C Address
with subneting

203.148.159.64

203.148.159.128
*Router receives all traffic for
Sub-Network and selects correct
interface based on subnet

n u m b e I



Subnet mask

B How to define a subnet mask ?

— With subnetting the host part of the address is divided into two parts

Left is Subnet ID
Right is Host ID on that Subnet
— Class is determined first

— Subnet Mask is determined next

— Bits in Mask indicate network and subnet ID, those that are set to 1.

— The subnet ID is generally used to group hosts based on the physical

network topology.
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1P Address Classes with Subnetting
Class

Subnet ID Host ID

A

Subnet ID|] Host ID

B

Subnet Host
ID ID
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Example Problem 1

A regular Class B IP address of 128.1.0.0
* You need 254 subnets

* Each subnet needs to support 254 hosts

Problem 1 Solution

— 128.1.0.0 =10000000.00000001.00000000.00000000

— Because of it’s a Class B IP Address so the last 16 significant
bits are Host ID which will be choosed to be a Subnet ID bits.

— Eight binary digits are required to define 254 subnets. The

subnets should be numbered 1 through 254.

— Values of all 0s and 1s in the Subnet ID field should not be

assigned to the actual (physical) subnets.




Subnet Numbering In Decimal and Binary

00000001 1

00000010 2

11111110 254




* Select the 8 most significant bits of the host portion of
the Internet address to define the subnets.

* These bits are displayed in bold underline text below:

128.1.0.0 = 10000000.00000001|.00000000.00000000|
Host bits partition of Class B

The remained host bits are host bits. ( Italic text above)
 Network Number: (can be 00000000 -11111111)
10000000.00000001.00000000.00000000 = 128.1.0.0

e Define a subnet mask such that all bits of the network and future

subnet fields are set to 1, and all bits of the future host field are

set to 0.

 Subnet Mask:
1111111 1. 11111111.11111111.00000000 = 255.255.255.0
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* This subnet mask must be configured on each host and each router.
» Use the same mask for an entire set of physical networks that share
the same IP address.

* The 254 subnets will have the following addresses:

Subnet #1  10000000.00000001.00000001.00000000 = 128.1.1.0
Subnet#2  10000000.00000001.00000010.00000000 = 128.1.2.0

- Subnet #254 10000000.00000001.11111110.00000000 = 128.1.254.0
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What is the range of addresses you may assign for Subnet # 1?

Subnet #1 10000000.00000001.00000001.00000000 = 128.1.1.0

Low Address: 10000000.00000001.00000001.00000001 =128.1.1.1
High Address: 10000000.00000001.00000001.777711110=128.1.1.254

NOTE: Recall that the host portion of an IP address cannot contain
all Is or all 0s.

B If the host portion contain all 0s. We call “Network Address”

or “Subnet Number”. (It is used to create a routing table)

B If the host portion contain all 1s. We call “Broadcast Address”.

(Network use Broadcast Address to send a message to all host on the subnet) .

For Subnet #1 : Network Address is 128.1.1.0

Broadcast Address is 128.1.1.255
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What is the range of addresses you may assign for Subnet # 35?

Subnet #35  10000000.00000001.00100011.00000000 = 128.1.35.0

Low Address: 10000000.00000001.00100011.00000001 = 128.1.35.1
High Address: 10000000.00000001.00100011.777711110=128.1.35.254

NOTE: Recall that the host portion of an IP address cannot contain

all Is or all 0s.

For Subnet #35: Network Address is 128.1.35.0
Broadcast Address is 128.1.35.255
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Understanding Binary number system is importance !!!

* For Example Problem 1, Why did we choose 8 bits to define 254

subnets ?

 How many significant bit do we choose ?

- If we have 1 significant bit, like having a block to fill one binary
digit.

So we can represent something like these :

0 0

1 1
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If we have 2 significant bits, so we will represent 4 symbols.

If we have 3 significant bits, so we will represent 8 symbols.

00 0
01 1
10 2
11 3

000 0 100 4
001 1 101 5
010 2 110 6
011 3 111 7
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For examples ,

if we choose 1 significant bit, we can represent 2 symbols.
if we choose 2 significant bits, we can represent 4 symbols.

if we choose 3 significant bits, we can represent 8 symbols.
We can observe that
1 significant bit , represent 21 =2 symbols
2 significant bits , represent 22 =4 symbols
3 significant bits , represent 23 =35 symbols
So for : 8 significant bits , represent 28 =256 symbols

if we choose 7 significant bits. It’s not enough !!

7
Because 2 =128 symbols
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Example Problem 2
A regular Class C IP address of 203.148.159.0

* You need 6 subnets.

Problem 2 Solution

— 203.148.159.0=11001011.10010100.10011111.00000000

— Because of it’s a Class C IP Address so the last 8 significant
bits are Host ID and they will be choosed to be a Subnet ID
bits.

— Three binary digits are required to define 6 subnets. The

3
subnets should be numbered 1 through 6. ( 2 =8)

— Values of all 0s and 1s in the subnet field should not be

assigned to the actual (physical) subnets.
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Subnet Numbering In Decimal and Binary

001 1
010 2
011 3
100 4
101 5
110 6




* The 6 subnets will have the following addresses:

Subnet #1

11001011.10010100.10011111.00100000 = 203.148.159.32
Subnet #2

11001011.10010100.10011111.01000000 = 203.148.159.64
Subnet #3

11001011.10010100.10011111.01100000 = 203.148.159.96
Subnet #4

11001011.10010100.10011111.10000000 = 203.148.159.128
Subnet #5

11001011.10010100.10011111.10100000 = 203.148.159.160
Subnet #6

11001011.10010100.10011111.11000000 = 203.148.159.192
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The addresses you may assign to a client or a router for Subnet # 1

11001011.10010100.10011111.00100001 = 203.148.159.33
11001011.10010100.10011111.00100010 = 203.148.159.34
11001011.10010100.10011111.00100011 = 203.148.159.35
11001011.10010100.10011111.00100100 = 203.148.159.36
11001011.10010100.10011111.00100101 = 203.148.159.37

11001011.10010100.10011111.00177101 = 203.148.159.61
11001011.10010100.10011111.001777110 =203.148.159.62

Network Address : 203.148.159.32
Broadcast Address : 203.148.159.63
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The addresses you may assign to a client or a router for Subnet # 2

11001011.10010100.10011111.01000001 = 203.148.159.65
11001011.10010100.10011111.01000010 = 203.148.159.67
11001011.10010100.10011111.01000011 = 203.148.159.68
11001011.10010100.10011111.01000100 = 203.148.159.69
11001011.10010100.10011111.01000101 = 203.148.159.70

11001011.10010100.10011111.010777101 = 203.148.159.93
11001011.10010100.10011111.010777110 = 203.148.159.94

Network Address : 203.148.159.64
Broadcast Address : 203.148.159.95
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The addresses you may assign to a client or a router for Subnet # 3

11001011.10010100.10011111.01100001 = 203.148.159.97
11001011.10010100.10011111.01100010 = 203.148.159.96
11001011.10010100.10011111.01100011 = 203.148.159.99
11001011.10010100.10011111.01100100 = 203.148.159.100
11001011.10010100.10011111.01100101 =203.148.159.101

11001011.10010100.10011111.011777101 = 203.148.159.125
11001011.10010100.10011111.011777110 =203.148.159.126

Network Address : 203.148.159.96
Broadcast Address : 203.148.159.127
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The addresses you may assign to a client or a router for Subnet # 4

11001011.10010100.10011111.10000001 = 203.148.159.129
11001011.10010100.10011111.10000010 = 203.148.159.130
11001011.10010100.10011111.10000011 =203.148.159.131
11001011.10010100.10011111.10000100 = 203.148.159.132
11001011.10010100.10011111.10000101 = 203.148.159.133

11001011.10010100.10011111.10077101 = 203.148.159.157
11001011.10010100.10011111.100777110 =203.148.159.158

Network Address : 203.148.159.128
Broadcast Address : 203.148.159.159
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The addresses you may assign to a client or a router for Subnet # 5

11001011.10010100.10011111.10100001 = 203.148.159.161
11001011.10010100.10011111.10100010 = 203.148.159.162
11001011.10010100.10011111.10100011 = 203.148.159.163
11001011.10010100.10011111.10100100 = 203.148.159.164
11001011.10010100.10011111.10100101 = 203.148.159.165

11001011.10010100.10011111.101777101 = 203.148.159.189
11001011.10010100.10011111.10177710 = 203.148.159.190

Network Address : 203.148.159.160
Broadcast Address : 203.148.159.191

25



The addresses you may assign to a client or a router for Subnet # 6

11001011.10010100.10011111.11000001 = 203.148.159.193
11001011.10010100.10011111.11000010 = 203.148.159.194
11001011.10010100.10011111.11000011 = 203.148.159.195
11001011.10010100.10011111.11000100 = 203.148.159.196
11001011.10010100.10011111.11000101 = 203.148.159.197

11001011.10010100.10011111.11077101 = 203.148.159.221
11001011.10010100.10011111.110777110 =203.148.159.222

Network Address : 203.148.159.192
Broadcast Address : 203.148.159.223
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If my university has 4 departments.

Building A : Computer and Telecommunication
Building B : Civil

Building C : Electronics

- Each department has own network.

- The difference subnet number will be assigned for each department.

Example :

Computer : 203.148.159.32
Telecommunication : 203.148.159.64
Civil : 203.148.159.96
Electronics : 203.148.159.128
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Example of network configuration.

Hub / L2 Sw Hub / L2 Sw

a /B C A
203.148.159.34 203.148.159.66
203.148.159.35 203.148.159.85
203.148.159.40 203.148.159.94
203.148.159.62 203.148.159.76
Department of Computer Department of Telecommunication
Hub / L2 Sw Hub / L2 Sw
I K M 0
203.148.159.99 203.148.159.130
203.148.159.100 203.148.159.140
203.148.159.110 203.148.159.151
203.148.159.126 203.148.159.158
Department of Civil Department of Electronics
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Now, we assigned a subnet number for all departments but all
departments can not exchange data because all networks are not connected
together.

We need a router or a layer3 switch to join all networks. Number

of routers or L3 Switches up to the designing.

B There are 2 case studies for learning.

The first network diagram

Computer Telecommunication

Router / L3 Sw

Civil Electronics
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The second network diagram

Each building has a router

Computer | A Building B Building C Building
Tel icati |
clecommuiication Civil Electronics
NOTE :

* Each router interface must connect to Hub/L3 Sw of a department’s network
* We must assign a IP Address that is in the range of that network or subnet.

This IP address will be a gateway address for a host on the network.

* The connection between routers or L3 Sw is a network. We must assign

a network address for it.

* After all connections (physical) are connected. We must create a routing

30

table on each router.



The first network diagram

Hub / L2 Sw Hub / L2 Sw

a /B € E /F| G
203.148.159.34 203.148.159.66
203.148.159.35 203.148.159.85
203.148.159.40 203.148.159.94
203.148.159.62 203.148.159.76
203.148.159.33 203.148.159.65
Department of Computer ‘/ % Department of Telecommunication
203.148.159.97 203.148.159.129
Hub / L2 Sw Hub / L2 Sw
I K M ©
203.148.159.99 203.148.159.130
203.148.159.100 203.148.159.140
203.148.159.110 203.148.159.151
203.148.159.126 203.148.159.158
Department of Civil Department of Electronics
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TCP/IP Properties e TCFP/IP Properties ed

Bindings | Advanced NetBI0s | Bindings | Advanced | NetBI0s
DS Configuration | (3 ateway | WINS Configuration | Address DMS Configuration  Gateway | WIMS Configuration I IF Addresz
An IP addresz can be autamatically azsigned ta this cormplker. The firgt gateway in the Installed Gateway lizk will be the default.
|f wour netwark, does not automatically azzian P addreszes, azk The addresz order in the: list will be the order in which these
wour netwark administrator for an addrezss, and then tope it in machines are uzed.

the space below.

" [Obtain an IP address automatically MHew gatewan:
—{* Speciiy an P address: - . . | Add |
IP Addreszs: | 203.148.159. 40 | — Inztalled gateways:

2032.148.159.33 =
Subret bask: |255 .2hh . 255 224 | FiEmas |

¥ Detect connection to netwark, media

Cancel Cancel




The second network diagram

203.148.159.33

Hub / L2 Sw

203.148.159.65

C
A
o @ 203.148.159.34
203.148.159.35
203.148.159.40
203.148.159.62

Department of Computer

203.148.159.161

203.148.159.66

@ 203.148.159.85

203.148.159.94
203.148.159.76

Department of Telecommunication

Department of Civil

Link A-> B Subnet #
203.148.159.160

Link B-> C Subnet #
203.148.159.192

NOTE : The connection between routers is a network.

203.148.159.162 oy 7o
Hub / L2 Sw 203.148.159.97 B BUIIdlng
. K I 203.148.159.193 I
o 203.148.159.99
203.148.159.100 i ettt ettt s e et e et et st e e e et
> 203.148.159.110
203.148.159.126 I 203.148.159.194 I C Bulldlng

Hub / L2 Sw

203.148.159.129

203.148.159.130 '

@ 203.148.159.140

203.148.159.151
203.148.159.158

Department of Electronics

..................................................................................................................................................................................



Routing in an 1P network

B Purpose

— Routing is the act of sending data through a network from one

place to another.

— A router examines its routing table to determine how to forward a

packet.
— [IP network has many routing protocols such as RIP, OSPF .,....

— Each host has a routing table:
* routes to specific hosts
* routes to specific networks

e default route
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Routing Table

B What does a routing table contain ?
— On most network, a routing table contain these field :

 Destination
* Netmask

* Gateway or Next hop

B The meaning of the field in the routing table

— Destination : IP address of a destination network or a destination
host.

— Netmask : the mask bits that will be applied to the destination.

— Gateway : IP address of a remote router to which the local router

must send the packet before the packet can be routed to

the destination.
35




B Using a routing table

— A packet in IP network contains a destination address field.

— When a packet comes in to a router and a destination address
matches an entry in the routing table (match with a Destination
field AND a Netmask field ), the Gateway field tells the system how

to reach the specified destination.

Incoming packe>

Look up the routing table to forward

a packet to a destination network or

next hop (another router)
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How to create Routing Table

B Static route
— by hand
— Routers are established a routing table by the administrator and do

not change until the administrator changes them.

B Dynamic routes
— via routing protocol

— Example RIP, OSPF, IGRP,BGP....

— Dynamic routing calls for routes to be calculated automatically at

regular intervals by software in routing devices.

B via ICMP
— ICMP redirect
— ICMP router advertisement
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Direct routing and Indirect routing

B Direct routing

— Direct routing is used when the source and destination addresses

have the same network number.

— The packet must not be forwarded. Nodes communicate inside the

n e t w o r Kk h i m s e 1 f

B Indirect routing

— Indirect routing is used when the network numbers of the source

and destination have the difference network number.

— This is the case where the packet must be forwarded by a router

that Knows how to reach the destination.
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Direct routing Indirect routing




Use routing table information to identifty
how the packet is routed

every packet (IP Datagram) contains destination’s address
if directly connected to destination network, then forward to host.
( direct routing )

if not directly connected to destination network, then forward to

some router. ( indirect routing )
forwarding table maps network number into next hop
each host has a default router.

each router maintains a routing table.

40



Example of Static route

Hub / L2 Sw 203.148.159.33

203.148.159.65 Hub / L2 Sw

203.148.159.161

A “ E ©
- 203.148.159.34 o 203.148.159.66
203.148.159.35 203.148.159.85
> 203.148.159.40 > 203.148.159.94
203.148.159.62 203.148.159.76 :
Department of Computer Department of Telecommunication
203.148.159.162 .
Hub / L2 Sw 203.148.159.97 B BUIIdlng
203.148.159.193
. K | |
) 203.148.159.99
203.148.159.100 T T T P P P P P P P P P PP PP PP PP
> 203.148.159.110 : :
203.148.159.126 : oy we i
: I 203.148.159.194 I C Building
Department of Civil Hub / L2 Sw

203.148.159.129

203.148.159.130 '
203.148.159.140 g

: o
It’s easy to create a routing
: 203.148.159.151

203.148.159.158

Department of Electronics

..................................................................................................................................................................................

table for this network diagram.




Example of Static route (_cont. )

Hub / L2 Sw 203.148.159.33

203.148.159.65 Hub / L2 Sw

o 203.148.159.161 e
S 203.148.159.34 O 203.148.159.66
203.148.159.35 203.148.159.85
> 203.148.159.40 > 203.148.159.94
203.148.159.62 203.148.159.76

Department of Computer Department of Telecommunication

Routing Table for a router at A Building

Destination Netmask Gateway

[ 203.148.159.32 | 255.255.255.224 | 203.148.159.33 | direct
[ 203.148.159.64 | 255.255.255.224 | 203.148.159.65 | direct
[ 203.148.159.160 | 255.255.255.224 | 203.148.159.161 | direct
[ 203.148.150.96 | 255.255.255.224 | 203.148.159.162 | indirect
[ 203.148.159.128 | 255.255.255.224 | 203.148.159.162 | indirect

203.148.159.192 255.255.255.224 203.148.159.162 indirect
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Example of Static route (_cont. )

203.148.159.162 I; I;llil(lillgg

Hub / L2 Sw 203.148.159.97

I 203.148.159.193 I

o 203.148.159.99
g 203.148.159.100

203.148.159.110
203.148.159.126

Department of Civil

Routing Table for a router at B Building

Destination Netmask Gateway

[ 203.148.159.96 | 255.255.255.224 | 203.148.159.97 | direct
[ 203.148.159.160 | 255.255.255.224 | 203.148.159.162 | direct
[ 203.148.159.192 | 255.255.255.224 | 203.148.159.193 | direct
[ 203.148.150.32 | 255.255.255.224 | 203.148.159.161 | indirect

203.148.159.64 255.255.255.224 203.148.159.161 indirect
203.148.159.128 255.255.255.224 203.148.159.194 indirect
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Example of Static route (_cont. )

..............................................................................................................................................................................

I 203.148.159.194 I C Building

Hub / L2 Sw

203.148.159.129

203.148.159.151
203.148.159.158

o 203.148.159.130 '
@ 203.148.159.140

Department of Electronics

..................................................................................................................................................................................

Routing Table for a router at C Building

Destination Netmask Gateway

[ 203.148.159.128 | 255.255.255.224 | 203.148.159.129 | direct
[ 203.148.159.192 | 255.255.255.224 | 203.148.159.194 | direct
[ 203.148.159.32 | 255.255.255.224 | 203.148.159.193 | indirect
[ 203.148.159.64 | 255.255.255.224 | 203.148.159.193 | indirect
[ 203.148.159.96 | 255.255.255.224 | 203.148.159.193 | indirect
[ 203.148.159.160 | 255.255.255.224 | 203.148.159.193 | indirect




Example of Static route (cont.) Host I, wants to send data to Host G

Hub / L2 Sw 203.148.159.33

203.148.159.65 Hub / L2 Sw

203.148.159.161

C G
A B E F
b @ 203.148.159.34 D @ 203.148.159.66
203.148.159.35 203.148.159.85
203.148.159.40 203.148.159.94
203.148.159.62 203.148.159.76

Department of Computer Department of Telecommunication

— 203.148.159.162 R
B Building
203.148.159.193 I
203.148.159.100 ICCLLLLL Lo B L P EE Y PP EEEYPETEEI S
203.148.159.110
203.148.159.126 203.148.159.194 I C Building
Department of Civil Hub / L2 Sw
203.148.159.129 §
M /n| ©
b 203.148.159.130
203.148.159.140 g
> 203.148.159.151 :
203.148.159.158

Department of Electronics

..................................................................................................................................................................................




Provide packet IP and hardware addresses as
the packet travels across networks

- Use Routing Table to find a destination

- Use ARP to find MAC of the next node that a packet will be forwarded.

IP 158.108.33.1

MAC ﬂ:ﬂ:c:ﬁ:!?::da I
MAC 0:0:c:6:12:40
MAC dest | 0:0:0:6:13:4a |

; T MAC dest | 0:0:33:10:a
MAC src | 002815 coic MAC src | 0:0:c:6:12:
type Ox800

type Ox800
IP source| 158.108.33.4
IP dest | 158.108.2.71 IP source| 158.108.33.4

IP dest 168.108.2.71
packet fo roufer

packe! from roufer,
| |

' 1P 158.108.33 .4 B IP 158.108.2.7
A
. MAC 0:0:e8:15:cc:c MAC 0:0:33:10:a:c

Change MAC address, |IP address be the same
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- Routing Tables are examined as a packe

= Host A wants to connect with Host B using Telnet.
- Note that Source and destination Ethernet Addresses do change.

128.1.0.0 128.3.0.0 128.4.0.0|
Router A Router B Router C
%080002001231 2080002001235
128.1.0.2 128.3.0.3
Port 1 Port 1
128.3.0.2 128.4.0.2
Port 2 Port 2
2080002001234 2080002001236
128.1.0.1
‘ 128.4.0.1 ‘
| — Host A Host B

%080002001111 %080002002222
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1
:

P
Destination Host Source Host
l 128.4.0.1 l 128.1.0.1 l IP Data
Ethernet \
Destination MAC Source Host Type
080002001231 |080002001111 l 0800 Ethemet Data | e
P
Destination Host Source Host
l 128.4.0. | 128.1.0.1 l IP Data
Ethernet \
Destlnat|on MAC Source Host Type
080002001233 |080002001232 | 0800 Ethermet Data GRE

48



IP

Destination Host Source Host
l 128.4.0.1 l 128.1.0.1 l [P IBEIE
Ethernet
Destination MAC Source Host Type

- l 080002001235 |080002001234 | 0800 l Ethernet Data SR

P

Destination Host Source Host
l 128.4.0.1 l 128.1.0.1 l P DERE

- Ethernet

Destination MAC Source Host Type
. |080002002222 |080002001236 | 0800 l Ethernet Data CRC






