Intermediate UNIX

Homework 1
Answers

Eric Theis

12/21/03

Your task, should you decide to accept it, is to figure out which files need to be changed on your system to change its hostname, and then do so.  A guru tells you that at least one of the files that needs to be changed has the word "host" or "hosts" in its name - but he can't remember the rest.  (Do NOT attempt to do the following commands as root!  Strongly suggest you try these in our lab environment rather than at home only.)

I chose this scenario for this homework because it was something I'd recently had to do, and it exercises a number of skills that a sophisticated UNIX user should have.  It's also something you will be faced with sooner or later if you administer a UNIX system, even at home.

In hindsight, this homework turned out to be much more difficult than I'd intended.  Note, however, that I did cover everything necessary to solve these in both the Intro to UNIX class and at the beginning of the Intermediate UNIX class.

That is, except for #16 and #22 - which were not possible given the knowledge you had at that point.
Note some lines may wrap, depending on your system settings.
1.
In what directory would you search for these files?

/etc

That directory contains virtually all of the system configuration files.

2.
Write a command to list all files in the appropriate directory whose name contains the string "host".

ls /etc/*host*

Note the following will NOT (always) work:

ls -1 /etc | grep host

because this may -also- find any path containing the string 'host'.  The question asked for all files whose name contains the string 'host'.

Note using find here is incorrect, as it lists files in the starting directory and any of its subdirectories - which is not what was asked for.
3.
Write a command to list all files in the appropriate directory and any of its subdirectories whose name contains the string "host".

ls -R /etc/*host*



OR


find /etc -name "*host*" -print

Running the find command yields the following list:

/etc/hosts

/etc/inet/hosts

/etc/inet/hosts.saved

/etc/mail/local-host-names

/etc/net/ticlts/hosts

/etc/net/ticots/hosts

/etc/net/ticotsord/hosts

/etc/security/audit/localhost

/etc/hostname.elxl0

/etc/hosts.rick.bak
4.
Write a command to find all files in that directory and below which contain the hostname of your system.

find /etc -type f -exec egrep -s `hostname` {} \; -print

Recall  the the '-exec' predicate expression is True when the UNIX command it executes returns an exit status of zero.  Note (from the man page) that 'grep' returns zero when it finds a match in a file.  The '-s' (for "silent") option to grep tells it to NOT to output anything - just return zero (if a line in the file matches) or non-zero (if no match).  Thus the -print predicate expression will only be executed if egrep actually finds the hostname string in the file's data.  (BTW - this is what the '-s' option is useful for.  /usr/xpg4/bin/grep has a corresponding '-q' option.)

Running the command produces the following output (note long lines are wrapped):

egrep: can't open /etc/inet/mipagent.conf-sample

egrep: can't open /etc/inet/mipagent.conf.fa-sample

egrep: can't open /etc/inet/mipagent.conf.ha-sample

/etc/init.d/cacheos

/etc/init.d/webstart

/etc/mail/aliases

/etc/mail/main.cf

/etc/mail/subsidiary.cf

/etc/mail/sendmail.cf

/etc/mail/aliases.pag

/etc/mail/main.cf.new

/etc/mail/subsidiary.cf.new

/etc/mail/sendmail.cf.old

/etc/mail/sendmail.cf.pre110616-03

/etc/net/ticlts/hosts

/etc/net/ticots/hosts

/etc/net/ticotsord/hosts

/etc/rcS.d/S35cacheos.sh

egrep: can't open /etc/security/dev/audio

egrep: can't open /etc/security/dev/fd0

egrep: can't open /etc/security/dev/sr0

egrep: can't open /etc/security/dev/st0

egrep: can't open /etc/security/dev/st1

egrep: can't open /etc/security/lib/audio_clean

egrep: can't open /etc/security/lib/fd_clean

egrep: can't open /etc/security/lib/sr_clean

egrep: can't open /etc/security/lib/st_clean

egrep: can't open /etc/security/audit_control

/etc/security/audit_event

egrep: can't open /etc/security/audit_user

egrep: can't open /etc/security/audit_warn

egrep: can't open /etc/security/bsmconv

egrep: can't open /etc/security/bsmunconv

/etc/security/auth_attr

/etc/security/prof_attr

egrep: can't open /etc/sysevent/syseventconfd_event_service

/etc/mnttab

egrep: can't open /etc/shadow

/etc/user_attr

egrep: can't open /etc/openwin/devdata/profiles/TT_DB/file_object_map.rec

egrep: can't open /etc/openwin/devdata/profiles/TT_DB/file_object_map.ind

egrep: can't open /etc/openwin/devdata/profiles/TT_DB/file_object_map.var

egrep: can't open /etc/.pwd.lock

/etc/auto_home

egrep: can't open /etc/lp/printers/jetcard/alert.sh

egrep: can't open /etc/lp/printers/jetcard/alert.vars

/etc/printers.conf

egrep: can't open /etc/snmp/conf/snmpd.conf

egrep: can't open /etc/snmp/conf/snmpdx.acl

egrep: can't open /etc/snmp/conf/mipagent.acl

/etc/nodename

/etc/hostname.elxl0

egrep: can't open /etc/uucp/Permissions

egrep: can't open /etc/uucp/Systems

egrep: can't open /etc/ppp/chap-secrets

egrep: can't open /etc/ppp/pap-secrets

egrep: can't open /etc/oshadow

egrep: can't open /etc/.group.lock

egrep: can't open /etc/.hosts.lock

/etc/dumpadm.conf

/etc/ouser_attr

Most likely the failures are because normal users don't have permission to read the files.  I know for a fact that's the case for /etc/shadow.  If normal users cannot read the file, chances are that file is not used for system configuration.

Note the following will not work:


ls -R /etc | grep -l `hostname`

The above is exactly the same as


ls -R /etc >list_of_filenames


grep -l `hostname` <list_of_filenames

which has exactly the same effect as:


ls -R /etc >list_of_filenames


grep -l `hostname` list_of_filenames

Any of these cause grep to examine each path/filename for the hostname string.  It does not cause grep examine the contents (data) of each path/filename.

This is a common error when attempting to use grep in a pipeline.  grep expects the data to search on stdin, not the name(s) of the file(s) to search.

This is closer:

ls -R /etc | xargs -L1 grep -l `hostname`

This won't work either - because what 'ls' generates is a list of filenames, not a list of path/filenames.  'find' always produces path/filename, so you must use 'find'.

The following also works:

find /etc -type f -print | xargs grep `hostname`

The disadvantage here is that the paths/filenames are buried in the list of matching lines from grep.  Here's a better way:

find /etc -type f -print | xargs grep -l `hostname`

The -l (ell) option tells grep to just list the names of the files in which a match is found, without listing the lines matched.  A handy option.

5.
Alter the command so that any errors are thrown away (not seen or saved anywhere).

find /etc -type f -exec egrep -s `hostname` {} \; -print 2>/dev/null
OR

find /etc -type f -print 2>/dev/null | xargs grep -sl `hostname`
OR

find /etc -type f -print 2>/dev/null | xargs grep -l `hostname` 2>/dev/null
Note in the third form that the redirect of standard error acommpanies the find and the xargs grep command. The general principle is that stdin and stdout are connected together in a pipeline but stderror is unaffected by the pipeline.  Thus you can redirect stderr independently for each simple command in a compound command (like a pipeline).  So each redirect in the third form above only applies to that simple command - not the entire pipeline.

If you don't redirect stderr for the find, any directories that it does not have read and execute on will generate errors; if you don't redirect stderr for the xargs grep, and files that grep does not have read permission on will generate errors.

Without the redirects of stderr, any error messages will end up in our list of paths/files.  The egrep -s in the first form avoids this issue.

Note also that a redirect of stdout of a pipeline only affects the last process in the pipeline.
6.
Alter the command (if necessary) so that only the path/filenames of files are output.
find /etc -type f -exec egrep -s `hostname` {} \; -print 2>/dev/null

(Cannot use ls, as ls outputs a subheading before listing each subdirectory.  This subheading is not what we're looking for - we only want path/filenames.

(I didn't realize ls could not be used for 4 and 5 when I wrote the homework.  In hindsight, #6 is a useless question.)

Note the following also works:

find /etc -type f -print 2>/dev/null | xargs grep -sl `hostname`
OR

find /etc -type f -print 2>/dev/null | xargs grep -l `hostname` 2>/dev/null
As in #5, notice that we must redirect stderr of the find (before the pipe symbol) and the xargs grep (after the pipe symbol) to capture any possible errors.

7.
Alter the command so that the output is saved in a temporary file "all_containing_solaris".

find /etc -type f -exec egrep -s `hostname` {} \; -print 2>/dev/null >/tmp/all_containing_solaris
OR

find /etc -type f -print 2>/dev/null | xargs grep -sl `hostname` > /tmp/all_containing_solaris
OR

find /etc -type f -print 2>/dev/null | xargs grep -l `hostname` 2>/dev/null > /tmp/all_containing_solaris
8.
Alter the command so that it only examines files whose names contain the string "host", only outputs filenames, and saves the resulting list of path/filenames to a different temporary file called "all_hostfiles_containing_solaris".

find /etc -type f -name '*host*' -exec egrep -s `hostname` {} \; -print 2>/dev/null >/tmp/all_hostfiles_containing_solaris
OR

find /etc -type f -print 2>/dev/null | grep -s host | xargs grep -sl `hostname` > /tmp/all_hostfiles_containing_solaris
OR

find /etc -type f -print 2>/dev/null | grep -s host | xargs grep -l `hostname` 2>/dev/null > /tmp/all_hostfiles_containing_solaris
Note the grep -s host can never fail, as it is reading only what is sent it from stdin.  So no redirect of stderr is necessary.
9.
Write a command that compares "all_containing_solaris" and "all_hostfiles_containing_solaris", and outputs a list of all path/filenames which contain the string "solaris", but whose filenames does NOT contain the string "host".

Step 7 created a file ("all_containing_solaris") containing a list of paths/filenames each of which file contains the hostname of the system ('solaris', on our server).

Step 8 created a file ("all_hostfiles_containing_solaris") containing a list of paths/filenames each of  which file name contains the string "host".

Remember, "the guru" told you at least one of the files that needs to be changed has "host" or "hosts" in its name.

Let's make a list of all the files that contain the string "solaris", but whose filenames do NOT contain the string "host".  Presumably, we're trying to see if it looks like any of these files would be used to set the system's hostname - and eliminate them from our consideration if they do not look like files that would be setting the hostname.

All the paths/filenames in file "all_hostfiles_containing_solaris" will also appear in file "all_containing_solaris" - those whose filename contains "host", and whose data contains "solaris".

Some paths/filenames will only be in file "all_containing_solaris" - those files whose data contains the string "solaris" but whose name does NOT contain the string "host".

So, we want all the paths/filenames that appear in "all_containing_solaris" only.

The 'comm' command is perfect for this.  It by default compares two files, and creates three columns:

-Lines unique to file1
-Lines unique to file2   -Lines contained in both files

So the following command will do the trick:
comm -23 /tmp/all_containing_solaris /tmp/all_hostfiles_containing_solaris
BUT there's a very common mistake people make when using 'comm'!  The man page says:

"     The comm utility will read file1 and file2, which should  be

     ordered in the current collating sequence, and produce three

     text columns as output: lines only in file1; lines  only  in

     file2; and lines in both files.  ..."

"...ordered in the current collating sequence..." means "sorted".  So the two files passed to 'comm' MUST BE SORTED or comm will NOT give the expected results!

So the following is what you want:

sort /tmp/all_containing_solaris >/tmp/all_sorted

sort /tmp/all_hostfiles_containing_solaris >/tmp/hostfiles_sorted

comm -23 /tmp/all_sorted /tmp/hostfiles_sorted

Note that the following will not work, as 'comm' expects two path/filenames as its arguments:

comm -23 `sort /tmp/all_containing_solaris` `sort /tmp/all_hostfiles_containing_solaris`

A clever student came up with an alternate approach:
diff /tmp/all_containing_solaris \
/tmp/all_hostfiles_containing_solaris | \

grep '<' | cur -d' ' -f2
10.
List the files you found on the server "solaris".

Executing the commands from #9 produces the following list:

/etc/auto_home

/etc/dumpadm.conf

/etc/init.d/cacheos

/etc/init.d/webstart

/etc/mail/aliases

/etc/mail/aliases.pag

/etc/mail/main.cf

/etc/mail/main.cf.new

/etc/mail/sendmail.cf

/etc/mail/sendmail.cf.old

/etc/mail/sendmail.cf.pre110616-03

/etc/mail/subsidiary.cf

/etc/mail/subsidiary.cf.new

/etc/mnttab

/etc/nodename

/etc/ouser_attr

/etc/printers.conf

/etc/rcS.d/S35cacheos.sh

/etc/security/audit_event

/etc/security/auth_attr

/etc/security/prof_attr

/etc/user_attr

Though in hindsight I recognize it was not clear, what I wanted was the list you generated from #9. 

11.
Run the command on your workstation in class, and list the files it finds there.

The intention here was to generate the results from #9 on your workstation. 

I don't have access to a workstation to test this at the moment - but there are two files I expected to see for sure on both the server and workstation:

/etc/nodename

/etc/hostname.elxl0
I am (now) sure there are others.  But this file is what I was looking for.

I also expected to see the following file:

/etc/inet/hosts

But if you looked, you will notice that this file contains both the hostname of the system, and the hostname of the server.  So it's not clear from this alone whether this file is involed in setting the hostname for a system.

The idea is that the above two files exist on the server, containing its hostname, and  also exist on the workstation, containing its hostname - making it pretty likely that these files are configuration files, which contain the hostname for a system.  (In fact these are two of three such files.  Yes, I know - logically there should only be one such file, but that's not the way it is, unfortunately.)
12.
List any of these files on the server solaris which are being shared with other systems.

Recall from class discussion that the 'share' command lists the directories made available by a system to the network for other systems to use.  A little search and discovery shows that one must enter '/usr/bin/share' to run this command:

$ /usr/sbin/share

-               /export/home rw=alpha.lab.ph.ucla.edu:bravo.lab.ph.ucla.edu:charlie.lab.ph.ucla.edu:delta.lab.ph.ucla.edu:echo.lab.ph.ucla.edu:foxtrot.lab.ph.ucla.edu:golf.lab.ph.ucla.edu:hotel.lab.ph.ucla.edu:india.lab.ph.ucla.edu:juliet.lab.ph.ucla.edu:kilo.lab.ph.ucla.edu:lima.lab.ph.ucla.edu:mike.lab.ph.ucla.edu:november.lab.ph.ucla.edu:oscar.lab.ph.ucla.edu:papa.lab.ph.ucla.edu:quebec.lab.ph.ucla.edu:romeo.lab.ph.ucla.edu:sierra.lab.ph.ucla.edu:tango.lab.ph.ucla.edu:victor.lab.ph.ucla.edu   "/export/home dir"

So the directory '/export/home' (and everything below that directory) are being shared from the server with other systems.

Looking at the list of files generated in #8 and #9 - are any of them in or under the directory /export/home?

None of them are - so none of these files are shared with other systems.

So it seems likely that some or all of the files listed in #8 and #9 could be involved in setting the hostname for a system, since they are not shared with other systems.

By now you should be suspecting that the files

/etc/hostname.elxl0

/etc/nodename

are the files which set the hostname for a system - since they are unique on each system (that is, not shared), and each file contains the hostname of the system, and nothing else.  (In fact this they are - but there are two other less obvious places where the hostname is set.)
13.
List any of these files which on your workstation but which are physically located on the server.

From #12, none of the files found are shared from the server, as none of them are under /export/home.

14.
If you change any of these files on the server, will you be affecting the workstation(s)?  (If you know about NIS, assume you don't).

No.

So it is apparently safe to change any of these files on the server (and reboot, so the OS reads them again), without fear of affecting any workstation.

(Note that this is not actually true.  If you know about NIS, you know what I mean.  Even if you don't, note that each workstation looks to the server "solaris" - by name - for the shared directory "/export/home".  If the name of the server changes - none of the workstations will be able to 'find' that shared directory any more.)
15.
What would happen if you attempted to change any of these files on the server?  Why?

You could read (most) of the configuration files into vi, and edit them - but you would not be able to save them back to disk, as normal users do not have permission to modify (write to) system configuration files (for obvious reasons).

16.
Alter the command in #8 to copy each file found to a corresponding directory in some temporary location.  Ensure the directory structure is preserved.  (In other words, if the original files were in different directories, the copied files must also be in different directories.  A bunch of cp commands would work but is ugly (to say the least) and is NOT what I'm looking for here.  Assume for a moment you had to move 500 files this way.)

I screwed up here.  There is no easy way to do what I asked using commands you knew about at this point.

I originally had the following (incorrect) solution in mind:

mkdir /tmp/mytmpfiles_dir

find /etc -type f -exec egrep -s `hostname` {} \; -name '*host*' -print 2>/dev/null | xargs -i cp -r {} /tmp/mytmpfiles_dir

This doesn't work because 'cp -r path/filename destination' will copy filename to destination - but will not recreate the entire directory path under destination.

Note that tar(1) will recreate the entire directory path to a file when it is extracting the file from a tar(1) archive.

There are several (complex) ways to do this.  This is the most straightforward one I could think of.  

# Make the place we want to copy the files to.

mkdir /tmp/mytmpfiles_dir

#

# Use relative paths because we're going to pass 

# these to tar.

cd /etc

#

# Generate relative paths to all the files we 

# want to copy.

find . -type f -exec egrep -s `hostname` {} \; -print 2>/dev/null >/tmp/list

#

# Set 'file' to each relative path and filename, 

# one at a time.

for file in `cat /tmp/list`

do

# find generated a path relative to /etc - 

# so we must be there when 

# using the current path in $file.

cd /etc

#

# Stick the file in a tar archive.

tar -cf /tmp/temp.tar $file

#

# Go to (the top directory) where we want to 

# restore the file.

cd /tmp/mytmpfiles_dir

#

# Suck it back out of the archive. The path 

# in the archive is relative

# to the current dir - so that's where the 

# path/file will be created.

tar -xf /tmp/temp.tar

done

This works.
17.
Can you alter the files you just copied?  Why?

Yes you can - because they are owned by you (because they were created by you).

In #16 you can specify the 'p' (preserve and restore permissions) option to tar.  But tar will not restore the file with the original ownership *unless* you are the superuser.
18.
Write a command to copy all of the altered files back into the appropriate system directory.

This one's easy:

cp -r /tmp/mytmpfiles_dir/* /etc
19.
Will the command in #18 work?  Why?

No - because all of the files do not allow write permission by normal users.

20.
Write a command to change the owner AND group of all the files in your temporary location to be owned by root.  Will this work?  Why?

$ chown -R root /tmp/mytmpfiles_dir

chown: hosts: Not owner

chown: hosts.saved: Not owner

chown: inet: Not owner

chown: cacheos: Not owner

chown: webstart: Not owner

chown: init.d: Not owner

chown: aliases: Not owner

chown: main.cf: Not owner

chown: subsidiary.cf: Not owner

chown: sendmail.cf: Not owner

chown: aliases.pag: Not owner

chown: main.cf.new: Not owner

chown: subsidiary.cf.new: Not owner

chown: sendmail.cf.old: Not owner

chown: sendmail.cf.pre110616-03: Not owner

chown: mail: Not owner

chown: hosts: Not owner

chown: ticlts: Not owner

chown: hosts: Not owner

chown: ticots: Not owner

chown: hosts: Not owner

chown: ticotsord: Not owner

chown: net: Not owner

chown: S35cacheos.sh: Not owner

chown: rcS.d: Not owner

chown: audit_event: Not owner

chown: auth_attr: Not owner

chown: prof_attr: Not owner

chown: security: Not owner

chown: mnttab: Not owner

chown: user_attr: Not owner

chown: auto_home: Not owner

chown: printers.conf: Not owner

chown: nodename: Not owner

chown: hostname.elxl0: Not owner

chown: dumpadm.conf: Not owner

chown: ouser_attr: Not owner

chown: /tmp/mytmpfiles_dir: Not owner

$
This command will fail, as by default on Solaris chown(1) will not allow anyone except the superuser to change the ownership of a file.  This is a system configuration option (_POSIX_CHOWN_RESTRICTED), turned on by default.  Previous releases did not have this option.  (Ask your sysadmin to see if it is on on your system.  The place to look is in /etc/system).

In any case, only the owner of a file (or the superuser) can change the ownership of a file.

(If _POSIX_CHOWN_RESTRICTED is off) it is possible for you to make your files owned by somebody else.

Unfortunately, if the file is a directory, you can no longer create, delete, or rename files in that directory (depending on its permissions).

Usually you'd discover this as follows:

- Create a tar file of some directories and files owned by root (or anybody else, for that matter)

- Extract the files from the tar file into one of your dirrectories (tar by default preserves the ownership and permissions on a file)

- Now you have some directories (and their subordinate files) in one of your directories that you cannot modify or delete!

- Call the system administrator and ask him to please change the ownership of the files to you, so you can manipulate them.  This is the only way you can get rid of them - since you must be the owner of a file (or the superuser) to change the ownership of the file.

Beware of this on other systems.  One usually hits this problem when using tar -x.
21.
Create a temporary file called "foo" in some temporary location.  Write a command to change the owner of "foo" to root.  Will this work?  Why?

$ mkdir /tmp/foo

$ chown root foo

chown: foo: Not owner

$

This fails for the same reasons as #20.
22.
Write a single command line to copy all of the files found in #8 to some other temporary subdir.  Make sure the proper directory structure is preserved, AND that the ownership, group, and permissions of the original files are preserved.

I screwed up on this one too.  This is what I had in mind:

find /etc -type f -exec egrep -s `hostname` {} \; -name '*host*'  -exec cp -rp {} \; 2>/dev/null >/dev/null

The trick to this one was supposed to be the use of -exec and cp -rp.

While this copies the files and preserves permissions, but does not preserve the directory structure.

The easiest way to do this is listed in #16.  Note you must add the -p option to the tar -x command line.
23.
Write a command to remove all the temporary directories you created - and all their subdirs.

rm -r /tmp/mytmpfiles_dir

24.
Does command #22 work?  Why?  If not, how could you make it work?

#22 will not work even if you use the example in #16, because by default the system will not let anyone but the superusers change the ownership of a file.

Even if you were allowed to change the ownership of a file, you could only change the ownership of a file if you were the owner of the file.  Otherwise you would be able to change the ownership and thus the permissions of any file - which is an obvious security problem.
