UNIX Exercise

Utilities

Answer Sheet

A coworker comes to you, since you're the UNIX expert.  It seems this person was cruising the net, and found a really cool UNIX software package.  So they logged in as root, downloaded it to a company server, opened up the installation instructions file, and did what it said.

But after rebooting - the system is messed up.  Lots of error messages appear, you can't talk to it or from it on the network.  The installation instructions file is no longer accessible.  Most UNIX utilities still run, but not much else.  vi will not run, nor will ex or ed.  No GUI will run.  No home directories are available, and the only account that works on the system is root.  All you have is the console terminal.

All your friend remembers is that you had to log in as root and one of the commands was something like "tar".

The boss doesn't know yet - and your friend is hoping to keep it that way by having you fix it.  For some reason you feel this is worth your while.

The system had originally been installed a couple years ago, has not been updated, and wasn't used much.  It's running a PC version of UNIX - perhaps Linux.  No one knows for sure.

What do you do?

NOTE: You do NOT need to be root to figure out or try any of these.  You can create similar scenarios in your home directory.  So if you don't actually TRY the commands and LOOK at the results -  you will very likely get at least  some of these wrong.

This one is long, so let's say14 of these are extra credit.  In other words if you do more than 30 of them total, any in excess of 30 are extra credit.  All are of equal value except the ones marked (hard), which count double. 

1.
What command would you use to list all files in a directory, showing their modification times, and sorted so that the most-recently-modified files are listed last?

ls -lrt
That's an "ell", not a "one".

2.
What command would you use to find all files on the system which have been modified in the last 24 hours?

find / -mtime 0 -print
"Modified exactly 0 days ago"
or
find / -mtime -1 -print
"Modified one day or less ago"
3.
Such a listing may be large.  How could you modify the previous command to send the results to a temporary file?

find / -mtime 0 -print >files_modified_11_nov_04

Note the fully descriptive file name.  This is a very good habit to get into.  Chances are if you don't, you'll soon be drowning in files with meaningless names, you won't remember what most of them are, and you will have to look at them all to know - probably several times before you get tired of that and rename or delete them.

Most people end up with tons of stuff in their home directory, but can't delete any of it because something might be 'important' - and they cannot invest the time to clean them up.

4.
In what directory should you put that temporary file so that you don't have to worry about remembering to delete it later?

/tmp

This directory is reserved for temporary  files.  Most versions of UNIX say that this directory is emptied during booting - but  that's usually at the sysadmin's option.

Letting lots of stuff accumulate in this directory can eventually cause system problems.  Clean up after yourself.

5.
What directory should you look in to see if any of the user commands have been modified in the last 24 hours?

/usr/bin

On Solaris /bin is soft linked to /usr/bin;
/bin
on Linux you must check BOTH /bin and /usr/bin, as they are seperate directories..
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"Local" (to your company, site, or system) commands should be kept in /usr/local/bin.

6.
What command would you use in that directory to see if any of the common user commands have been modified or created in the last 24 hours?

find /bin /usr/bin -mtime 0 -print

or
find /bin /usr/bin -mtime -1 -print
or
ls -lrt

Then look at the modification times.  

I would expect most of the files to have the same modification date and time.  Certainly these should not change often.

The most-recently-changed files will be listed last.

If any of them changed in the last 24 hours..there is a problem.

7.
What command would you use to make a file containing a complete list of every file on the system?

find / -print >/tmp/complete_file_list

8.
(Hard) How can you search all files in a directory tree and list just the ones which contain text of any kind?

find some_dir -type f -print | \

xargs file | \

grep 'text$' | \

cut -d' ' -f1

You might have to play with this before you get it exactly right.  E.g., on Solaris the cut delimiter needed to be a tab; on Linux it needed to be a space.  You should play around with the file command in a directory that has both text and non-text files in it, such as /etc and /usr/bin.

Here's a creative alternative a student came up with:
find / -print | xargs grep -l '^[ -~][ -~]*$'

or
find / -print | xargs egrep -l '^[ -~]+$'

Both are clever - but don't quite work.  First, the tab character must be added to the list - which is easy.  Second, this doesn't allow for files which contain only blank lines (just a bunch of Newlines).  grep cannot search for newlines - so there is no way to do this with any flavor of grep.  (It can be done with sed(1) or awk(1) though - which are beyond the scope of this class).
9.
Installation procedures typically create log files detailing what they have done.  Such files typically end in ".log".  What command would you use to find all files on the system whose name ends in ".log"?

find / -name '*.log' -print >/tmp/all_log_files

Note the pattern must be enclosed in quotes to prevent the shell from attempting to expand it.

Here's another student's solution:

find / -print | grep '\.log$'

The first way uses shell patterns; the second way uses regular expressions.  Both work.  Note that shell patterns and regular expressons have very different rules.
10.
It turns out there are hundreds of log files on the system.  What command would you use to find all files on the system whose name ends in ".log" which were modified within the last 24 hours?

find / -name '*.log' -mtime 0 -print >/tmp/all_todays_log_files

11.
(Hard)  You have a file containing the absolute paths to about two hundred files whose names end in ".log".   What command(s) could you use to copy all of these files into ONE temporary directory (without using command substitution)?

cat file_list | xargs -i     cp {} /tmp/files_in_filelist

or

cat file_list | xargs -I xx  cp xx /tmp/files_in_filelist

The string starting with "cp" is the UNIX command xargs is building each time.  I spaced it over in the first line to emphasize it's  the same command on both lines.

The -i option says to substitute what's on stdin for the string "{}".  The -I option does the same thing, but uses whatever string to specify to indicate where the substitution will occur ("xx" in this case).

I didn't explicitly talk about these options to xargs in class - but you do know that xargs is used to build command lines based on data passed to stdin.

You could probably also do this using cut and paste, but that would be harder and uglier.

12.
Oops - when you copied all these files you notice they now all have the current date and time.  How can you copy them so that their original date and time are preserved?



cat file_list | xargs -i     cp -p {} /tmp/files_in_filelist.d

There are other ways, but they are more complicated.

13.
You know vi is broken, so maybe one of the log files contains a path which ends in "vi".  What command would you use to search all the files for the string "vi"?

cd files_in_filelist.d

grep 'vi' *

If grep has only one file to look at, it just prints any matching lines.  But if it has multiple files to search, it precedes each line found with the name of the file containing it.  This way you can easily see which files contain the pattern.

Here's another way:

find /tmp/files_in_filelist.d -type f -exec grep 'vi' {} \; -print

This is a little tricky.  The -exec will only be "true" when the grep command returns a "success" exit status (defined to be zero in UNIX shells).  Looking at the grep man page, you see that grep returns a status of zero when it FINDS one or more matches.  So the -exec will only be "true" when the grep finds what we're looking for - so the -print is only executed for files in which there is a match.

But the grep has -already- executed - and sent any matching lines to stdout.  The -print will occur AFTER that.  So the output will consist of a bunch of matching lines (grep output), FOLLOWED BY the path/filename that contained those matches.

14.
Turns out you get hundreds of matches to the string "vi" which  are directories, the word "divide", et cetera, et cetera.  What command could you use to search the log files for an  absolute path that ends with the file name "vi"?

grep '/[^ 
]*/vi[ 
]' *

grep '/[^ 
]*/vi$' *

The range expressions contain one space character and one tab character.

The last part of the path string  is tricky.  We have to ensure the path string 'ends' in the string "/vi" ONLY.  "vision" would be a valid filename that we should reject.  So is "levi".
So how would the 'end' of a path string usually be identified?  Three ways:  A space, a tab, or a newline.  So the character immediately following the string "vi" can be any of these three characters.
egrep and EREs provide a way to do this in a single command:

egrep '/[^ 
]*/vi([ 
]|$)' *
15.
When you attempt  to run vi, you get the error "invalid  architecture".  What command could you run on the vi file to find out what type of system it is intended to run on?

file /usr/bin/vi

The output will contain the string "80386" if it is compiled for a PC.  Another possibility is "SPARC" if it is compiled for a Sun workstation (which uses SPARC processors).

Since UNIX runs on very many platforms it is quite possible that someone could copy an executable compiled for a different platform to a system.

This is especially true under Solaris.  Sun sells (relatively) very few copies of Solaris/x86 (for PCs) versus Solaris/SPARC (for Sun workstations).  So web sites with software for Solaris frequently only provide versions for the SPARC version - and don't tell you that!  So you could easily download a SPARC-only package onto an x86 system running Solaris.

You don't usually run into this under Linux because the opposite is true:  The vast majority of Linux software out there is compiled for Linux/PC - even though many non-PC platforms run Linux.

In the UNIX world you have to know what platform a package is built for before you install it - or the disaster this homework describes  could happen to you.

16.
The platform the "vi" program is intended to run on is listed as "SPARC".  Is this a problem?  Why?

Yes - this means it will only run on a Sun workstation.

17.
You find what appears to be a full backup log from one month ago, consisting of a list of the absolute paths to every file in the system.  What command(s) could you use to identify which files exist on the system now that did not exist when the backup was made?

sort /tmp/complete_file_list >/tmp/complete_file_list_sorted

sort full_backup_log >/tmp/full_backup_log_sorted

comm -13 /tmp/full_backup_log_sorted \

         /tmp/complete_file_list_sorted

diff(1) could be made to work, but is not a good choice.  If the differences are sufficently great diff will flag thousands of differeneces just because one file's data is displaced a significant distance versus the original file.
18.
You find a bunch of tar files (named *.tar) on the system.  How can you list what is in such a file?

tar -tf some_tar_file.tar

19.
One of the tar file's listings contains a bunch of files in the directory  "/var/adm/Installation".  What command would you use to rename the existing /var/adm/Installation directory?

mv /var/adm/Installation /var/adm/Installation.original

ALWAYS rename the EXISTING files to something ending in ".original" or  ".orig" so  the  next guy knows what to put back.  The next guy will probably be you, minutes or days from now.  Make the name of the original obvious.

Modifying ANY system files without making backups of the original first is Russian Roulette.

20.
What command would you use to extract that directory (and everything beneath it) only from the tar file?

tar -xf some_tar_file.tar /var/adm/Installtion

tar accepts file/directory names to extract.  If a directory name, the directory and everything in it will be extracted.

21.
Where will that directory be created?

/var/adm/Installation

If the tar file was created using absolute paths, it can ONLY extract back to that exact path.

22.
How can you search all files in that new directory for the string "/vi"?

grep '/vi' /var/adm/Installation/*

This works better, as it will also get any files in any subdirectories:
find /var/adm/Intallation -type f -print | \

xargs grep '/vi'
23.
What command would you use to destroy that directory, and everything underneath it?

rm -fr /var/adm/Installation

24.
What command would you use to discover the hostname of this system?

hostname

25.
The network configuration of this system is messed up.  In fact, it now is using a different hostname than it used to.  In what directory are most system configuration files kept?

/etc

26.
Your system's hostname is now "foobar".  What command would you use to list all files in the system configuration directory and below which contain the string "foobar"?

find  /etc -type f -exec egrep -s {} \; -print

Note egrep -s does the same thing as /usr/xpg4/bin/grep -q - except egrep uses extended regular expressions.  But that doesn't matter here.

27.
This gets too many hits; it seems some utility has been dumping lots of log files into that directory, all of which contain hundreds of mentions of "foobar".  You vaguely remember a guru telling you that the system uses a configuration file with the string "host" in its name.  What command would you use to list all files in the configuration directory and below whose name contains the string "host"?

find /etc -name '*host*' -print

Again, note the pattern passed to find must be quoted, or the shell may expand it.

28.
You still get too many files.  What command(s) could you use to list just the filenames (NOT the entire path) of all files under the configuration directory whose names contain the string "host",  AND whose data contains the string "foobar"?

find /etc -name '*host*' -exec egrep -s 'foobar' {} \; -print \

 | basename


You've identified some files you want to change, BUT you want to make a copy of the entire current configuration directory and everything below it somewhere else on the disk.

29.
What command(s) would you use to ensure you have enough disk space to make a copy of the configuration directory and everything beneath it?

mount

Look through the list,  and find out which PHYSICAL filesystem the /etc directory is on.  It's almost certainly going to be root.

ls -ld /etc

Check to see if /etc is a link to somewhere else - in which case you have to find out which physical filesystem THAT directory is on.

df -kl

Look through the left column for the physical filesystem your /etc is on, then check the space available in that physical slice.

30.
What command would you use to make a copy of this entire directory tree?


cp -r /etc /etc.copy

31.
What command would you use to rename the current configuration directory to the same name with ".original" tacked on the end of its name?

mv /etc /etc.original

32.
What command could you use to identify lines in a file that do NOT start with the characacter "#"?

grep '^[^#]' somefile

You could make this a little more flexible by allowing any number of spaces and tabs preceding the first '#' as  follows:

grep '^[ 
]*[^#]' somefile

Another student solution:
grep -v '^#' somefile
33.
What command could you use to take an existing file and strip out of it any lines that start with "#", OR that start with any number of spaces or tabs followed by "#"?

grep -v '^[ 
]*[^#]' somefile >somefile_nocomments

34.
What command would you use to list only lines in a file which contain the string "foobar" which is NOT preceded anywhere by a "#"?

grep '^[^#]*foobar' somefile

You could also do this:
grep -v '#.*foobar' | grep foobar
35.
You discover that the string "foobar" could be all lower case, all upper case, or any mix of the two.  What command would you use to extract all lines containing the string consisting of ANY mix of upper or lower case?

grep -i '^[^#]*foobar' somefile

36.
Your buddy is not too sure of the original hostname.  It could be either "foobar" or "fobar".  What command would you use to list all path/filenames (only) which contain either string?

The following  may seem to work, but will NOT search subdirectories   On Linux in particular, /etc has many subdirectories that must be searched.

ls *foobar* *fobar*

This also fails (why?):

ls -R *foobar* *fobar*
This should do it:
find /etc -type f -exec egrep -s 'foobar|fobar' {} \; -print
Or:
find /etc -print | egrep -sl 'foobar|fobar'
37.
What command would you use to list only lines in a file which contain the string "foobar" OR the string "oldhostname" - which are NOT preceded anywhere by the "#" character?

egrep '^[^#]*(foobar|oldhostname)' somefile

A less-elegant solution:

grep '^[^#]*foobar' file >  lines

grep '^[^#]*fobar'  file >> lines
38.
You want to make a change to a file.  How can you display the file with line numbers preceding each line?

cat -n somefile

Remember, vi doesn't work.

39.
You discover you need to change line 50 (only) of a 783-line file.  What command(s) would you use to extract and display line 50 only?  (Remember no editor on the system works.  Do not use sed, awk, or Perl).

cat somefile | head -50 | tail -1

Or, assuming cat -n puts spaces following the line number:
cat -n somefile | grep '^50[^0-9]' | cut -d' ' -f2-

40.
Line 50 looks like this:  "abc foobar:def 123".  Assuming you have this line (only) in a file, what command(s) would you use to change the string "foobar" to "oldhostname"?  (Do not use sed or awk).

cat linefile | cut -d' ' -f1 >firstpart

echo ' ' >space

cat linefile | cut -d':' -f2 >lastpart

echo "oldhostname" middlepart

echo ':' >colon

cat firstpart space middlepart colon >changed_line

tr -d '\n' newline >changed_line_no_newlines

cat changed_line_no_newlines lastpart >changed_line

This turned out to be harder than I expected, so this one counts double if you get it right.

41.
(Hard) What commands can you use to modify line 50 of the file so it contains the above change?

head -49 somefile >firstpart

tail +51 somefile >lastpart

cat firstpart changed_line lastpart >changed_file

42.
You've made your change and are ready to reboot.  What command(s) would you use to see if anyone else is logged in on this system?

who

You could also use 'finger' IF it's installed on your system.  It's not a standard UNIX utility, so it may not be..

43.
What command can you use to find out if this system is providing some directories to other systems?

/usr/sbin/share

'sbin' is probably not in your path, so you'll probably have to use the absolute path.

44.
You make a copy of the system bootup log.  This file is recreated every time the system boots.  After the reboot, what command would you use to identify any differences between the old and new files?

diff -c oldlog newlog

-c is not required, but makes understanding the output MUCH easier.

