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Over 35 years ago the first internet connection between nodes was created and technology of the world took a turn down a fast paced road of invention (Hobbes’). The founders of ARPANET could never have predicted the influence the internet would have on worldwide communication and education in the years to follow. Quite surprisingly, the influence of the internet increased exponentially as networking became readily available. As early as 1977 network communication took hold of the world as e-mail, newsgroups and an internet community were developing (Hobbes’). 
Internet access created a new way of life for the world as common daily activities, such as shopping, banking, researching, and even dating were transformed into predominately internet-based areas of life. For the most part users have reaped the benefits this face-paced community provides while others are beginning to uncover the potential dangers that vulnerable internet users expose themselves to. Although global networking creates unimaginable communication lines between people and convenient outlets for common daily activities, the same elements of the internet that provide these luxuries have become sources of fear among many users. The largest of these fears stems from web-based chat including live chats and chat rooms that supply a forum for seemingly unrestricted conversation with anonymous users.

The establishment of internet chat rooms was intended to provide users with a place to meet and communicate with other people who shared their same interests (NetAlert). The internet serves as a 24 hour “convenience mart” for communication providing users with unlimited access to the world. The global network opens the world and enables people to meet other users through live chat. Users who would not normally meet in everyday life are suddenly connected online. In fact, in a recent survey it was found that nearly 33% of all Internet users have entered into a live chat at some point (Chat Danger). Even more fascinating, is the growing number of children who are taking interest in chat rooms as a means of meeting peers. Unfortunately, this increased child interest in public chat rooms seems to be paired with a decreased presence of adult supervision and chat room restriction. Although “95 percent of parents say they monitor their children’s online activities, children can be much more savvy about cyberspace than their parents, nimbly circumventing well-intentioned but poorly equipped sentinels” (Lubrano). As a result, minors are seemingly addicted to online chat rooms and are increasingly exposed to unsuitable conversation and information. Due to the fact that chat rooms provide and open forum for anonymous conversation with little moderation, children can easily stumble upon chat topics that would generally be suited for adults only. 
Users, adults and children, praise the fact that chat rooms eliminate the pressure of face-to-face interaction when making friends and forming relationships. One’s true identity is never revealed online and as a result one’s inhibitions are lowered. Online interaction creates an eerie sense of trust with the unknown and it becomes impossible to verify the validity of one’s conversation and story. The anonymity of the internet allows chat room participants to feel more comfortable to speak without fear of being judged. Therefore, chat room conversations and topics of discussion are usually vastly different than normal interaction, often including topics one would never speak of to someone’s face. Although, “the vast majority of people in chat rooms are there for genuine reasons and there is an incredible amount of learning and sharing occurring each minute of each day on a global basis,” (NetAlert) there are also many users who abuse the anonymity chat rooms provide and thrive on creating false identities to meet people. As a result, all users are vulnerable to the manipulation and abuse of others.

The anonymity of online chat creates a wide range of potential dangers for internet users, especially children who are less likely to identify suspicious conversation. It is becoming increasingly challenging to monitor a child’s activity on the internet while respecting their privacy same time. The main concerns most parents have regarding their child include issues regarding contact, content, and commercialism, with emphasis on the former two. Parents worry that children will have contact with “someone online who may wish to harm them,” (Chat Guide) as well as the fear that increased internet prowess will lead to “children accessing inappropriate things, such as content on pornography, racism, and violence,” (Chat Guide) all of which cannot be censored unless complete control of internet surfing is implemented. 
Most parents believe that they are in control of their child’s online experience. However, in a survey of more than 2300 children, over “7 percent say they have met somebody from an internet chat room without checking with their parents” (Survey). For the most part parents find solace in the fact that their child’s online friends are a safe distance away while also believing that their interactions involve typical peers they would normally interact with on a daily basis. The naiveté of parents regarding internet chat rooms is highlighted by multiple surveys, “11 percent claimed they had felt uncomfortable with a conversation they had in a chat room” (Survey). Even more startling is the fact that most instances of harassment go unreported. The GSRI returned unsettling numbers from a recent poll: among the 20 millions children between 12 and 17 years of age that surf the web, “30 percent of girl users said they had been sexually harassed online, but only 7 percent said they had told their parents” (Schabner). From this I arm forced to draw one conclusion: online chat rooms have transformed from an opportunity to communicate with the world into a forum for the creeps of the world to thrive. The World Wide Web is increasing the dangers a child faces in everyday life. 

Not surprisingly, the increase in the number of children taking to the internet as a source of entertainment is leading to increased internet pedophilia. The most dangerous place for a child to go is an online chat room. These chat rooms give pedophiles an opportunity to deceive a child who cannot detect the warning signs of trouble. Adults are  misusing the internet to exploit the innocence of children and “pose as kids in chat rooms while offering to exchange personal information, such as addresses and phone numbers,” (Warning Signs) with hopes of tracking down their online ‘friend’ for further enjoyment. Prior to the creation of chat rooms it was harder for pedophiles to find people who share their interests and even harder to remain anonymous while seeking out their ‘prey’. Currently, “there are four major ways pedophiles are misusing the Internet: to traffic pornography, to locate children to molest, to communicate with children in a sexual manner, and to contact other pedophiles” (Holmes). The internet is no longer a safe haven for information and communication. We must concern ourselves with the safety of children as users are manipulating youngsters for their own pleasure. 

Chat rooms are not what they used to be: a positive aspect of the growing information highway. Instead, they are medium for obscure conversation and manipulation of unsuspecting internet users. When entering into a chat room one jumps into overlapping conversation with few opportunities to join in unless they offer an alluring comment such as “age/sex/location” or “looking for a new friend, anyone interested?” that will most assuredly receive a response. But this isn’t reality. No one begins conversation with someone they first meet by asking their age and sex or by offering themselves as a friend. Sure the basis of these chat rooms was once to connect people of similar interests, but rarely does one enter a chat room entitled “Seen Any Good Movies Lately” expecting to talk strictly about movies or to even talk about movies at all. Now, people use chat rooms as an opportunity to talk freely without worrying about people’s reactions, to talk to people in a way they would never do in person; chat rooms provide a place to be someone you are not without anyone finding out. Every time a person enters a chat room and engages in conversation they trust what they hear, they have nothing to prove otherwise. What has the world come to if we are going to continue providing such people a free forum for preying on innocent users?


Personally, chat rooms were never appealing. Whenever I did enter a room I would find myself frustrated with the inability to focus the topic of discussion around the title given to the room. Even worse were the times I couldn’t even enter into conversation because of the apparent ties already formed between members of the room. Instead of joining in conversation, I often observe the behavior of the chat room participants. As people came and left, there were always a dedicated few who would remain in the room waiting for a new friend. Others remained in conversation for a long period of time, often partaking in obscure series’ of question/answer. The few times I did talk in chat rooms, I usually received a barrage of responses because users were excited by a new conversationalist. If I talked I would usually be bombarded with questions or invited to private chats. Once the influx of such began I immediately left the chat room and deleted all conversations. Looking back I can see where naïve children would be drawn into such invitations. Sure, I don’t know if the people that attempted to talk to me were my age and looking for a true friend or if they were creeps looking for some fun, but I do know that no conversation like that of a chat room could get me to reveal myself to an anonymous person. However, some people find themselves lost in the thrill of anonymity. Chat rooms feed this thrill and create an opportunity for predators to go unidentified. In a world where there is no way to tell good vs. evil, there is no need for an online chat room that makes this distinction even harder. 

The majority of internet users may be genuinely looking for a person their age to talk to or someone to share their interests with, but how can we tell? It has become seemingly impossible to overlook the inappropriate communication occurring in chat rooms. How is one supposed to decipher between the truth and a lie when all they have to go by is generic text in the message box? Clearly, it has come time to eliminate this unrestricted access to children and other victims. For those that are desperate for communication with others, the internet provides numerous opportunities to create relationships outside of the chat rooms, including online dating services and internet personal ads, which involve much stricter regulation and moderation.  As for children, their safety is hard enough to protect in real life, let alone on the vast expanse of the internet. They should be restricted to using the internet for access to information and for talking to pre-existing friends. Chat rooms are no longer an essential element of online communication; they serve as a thorn in the side of Internet as a whole while depleting the credibility of the global network, serving little good to the online community. 
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