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Decisione 814/2005/CE
11 maggio 2005

» daParlamento e Consiglio Europeo

— istituzione programma comunitario pluriennale
inteso a promuovere un uso piu sicuro di
internet e delle nuove tecnologie online “ Safer
Internet”

« fenomeni negativi: spamming, pornografiainfantile,
razzismo
« investimento: 45 mil € fino a 2008

http://mww.eu.int lus/leg/it/Ivb/124190.htm
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Decisione 814/2005/CE
11 maggio 2005

* investimento: 45 mil €fino al 2008

— ripartizione indicativa delle spese

« |ottaai contenuti illegali: 25-30%

« contrasto ai contenuti indesiderati (spam) e nocivi
(virus): 10-17%

¢ promozione ambiente piu sicuro (forum Safer
Internet): 8-12%

* sensibilizzazione (contenuti illegali, indesiderati e
nocivi, “ sedel caso” tutela consumatori, protezione
dati, sicurezza reti): 47-51%

tecnologie della sicurezza
informatic@in sanita

* percezionee estion ischi
* dispositivi medici - ISO/DTR 16142
* rischi informatica - prCEN/TS 15260
o dati personali CE - prEN 14484

* chiave pubblica - 1SO/DIS 17090

geografia della normazione

www.ANSI.org
www.ASTM.org
www.1SO.org
WWW.CENORM.beQ&

www.UNI.com

N

CENTC 251

Working Group | Information Models

» Working Group Il Terminology and
Knowledge Bases

Working Group I11 Security, Safety and
Quality

Working Group IV Technology for
Interoperability

ISO o CEN per sicurezza
informatica sanitaria

« ISC Ith Informatics -- Public Key Infrastructure
— Pap g aLk and overview
« ISO Ith Informatics -- Public Key Infrastructure

« IS 4@ hith Informatics -- Public Key Infrastructure
neometmanagement of certification authority.

« ISO/IS 1ISO/22857 "Health Informatics: Guidelines on data

protection to facilitate trans-border flows of personal health

information"

« CEN aI Informatics — Security Categorisation
and Protecwemsfe™ i ecalthcare Information System

« CEN prEN 12251 Health informatics - Secure user identification

for health care - Management and security of authentication by
passwords

I SO per sicurezzainformatica sanitaria- 2

ISO/TS 22600-1: Health informatics — privilege management
and access control — Part and policy management

ISO/TS 22600-2: Health informatics — privilege management
and access control — Part models.

ISO/TS 22600-3: Health informatics — privilege management
and access control Implementations (not yet published).
ISO/TS 21091 Health informatics —directory services for
security, communications, and of professionals and
patients.

ISO technical specification 21298 Health informatics —
functional and structural roles.

ISO TR 20514, Health informatics - Electronic health record —

Definition gpe and context
1ISO/IEL 27799 Healfy Informatics: Guideline for security
managementosing ISO/IEC 17799
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s urity management,

« ISO/IEC 15408, Information Technology—Security
techniques—Evaluation Criteria for IT Security (Parts 1, 2 and 3),
1999.

* ISO/IEC TR 13335-1 Information technology -- Guidelines for the
management of IT Security -- Part 1: Concepts and models for IT
security

* ISO/IEC TR 13335-2 Information technology -- Guidelines for the
management of IT Security -- Part 2: Managing and Planning IT
security

* ISO/IEC TR 13335-3 Information technology -- Guidelines for the
management of IT Security -- Part 3: Techniques for management
of IT security

* ISO/IEC TR 13335-4 Information technology -- Guidelines for the
management of IT Security -- Part 4: Selection of Safeguards

* ISO/IEC TR 13335-5 Information technology -- Guidelines for the
management of IT Security -- Part 5: Management guidance on
network security

tecnologie della sicurezza
informaticain sanita
* percezione e gestione rischi 2
fonti deali standard
<aispositivi medici - ISO/DTR 16
* rischi informatica - prCEN/TS 15260
o dati personali CE - prEN 14484
* chiave pubblica- 1SO/DIS 17090

A=

——  sicurezza dispositivi medici

ISO © International Organization for Standardization, 2005
— Date: 2005-01-01
— Reference number of document: 1SO/DTR 16142

« Committee identification: ISO/TC 210/WG 2
— Secretariat: AAMI (for ANSI)

Medical devices — Guidance on the
selection of standards in support of
recognized essential principles of
safety and performance of medical
devices

ISO/DTR 16142 - riferimenti specifici

* 1SO 14971 Medical devices —
Application of risk management to
medical devices

* |ISO 13485 Medical devices —
Quality management systems —
Requirements for regulatory

purposes
* ISO/TR 14969 Medical devices — Quality management
systems — Guidance on the application of ISO 13485:2003

« SO 14155 series  Clinical investigations of medical
devices for human subjects

ISO/DTR 16142 - riferimenti generali

¢ ISO Guide 51, Guidelines for the inclusion of
safety aspects in standards.

¢ 1SO Guide 63, Guidance on the development
of International Standards in the field of
health care technology.

¢ I1SO Guide 64, Guide for the inclusion of
environmental aspects in product standards.

« |[EC 60513, Fundamental aspects of safety
standards for medical electrical equipment.

tecnologie della sicurezza
informaticain sanita

* percezione e gestione rischi
« fonti degli standar&®
* dispositivi medici -
* rischi informatica -
o dati person - prEN 14484
* chiave pubblica - 1SO/DIS 17090
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NWIP “Health informatics- Assuring patient
safety of health informatics products” (CEN/TR)

« da CEN/TC 251/WG llI: Health informatics -
Security, Safety and Quality
—2005-06-3
« informaticafuori da controllo per dispositivi medici
« diffusione sistemi di supporto alla diagnosi,
pressione di fattori economici (tempo) elegali
« transizione a pratiche paperless, rischio di
corruzione e perditadi dati

sicurezza informatica sanitaria: riferimenti generali

» EN 61508-4:2001, Functional safety of
electrical/electronic/programmable
electronic safety-related systems - Part 4.
Definitions and abbreviations (IEC 61508-
4:1998 + Corrigendum 1999)

* ISO/IEC Guide 51:1999, Safety aspects
— Guidelines for their inclusion in
standards

prCEN/TS 15260: Health informatics -
Classification of safety risks from health
informatics products (June 2005)

5 Principles of hazard and risk analysis

¢ 6 Assignment of arisk classto a health
informatics product

7 The analytical process

— Annex B (informative) Examples of assignment of Risk
Classes
< B.1 Hospital e-prescribing system with decision support
« B.2Bar code case note tracking system
« B.3 Research system for sexually transmitted diseases
« B.4 Ambulance Service Despatch System

tecnologie della sicurezza
informaticain sanita
* percezione e gestione rischi
« fonti degli standard |
* dispositivi medici /DTR 16142
* rischi informatica - 8

o dati personali CE - pipN 14484

* chiave pubblica - ISO/DIS 17090

prEN 14484 - Health informatics - International
transfer of personal health data covered by the
EU data protection directive (July 2003)

* 5 The European Data Protection
Directive (see annex A)
— 5.10 Security of processing (Article 17)

* 9 High Level Security Policy: the
content
—9.10 Principle Ten: security of processing

internationally authoritative documents
relating to security and data protection:

- EU Data Protection Directive "on the protection of
individuals with regard to the processing of personal data
and free movement of that data" [1];

- OECD "Guidelines on the Protection of Privacy and Trans-
border flows of Personal Data" [2];

- OECD "Guidelines for the Security of Information Systems"
[31;

- Council of Europe "Convention for the Protection of
individuals with regard to Automatic Processing of
Personal Data" No. 108 [4];

- "Council of Europe Recommendation R(97)5 on the
Protection of Medical Data" [5];

- UN General Assembly "Guidelines for the Regulation of
Computerised Personal Data Files" [6].
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prEN 14484:2003

9.10 Principle Ten: security of processing

» 9.10.3 Principle Ten, Guideline Two:
encryption during transmission

* 9.10.4 Principle Ten, Guideline Three:
proof of data integrity and
authentication of origin

* 9.10.5 Principle Ten, Guideline Four:
access control and user
authentication

prEN 14484:2003

9.10 decimo principio: sicurezza del
trattamento

documento
cifrato
“cifrotesto]

documento
leggibile

documento
leggibile

tecnologie della sicurezza
informaticain sanita
* percezione e gestione rischi
« fonti degli standard
» dispositivi medici - ISO/DTR 16142
* rischi informatica N&(CEN/TS 15260

Same= DRAFT INTERNATIONAL
STANDARD ISO/DIS 17090

¢ ISO © International Organization for Standardization,
2005
— ISOITC 215 Secretariat: ANS|
« Voting begins on: 2005-08-25
« Voting terminates on: 2006-01-25
Health informatics — Public key infrastructure —
¢ Part 1:Overview of digital certificate services
« Part 2: Certificate profile

¢ Part 3: Policy management of certification
authority

Sae= DRAFT INTERNATIONAL STANDARD
ISO/DIS 17090-1

* ISO © International Organization for
Standardization, 2005
—I1SO/TC 215 Secretariat: ANSI
« Voting begins on: 2005-08-25
« Voting terminates on: 2006-01-25
Health informatics — Public key
infrastructure —

» Part 1:0verview of digital certificate
services

crittografia

+123456789012345678901
«+ ABCDEFGHI LMNOPQRSTUVZ
*RSTUVZABCDEFGHI LMNOPQ
*+678901123456789012345

—giulio cesare

—acodcg tvmrlv
« chiave = 16 oppure AR
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crittografia smmetrica

-
L)

i

crittografia asimmetrica

documento
leggibile

CHIAVE
PUBBLICA

CHIAVE
PRIVATA
obiettivo: %gretezza>

crittografia asimmetrica

documento
leggibile /(@ mm— | oibile
=]

CHIAVE CHIAVE
PRIVATA PUBBLICA
obiettivo: autenticazi‘>

ISO/DIS 17090-1: PKI e PKC

PKI = infrastruttura a chiave pubblica

— uilizzatain relazioni tra proprietario di chiave
e dtre parti

» PKC = certificato di chiave pubblica

— X.509: collega unaidentita ad una chiave
pubblica

-ﬂlE DRAFT INTERNATIONAL STANDARD
ISO/DIS 17090-2

* ISO © International Organization for
Standardization, 2005
—I1SO/TC 215 Secretariat: ANSI
« Voting begins on: 2005-08-25
« Voting terminates on: 2006-01-25
Health informatics — Public key
infrastructure —

» Part 2: Certificate profile

ISO/DIS 17090-2: contenuti

« profili specifici per la sanita dei certificati
digitali basati su International Standard
X.509 e IETF/RFC 3280

— Health Care Certificate Types
* Public Key Certificates
— Root CA Certificates
— Subordinate CA Certificates
— Cross/ Bridge Certs
« Attribute Certificates
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ISO/DIS 17090-2:

Root CA Certificates
Subordinate CA Certificates
End Entity Certificates
 Individual
— Regulated Health Professional (Qudlified Certificate)

— Non Regulated Health Care Employee (Qualified
Certificate)

— Patient/Consumer (Qualified Certificate)

— Supporting Organization Employee (Qualified
Certificate)

¢ Organization
« Devices
« Application

ISO/DIS 17090-2:

Root CA Certificates
Subordinate CA Certificates
End Entity Certificates
* Individual
— Regulated Health Professional (Qualified Certificate
— Non Regulated Health Care Employee (Qualified Certificate)
— Patient/Consumer (Qualified Certificate)
— Supporting Organization Employee (Qualified Certificate)

+ Organization D

« Devices
* Application

ISO/DTS N266

» Health informatics — Security requirements for
archiving and backup —
— Part 1. Archiving of health records
1SCOPE
2NORMATIVE REFERENCES
3TERMSAND DEFINITIONS
4 ABBREVIATIONS (EXAMPLE

5PRINCIPLESOF ARCHIVING DATA

6 REQUIREMENTSFOR ARCHIVING OF HEALTH
RECORDS

)

7.0 MISCELLANEOUS
ANNEX A1 PRINCIPLESOF THE ARCHIVE
ANNEX B Examples of recording of laboratory results

6.17 Mar chio dei documenti
elettronici del paziente

ISO/DTS N266 {é‘

Dovrebbero essere contrassegnati con lafirma

elettronica. L integritade dati marchiati &

verificatadala“firma’.

— tipicamente un professionista sanitario, con un
marchio personale

« ...contieneinformazioni sul ruolo professionale, sia quello
individual e (es. specialista) che quello attribuito dalla
organizzazione (es. assistente di Medicinalnterna)

1l marchio deve contenere un “timbro” temporae

ISO/DTS N266

6.18 firma istituzionale

o ... "“firma’ dell’ organizzazione.
—..."“firma" del’archivio.
« verifica esterna==> archivio “notarile’.
* pud sogtituire la firma professionae.

(O ST

[ 4
“Institution’s Digital Signature” i! )
* laboratory test results 1
— multi-purpose container and digital
signature
—no each report

Takeda H et al. Hedlthcare public key infrastructure
(HPKT) and non-profit organization (NPO): essential for
healthcare data exchange. Int JMed Inform
2004;73:311-6 49

Osaka University, Japan E Ef ‘.R
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Appendix A8 Structural conversions
of electronic patient documents

¢ identifiesthe person

implementing the g Example
conversion. The o HL7
signature guarantees

indisputableness. The

original electronic

document containing

plain text and XML
signaturesis = and the signature
retained. | ‘et m‘mm_{w% of person (program)

implementing

Figure 13 the conversion

= DRAFT INTERNATIONAL STANDARD
ISO/DIS 17090-3

* ISO © International Organization for
Standardization, 2005
—I1SO/TC 215 Secretariat: ANSI
« Voting begins on: 2005-08-25
« Voting terminates on: 2006-01-25
Health informatics — Public key
infrastructure —
* Part 3: Policy management of
certification authority

ISO/DIS 17090-3: contenuti

* management issues involved in implementing and using
digital certificates in healthcare.

« defines a structure and minimum requirements for
certificate policies (CPs) and a structure for associated
certification practice statements.

« based on the recommendations of the IETF/RFC 647
Internet X.509 Public Key Infrastructure Certificate Policy
and Certification Practices Framework

< identifies the principles needed in a healthcare security
policy for cross border communication.

« defines the minimum levels of security required,
concentrating on the aspects unique to healthcare.

ISO/DIS 17090-3: contenuti

« attivita manageriali per introduzione certificati
digitali

« definizione struttura e requisiti minimi per
certificate policies (CPs) e direttive pratica
certificazione

¢ basato su raccomandazioni IETF/RFC 647
Internet X.509 Public Key Infrastructure
Certificate Policy and Certification Practices
Framework

¢ identifica principi sicurezza per comunicazioni
sanitarie transfrontaliere

« definizione livemmo minimo di sicurezza, per gli
aspetti specifici della sanita

ISO/DIS 17090-3: requisiti CP

* 6 Structure of healthcare CPs and healthcare
CPSs
¢ 7 Minimum requirements for a healthcare CP
— 7.1 General requirements
— 7.2 Publication and repository responsibilities
— 7.3 ldentification and authentication
— 7.4 Certificatelife-cycle oper ational requirements
— 7.5Physical controls
— 7.6 Technical security controls
— 7.7 Certificate, CRL and OSCP profiles
— 7.8 Compliance audit
— 7.9 Other businessand legal matters

Il sistema delle firme €elettroniche

Qualified Electronic Signature (QES)

QES =
Advanced
Electronic
Signature
(Art. 2.2)
created
with a
SSCD and
provided
with a QC

Electronic Signature (5.2)

Advanced Electronic Signature
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Direttiva Europea: cos' & una “Electronic
Signature”

« ES dati in formato elettronico attaccati o
logi camente associati con altri dati in formato
elettronico che ne forniscono un mezzo di
autenticazione

e In Italia vedi art. 1 c. 1 lett. cc) del D.P.R.
445/2000.

protezione del documento contro la falsificazione

ATTENZIONE!!
nUna firma scannerizzata & una electronic signature(!)

nll proprio nome scritto alla fine di un messaggio email &
una electronic signature(!)

livello documento cartaceo documento elettronico
sicur ezza
minimo Codicecivile Art. 2712 idem

Riproduzioni meccaniche

intermedio Codicecivile Art. 2702 Direttiva 1999/93/CE 13
Efficaciadellascrittura  dicembre 1999 (G.U. delle
privata. Sottoscrizione.  Comunita europee L. 13 del

13 dicembre 1999). Comma
2 art. 5. Firmaelettronica
“leggera”.

elevato Codicecivile Art. 2703  DPCM 13 gennaio 2004.
Sottoscrizione autenticata (GU n. 98 del 27 aprile

2004) Firmadigitale
(elettronica “forte”)
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