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domande ECM

1. Il trattamento informatico degli
esami in point-of-care

a) non e applicabile, a differenza degli esami thboratorio

b) & applicabile solo se si utilizza il sistemafiormatico fornito

con gli strumenti

c)e applicabile solo se consentito dagli utilizzati

d) va previsto come per tutti gli esami di laborabrio

e)nessuna delle precedenti

.‘ Connectivity Industry
Consortium Membership - 1

CORE VENDORS

Abbott Laboratories

Agilent Technologies

Bayer Diagnostics

BD John Hopkins
Instrumentation Laboratory
Lifescan/J&J

Medical Automation Systems
Radiometer Medical

Roche Diagnostics

Sunquest Information Systems

CORE PROVIDERS

Banner Health System
Bradford Royal Infirmary
Geisinger Healthcare Sy

Medical Institutions
Kaiser Permanente
Mayo Clinic

Profil GmbH

St. Vincent Mercy Medical Center
The Mount Sinai Hospital
University of lowa Healthcare




Connectivity Industry
Consortium Membership - ?

supporTING VENDORS International Technidyne Corporation (ITC)
Lantronix

Medtronic
Avocet Medical Motorola )

Orasure Technologies, Ig&.
Cerner h ia & Unioh
Clarinet Systems P armr?lma pio ‘

. SMS/Siemens

Comtrol Corporation
First Medical/Sigma Diagnostics TELCOR Inc
GE Medical Systems Information Tech

'\J

Abaxis Maurice

nologies LIAISONS
HemoCue
HemoSense
InterComponentWare AACC
COLA

i-STAT Corporation o
IFCC Scientific Division

Medical Devices Agency
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domande

2. lo standard informatico per gli
esami in esami in point-of-care

a) e stato sviluppato da un consorzio di produt
tori di strumenti analitici

b) e stato sviluppato da ISO
c) & stato sviluppato da CLSI (ex NCCLS)
d) e frutto di un accordo tra USA e UE

e) nessuna delle precedenti

2 Connectivity Industry
@ Consortium (CIC)

¢ OnOctober 20, 1999inaugural meeting (start-up) in Redwood City,ifCal
— point-of-care testing division of the AACC
— Agilent Technologies (formerly Hewlett-Packard badtories, Palo Alto, Calif),
— Enterprise Analysis Corporation (Stamford, Conn)

« In February 2000, 49 healthcare institutions, point-of-care diagiwogendors, diagnosti
c test system vendors, and system integrators fbtheeConnectivity Industry Consorti
um (CIC) to address this pointof-care diagnostiegnation problem. The CIC Board of
Directors created the following statement togulte €IC work teams:

“The vision of the CIC is t@expeditiously develop, pilot, and transfer the foudati

on for a set of seamless ‘plug-and-play’ POC commiugation standardsen
suring fulfillment of the critical user requiremerdf bidirectionality, device connection

commonality, commercial software interoperabilggcurity, and QC / regulatory compl
iance.”

Connectivity: The millennium challenge for pointadre testing
Kost, Gerald J Arch Pathol Lab Med. 2000;124:110&a1




da Babel a CIC

http://www.devicelink.com/mddi/archive/01/04/001ntit
http://lwww.poct.fraunhofer.de/about/index.html
http://lwww.aacc.org/AACC/members/divisions/lis/maeons/

IVD Industry Connectivity Consortium

ICC ok
October 16-17, 2007, Tarrytown, NY Connectivity
Indusiry Consortium

The focus of the organizing meeting was to
create an industry consortium to impro
ve IT connectivity standards inthe IVD i
ndustry, with the goal of reducing complexi
ty and variability when linking IVD systems
and software.




Connectivity Industry Consortium
March 2007 SUrVeY oo o

Informatics, New Jersey Institute of Technolog

y
Jay Jones, PhD, Director of Regional Labs an
Chemistry, Geisinger Medical Center

Current Middleware Applications
n=162

POC Connectivity |

Laboratory Instrument Manager

Auto-Verification of Results

Remote Instrument Diagnostics
Specimen Archive and Retrieval

Specimen Data Manager

Real Time Peer Compared QC [

Patient Reconciliation from Multiple EHRs ||\ |

Clinical Decision Using EHR and Lab Results

Calabria

Sicilia




IVD Industry Connectivity Consortium
ICC o
October 16-17, 2007, Tarrytown, NY Connectivity
Industry Consortium

The overall result of the consortium was a high de
gree of consensus among participants that imp
roved connectivity is needed, and that the IVD in
dustry is ready to create and fund a consortium t
0 meet this need. ...

In the next few months , the consortium will be inc
orporated, officers will be appointed, and foundin
g members will fund the organization.
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domande ECM

3. lo standard informatico per gli esami
in esami in point-of-care

a) e stato adottato da CLSI (ex NCCLS)

b) e stato adottato da ISO

c) entrambe le precedenti

d) e stato approvato dalle societa scientifiche
e) nessuna delle precedenti

CLINICAL AND
/ LABORATORY

STANDARDS
Connectivity INSTITUTE

Iindusiry Consartium

Connectivity; Apprd

Lou Dunka, PhD, Bryan Allen, Todd Cooper, Christopfetters, Wayne Mullins, James
Nichols, PhD, Thomas Norgall, Paul Schluter, PhDhd&bUleski

NCCLS. Point-of-Care Connectivity; Approved Standard. NC@icsimenPOCT1-A(l
SBN 1-56238-450-3). NCCLS, 940 West Valley Road, Blite Wayne, Pennsylvani
a 19087-1898, USA 2001.

Clinical and Laboratory Standards Institute. Poirft@are Connectivity; Approved Stand
ard—Second Edition. CLSI docum@@CT1-A2[ISBN 1-56238-000-0]. Clinical an
d Laboratory Standards Institute, 940 West VallegdR Suite 1400, Wayne, Pennsylv
ania 19087-1898 USA, 2006.)




2. [

quu‘ﬁ'r?mi}! IEEE RRSIEENVERS Health Level Seveﬂw
JUOAD3|T PUE [e211198]3 JO SISy

CIC, IEEE, HL7, CLSI

CIC Technical Publication

Device and |._: ISOfIEEE
A::essPG":| | 11073 ‘ %7

Device -] POIC CLSI
Messaging La:.-el :>| Sty ‘ Ij‘ Paint-of-Care |

Observation ||:r>| HL7 ‘ j

Renorting Intfc, LAPOCTSIG

CLINICAL AND
/ LABORATORY
STANDARDS

INSTITUTE

ol International
I Organization for
gL Standardization

CLINICJL AND
/ LABORRTORY
STANDARDS ISO

O
=
o
-
N
o
2

ute (as POCT1-A2) and was adopted, u
nder a special “fast-track procedure”, by
Technical Committee ISO/TC 215, Healt
h informatics in parallel with its approval
by the ISO member bodies.
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ISO/FDIS 11073-90101:2007
CLSI POCT1-A2
The Two Interfaces

Device Observation Reporting
Interface (EDI) Interface
%ew,f sy Access , POC Data LIS, CDR,
ocking points Networ Managers other CIS
Stations
= \
\ v \
Test Results, Test Results,
QA/QC Information Ordering Information
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International

Iso QOrganization for

e g Standardization

Device Interface Layers

OSI Layer Specification
7 Device Messaging Layer = DML
—-‘i
6 LMP-IAS TinyTP
IrLMP: Link Management Protocol
> DAP
IrLAP: Link Access Protocol - Devicea
nd Acce
Point
1 InfraRed RS-232 ) ssFoin

)

Canneclivity
Induziry Consortium

International

Iso Organization for

e Standardization

Open Systems Interconnection
Il modello di riferimento OSI

0S| Model
_ data unit layers

L'Open Systems Interconnection (megl
io conosciuto come Modello 1ISO/OSI)

€ uno standard stabilito nel 1978 dall'l

nternational Organization for Standardi
zation, il principale ente di standardizz
azione internazionale, (ISO), che stabil
isce una pila di protocolli in 7 livelli.
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DAP - DML

« Device and Access Point interfacéDAP) — specif I
ies the interface between a device and an Acces: s
int or concentrator. L

i

» Device Messaging Layer (DML)-the DML desc

ribes a complete messaging protocol (message =~
s and message flow) to exchange results and g
information (quality assurance and quality contr
between a Device and an Observation Reviewe
NOTE: This protocol may sit on top of any robust, rel &= |
le transport, such as the one described by the PADY ™~——
vice and Access Point specification.

dialog between a Device (DEV) an
an Observation Reviewer (OR):

DEV: Hello Observation Reviewer, I'm device ‘xyz’ml on-line.

OR: Hello ‘xyz’. You are a registered device. Plepsmeed.

DEV: Here is my device status. What else would §keime to do?

OR: Device ‘xyz’, please report your observations.

DEV: Here are my observations. What else would lif@ime to do?

OR: Device ‘xyz’, please report your device events.

DEV: Here are my device events. What else wouldlik@ime to do?

OR: Device ‘xyz’, please accept this Directive: ‘Xxx

DEV: | can perform directive ‘xxx’. What else wowau like me to do?
OR: Device ‘xyz’, please accept this vendor-sped@fimmunication: ‘yyy'.

DEV: | have received vendor-specific communicatiyy’. What else would you
like me to do?

OR: Device ‘xyz’, please terminate this conversation
DEV: Goodbye, Observation Reviewer.

d
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POCT1: example of the observation message

used to report a glucose test result.

<?xml version="1.0" encodin
g="UTF-8"?>

<IDOCTYPE OBS.R01 SYS
TEM "OBS.RO1.dtd">

<PT.patient_id V="PT222-5
5-7777">

<PT.location V="ICU-4"/>

<PT.name V="Jan Patient">

<GIV V="Janet"/>

<FAM V="Patient"/>

</PT.name>

<PT.birth_date V="1960-08-
29"/>

<OBS.observation_id V="1
517-2" SN="LN" DN=

"Glucose"/>
<OBS.value V="85" U="m
g/dL"/>
<OBS.method_cd V="M"/
>

<OBS.status_cd V="A"/>

<OBS.interpretation_cd V
="N"/>

<OBS.normal_lo-hi_limit
V="[80;120]" U="mg/
dL"/>

<OBS.critical_lo-hi_limit V
="[30;160]" U="mg/d
L"/>

<OPR.operator_id V="OP7
77-88-9999"/>

<OPR.name V="Pat Operat
or'>

<GIV V="Patrick"/>
<RGT.name V="GlucoseCo
ntrol"/>

<RGT.lot_number V="1234
56" SN="BCHMX" SV="1.
0"/>

<RGT.expiration_date V="
2002-05-31"/>

POCT1-A2: Appendix B. Device
Messaging Layer

Table 51. Specimen Source Field Values™

Cope | DescripTion Cope DEescriPTION

BE Bilateral Ears LVL Left Vastus Lateralis
ou Bilateral Eyes NB Nebulized

BN Bilateral Nares PA Perianal

BU Buttock PERIN | Perineal

CT Chest Tube RA Right Arm

LA Left Arm RAC Right Anterior Chest
LAC Left Antericr Chest RACF | Right Antecubital Fossa
LACF | Left Antecubital Fossa RD Right Deltoid

LD Left Deltoid RE Right Ear

LE Left Ear REJ Right External Jugular
LEJ Left External Jugular oD Right Eye

0s Left Eye RF Right Foot

LF Left Foot RG Right Gluteus Medius
LG Left Gluteus Medius RH Right Hand

13
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ﬁ- POCT2: la linea guida

Clinical and Laboratory Standards Institute (CLS
). Implementation Guide of PO(
T1 for Healthcare Providers; P
roposed Guideline

CLSI document POCT2-P (ISBN 1-56238-630-1). Cliharad La
boratory Standards Institute, 940 West Valley R&dte 1400,
Wayne, Pennsylvania 19087-1898 USA, 2007.

Vote due by Monday, 7 May 2007

4
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"POCT2: solo per utilizzatori

* [POCT1]is very technical, there is soraek of understa
nding, evenconfusion, as to its practicality.

» [POCTZ2] ... is intended for use Inealthcare provideran
d end users responsible for point-of-care testihgill pre
sentsome backgrounan the rationale behind POCT1 an
d will describe the practical manner in which ajggliion o
f the standard to the POCT device/system shoulahipén
e flow of data between the testing system, therdataage
r and the LIS/HIS.

* ... A separate guideline, intended to assist deviaaufact
urers, will also be available.

POCT2: contenuti

4 Descriptions and ldeal Charact 5 Security @ I
eristics 5.1 Risk Management and Risk

4.1 General Principles Analysis

4.2 Primary Requirements

4.3 Secondary Requirements 6 Information That Can Be Tra

4.4 Future Characteristics nsferred

4.5 Description of POCT System 6.1 Obligatory Information ltem
4.6 Software and Interfaces S

4.7 Possible Mechanisms of Infor 6-2 Optional Information ftems
mation Transfer
7 Questions to Be Asked

Appendix. Risk ldentification
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POCT?2: 4 Descriptions and
|deal Characteristics

4.1 General Principles

4.1.1 Use Existing Infrastructure
4.1.2 Security

4.1.3 International Needs

4.1.4 Individualized Data Access
4.1.5 Desirable Features

4.2 Primary Requirements.

4.2.1 Bidirectional Connectivity

4.2.2 Standardized Device Connections, Plug and P
lay

4.2.3 Use Existing Infrastructure

4.2.4 Conservation of IP Addresses

4.2.5 Ability to Meet Regulatory Guidelines

4.2.6 Compatibility With LIS Order Generation

4.2.7 Interoperability With Commercial Software

4.2.8 Security

4.2.9 Connectivity Doesn’t Impede a Timely Result

4.2.10 Easy to Use

4.3 Secondary Requirements

4.3.1 Configurable User Model

4.3.2 Instrument Dock Integration
4.3.4 Ability to Qualify Results

4.3.5 Manual Data Entry

4.3.6 Remote Access

4.3.7 Result and Test Menu Blocking
4.3.8 Data Utilization

4.4 Future Characteristics
4.4.1 “Expert System” Analysis
4.4.2 Locator Capability

POCT2: importanti

4.2 Primary Requirements.

4.2.3 Use Existing Infrastructure

4.2.4 Conservation of IP Addresses

4.2 5 Ability to Meet Regulatory Guidelines 4-3 Secondary Requir

4.2.6 Compatibility With LIS Order Generation ements
4.2.7 Interoperability With Commercial Soft -

ware
4.2.8 Security

4.3.4 Ability to Qualif
y Results

4.2.9 Connectivity Doesn’t Impede a Timely 4:3.5 Manual Data En

Result
4.2.10 Easy to Use

try
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POCT2: analisi dei rischi

Appendix. Risk Identification

Basis for identification of risks and risk contr
ols should be a matrix to be filled

Severity

Critical High HL

Moderate Medium ML MM

Insignificant Low LL LM LH
Low Medium High Probability of
Unlikely Sporadically Probable Occurrence

* Red area—Unacceptable, risk control measures are to be defd and validated
* Yellow area—Control measures are recommended, the total courtf yellow risks is to be minimized
» Green area—Acceptable area
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domande
4. una applicazione commerciale
dello standard informatico per POCT

a) va provata sul campo nella sede di installazi
one

b) puo essere provata e validata in un connect
aton IHE

c) va certificata secondo ISO
d) non esistono applicazioni commerciali
e) nessuna delle precedenti

GMSIH, HL7 France H’, SFIL, HL7 Germany, IHE-J, JAH IS, IHE ltaly

Integrating the Healthcare Enterprise

‘ IHE Laboratory Technical
o Framework
| —/' Supplement 2005-2006
Laboratory Point Of Care Testing
(LPOCT) Integration Profile

1§




Closng date for vating

200-0321SO DTR 28380-1 2007- 07- 23

Health Informatics - IHE Global Standards Adoption —Part 1: Process

2-Deployment Process *ﬁ

Laboratory Technical Framework
Integration Profiles

« LaboratoryScheduled Workflow (LSWF): covers the workflow related to tests
performed by a clinical laboratory, fulfilling amder for a well-identified patient

» LaboratoryDevice Automation(LDA) describes the workflow between the Aut
omation Manager and a set of laboratory equipmuamived in the testing proce
ss.

» LaboratoryPoint Of Care Testing(LPOCT) covers the workflow related to clin
ical laboratory tests performed on the point okaar on patient’s bedside, by wa
rd staff.

« Laboratoryinformation Reconciliation (LIR ): covers the workflow related to te
sts performed by a clinical laboratory under exioeatl situation: patient unident
ified or misidentified, order not existing...

e LaboratoryCode Set Distribution (LCSD) provides a way for an application ow
ning a code set in the domain of clinical labonatgrattery, test and observation
codes) to send it to other applications.

19




attori IHE

order
POC data

ADT /
placer %
manager

result order
tracker filler J0jesauab
}insald DOd

Core difference
between LPOCT and LDA

When the clinical testingiorkflow is initiated by the a
nalytic testing producing a set of observations, and
hen there is neither significant pre-analytic nostga
nalytic process, then the analytic part of thiskflomw
will be treated within the Laboratory Point Of Cdre
sting profile.

In all other cases the analytic workflow is covebgyd_aboratory Device Automation pr
ofile. This LDA profile supports the clinical testj workflow when it is initiated by
an ordeyirrespective of whether this order is createthatOrder Placer level or at t
he Order Filler level, and wherever the analyzeed@cated (on the point of care or
in a laboratory).




2.4 Actors in Laboratory
Technical Framework

» Point Of Care Result Gener

ator (POCRG)

* Point Of Care Data Manage

r (POCDM)

* Order Filler

LPOCT Profile:
Actors/Transactions Diagram

LAB-30:

Initiate pont
of care
testing on a
patient
specimen

POCRG

POCDM

LAB-31:

Produced observation set

LAB-32:

Accepted observation set

Order Filler

2]




Order Result
| Order Placer | | Order Filler | | pocou | [ Pocré | Tracker
| oo
{ ] Specimen 1
LAB-30 to test for —
Check patient a parient Part
1dentity 2
d Test Part
LAB-31- performed, 3
ARLD- H N e—— ~ observations
LA.-\E 2 i LAB-32 Produced | produced —
: Create Accepted | | observations Part
D . placer order observations set set :
i Perform
= clinical
validation of
POCT il
LAB-1: ohservations 5
D Order "o
T completed ] LAB-3: Results vahidated L:I
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Sanzioni 196,03 %

¢ Violazioni amministrative

- 161. 3-18000 €, 5-30000 € ‘ .
(aum. fino 3 volte) T

- 162. 5-30000 €

500-3000 € o Illeciti penali
- 163 10-60000 € + diffusion - 167. 6-18m / 6-24m /
e media 1-3a
- 164. 4-24000 € - 168. 6m-3a
- 165. 161 162 164 event. di - 169. 0-2a / 10-50000 €
ffusione media - 170. 3m-2a
- 171. Legge 300/70 art.
38
- 172. + diffusione medi
a

196/03 Art. 4 Definizioni

dati personali

c. "dati identificativi", i dati personali che permettono l'identifi
cazione diretta dell'interessato;

d. "dati sensibili", i dati personali idonei a rivelare I'origine razzi
ale ed etnica, le convinzioni religiose, filosofiche o di altro gen
ere, le opinioni politiche, I'adesione a partiti, sindacati, associa
zioni od organ|zza2|on| a carattere religioso, filosofico, politico
0 sindacale sRanahe = goali idonei a rivelare lo stato di

RSalute e la vita sessuale;

e. "dati giudiziari datl personali idonei a rivelare provvedime
nti di cui all' artlcolo 3, comma 1, letteredaa)ao)edar) au)

, del d.P.R. 14 novembre 2002, n. 313, in materia di casellario
giudiziale, di anagrafe delle sanzioni amministrative dipendent
i da reato e dei relativi carichi pendenti, o la qualita di imputat
0 o di indagato ai sensi degli articoli 60 e 61 del codice di proc
edura penale;
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Illeciti penali 196/03 Art. 169
Misure di sicurezza

e Chiunque, essendovi tenuto, omette
di adottare le misure minime prev
e dall'articolo 33 € punito con I'ar
sto sino a due anni o con I'amm
da da diecimila euro a cinquant
mila euro

e Art. 33 Misure minime

- 1. Nel quadro dei piu' generali obblighi di sicurezza di
cui all'articolo 31, o previsti da speciali disposizioni, i
titolari del trattamento sono comunque tenuti ad adot
tare le misure minime individuate nel presente capo
o ai sensi dell'articolo 58, comma 3, volte ad assicura
re un livello minimo di protezione dei dati personali.

196 /03 Art. 34 Trattamenti
con strumenti elettronici

e 1. Il trattamento di dati personali effettuato con strumenti elettronici & consentito
solo se sono adottate, nei modi previsti dal disciplinare tecnico contenuto nell'alle
gato B), le seguenti misure minime:

a. autenticazione informatica;

b. adozione di procedure di gestione delle credenziali di autenticazi
one;

c. utilizzazione di un sistema di autorizzazione;

d. aggiornamento periodico dell'individuazione dell'ambito del tratta
mento consentito ai singoli incaricati e addetti alla gestione o alla m
anutenzione degli strumenti elettronici;

e. protezione degli strumenti elettronici e dei dati rispetto a trattame
nti illeciti di dati, ad accessi non consentiti e a determinati program
mi informatici;

f. adozione di procedure per la custodia di copie di sicurezza, il riprist
ino della disponibilita dei dati e dei sistemi;

g. tenuta di un aggiornato documento programmatico sulla sicurezz
a,

h. adozione di tecniche di cifratura o di codici identificativi per determ
inati trattamenti di dati idonei a rivelare lo stato di salute o la vita s
essuale effettuati da organismi sanitari.
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196 /03 Art. 35 Trattamenti

senza l'ausilio di strumenti
elettronici

o Il trattamento di dati personali effettuato senza I'ausilio
di strumenti elettronici € consentito solo se sono adottat
e, nei modi previsti dal disciplinare tecnico contenuto ne
II'allegato B), le seguenti misure minime:

a. aggiornamento periodico dell'individuazione dell'a
mbito del trattamento consentito ai singoli incaricati
o alle unita organizzative;

b. previsione di procedure per un'idonea custodia di at
ti e documenti affidati agli incaricati per lo svolgimen
to dei relativi compiti;

c. previsione di procedure per la conservazione di deter
minati atti in archivi ad accesso selezionato e disci
plina delle modalita di accesso finalizzata all'identific
azione degli incaricati.

196/03 Art. 4 Definizioni

autenticazione informatica

c. "autenticazione informatica", |'insieme degli strumenti elet
tronici e delle procedure per la verifica anche indiretta dell'id
entita;

d. "credenziali di autenticazione", i dati ed i dispositivi, in po
ssesso di una persona, da questa conosciuti o ad essa univoc
amente correlati, utilizzati per I'autenticazione informatica;

e. "parola chiave", componente di una credenziale di autentica
zione associata ad una persona ed a questa nota, costituita d
a una sequenza di caratteri o altri dati in forma elettronica;

f. "profilo di autorizzazione", I'insieme delle informazioni, univ
ocamente associate ad una persona, che consente di individu
are a quali dati essa puo accedere, nonché i trattamenti ad e
ssa consentiti;

g. "sistema di autorizzazione", |'insieme degli strumenti e dell
e procedure che abilitano I'accesso ai dati e alle modalita di tr
attamento degli stessi, in funzione del profilo di autorizzazion
e del richiedente.
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POCT1-A2 Appendix D. Requirements
1.1 General Principles

1.1.2 Security
1.1.2.1 Point-of-Care User’s Issue

Maintaining the security of data and access is misse
lal. POCT data contains confidential patient infor
mation.Encryption should be further considered,
particularly with communication outside the user’
s intranet and wide area network. Using the same
security that LIS vendors do should be adequate.
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