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Question 1 

	
	(a)
	The MAJOR advantage of the risk assessment approach over the baseline approach to information security management is that it ensures appropriate levels of protection are applied to information assets. Describe in table form the differences between the risk assessment approach and the baseline approach.
	

	
	(b)
	Suggest two methods to protect email clients from virus/worm attacks.
	

	
	(c)
	State one disadvantage for each of these methods.
	


Answer:

	1a
	Risk Assessment approach

Baseline approach

Integrated many people’s experience then setting up policies and guidelines

Just integrated own experience then setting up policies and guidelines
May be integrity 

Must not be integrity



	1b
	i) Setting up the firewall

ii) Install anti-virus.

	1c
	i)E-mail transfer time will longer and not effective.

ii)Firewall and anti-virus need cost.


Question 2
	
	(a)
	Define Threats and Vulnerabilities that affect information systems. 


	

	
	(b)
	State TWO risk assessment methods commonly used in analyzing risk in an information system.


	

	
	(c)
	State TWO advantages of each method in (a)


	


	
	(d)
	You are the information security officer of a medium-size company. Recently, your senior management had passed an article in a computer magazine for you to read.

On January 30, 2005, a new computer worm W32/Sober.k@MM was discovered. This new variant, which is written in VB bears the following characteristics: 

· contains its own SMTP engine 

· source/target email addresses are harvested from the victim machine 

· outgoing messages maybe in English or German 

· Mail Propagation 

· spoofs the "From" header of constructed messages 

The worm is packed with UPX.

· The worm extracts target email addresses from the victim machine, and writes them to the file DATAMX.DAM in the %SysDir% . 

The importance of the mail is set to "High" (this will only have an effect for certain mail clients)…..

	

	
	
	After reading the above article, you want to carry out a risk analysis and make some suggestions to your managing director. Here are some guidelines for your tasks:

· You can use the format of the following table to help you with the risk analysis.

· Your risk analysis is not limited to risks associated with virus/worm.

· For simplicity, you should identify no more than 3 assets in this exercise. For each asset, you should not use more than 3 threats, and identify ONE vulnerability for each threat.

· Suggest suitable controls for the top 3 vulnerabilities with highest security impact.
	

	Assets

(H,M,L)

Threats

(H,M,L)

Vulnerability

(H,M,L)

Priority

Controls

(keys: H: high, M: medium; L: Low)



	
	(e)
	Which risk assessment method in (b) are you using?
	

	2a
	Vulnerabilities mean the weakness of a risk-reducing safeguard.

Threats mean an event that someone use vulnerabilities to attack.

	2b
	i) Quantitative (Objective). 

Cost-benefit analysis is perform. Need to understand the properties of threats and its likelihood the value of asset in $$$.

ii) Qualitative (Subjective). 

Risk evaluation based on subjective rating of a group of experienced team members. Usually, rating is given to a specific event in term of rate such as H, M, L. Factors used includes severity, likelihood, impact.

	2c
	i)  Quantitative (Objective)

1. Assessment & results are based substantially on independently objective processes & metrics. Thus, meaningful statistical analysis is supported.

2. The value of information as expressed in monetary terms with supporting rationale is better understood. Thus, the basis for expected loss is better understood.

ii) Qualitative (Subjective)

1. Calculations are simple and readily understood and execute.

2. Not necessary to determine quantitative threat frequency & impact data.


Answer:
	2d
	Assets

(H,M,L)

Threats

(H,M,L)

Vulnerability

(H,M,L)

Priority

Controls

Services assets

H

Missing client files

H

Weak security tools

M

24
Update window services and firewall services.
Also update anti-virus.

Non-tangible assets

H

Reputation and goodwill or company image will be lost in the business
H

No body will trust the email content when the emails are sent from my company

H

27

Notice the client in another possible way such as newspaper, TV and phone.


	2e
	In (b), I am using Qualitative
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