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1. Course Description:

This course will examine the various aspects of computer security and reliability as they relate to computer systems in general and to distributed systems in particular.  As stated in the Webster University Graduate Catalog:

Students will study hardware and software reliability and security using currently available technology.  Emphasis will be placed on security analysis of the system, physical threats to systems, virus protection, system recovery, and encryption.

2. Incoming Competencies:

Students should have completed COSC-5000 but make take this course concurrently with COSC-5000 with permission of the instructor.

3. Course Statement of Objectives:
Upon completion of this course, students will exhibit competence in the following areas:

· computer security

· computer reliability

· threats to computer systems

· computer viruses

· “hackers”

· internet security

4. Course Schedule

The schedule will be developed jointly by the instructor and the students.  Below is a tentative schedule of topics to be discussed, and is subject to change after the first night of class.
	Class #
	Topic(s) to be covered

	1
	Introductions

Finalization of course topics and assignments

	2
	Physical security

Network and System Reliability

Firewalls

	3
	Hackers and hacking

Viruses

Denial of Service attacks

	4
	Biometrics

Password security and administration

	5
	SSL

Encryption

	6
	Fraud

Legal issues

Identity theft

	7
	Computer crime

Computer espionage

	8
	Fault tolerant systems

Future issues in security and reliability

	9
	Course summary and evaluations

Final exams due


5. Conduct of the Course:

This course will consist of directed reading, research, and group discussion.

6. Required Text:

This course does not have a required textbook.  Based upon the topics to be discussed, research will be performed using sources of information on the Internet.

7. Supplemental Readings and other Materials:

Where appropriate, the instructor will suggest readings to the students.

8. Course Requirements and Grading:

The course grade will be based upon class participation and the final examination.

9. Disclaimer:
As many factors may affect the development and progress of a class, the instructor reserves the right to alter this syllabus as may be required to assure attainment of course objectives.

Course Attendance:  The University reserves the right to drop students who do not attend class the first week of the term/semester.  Students are expected to attend all class sessions of every course.  In the case of unavoidable absence, the student must contact the instructor.  The student is subject to appropriate academic penalty for incomplete or unacceptable makeup work, or for excessive or unexcused absences.  Generally, a student who misses more than one four-hour course period (per course) without a documented military, professional, or medical excuse and advanced permission of the instructor should withdraw from the class.

Conduct:  Students enrolling in a degree program at Webster University assume the obligation of conducting themselves in a manner compatible with the University’s function as an educational institution.  Misconduct for which students are subject to discipline may be divided into the following categories:

1.  All forms of dishonesty, cheating, plagiarism, or knowingly furnishing false information to the University.

2.  Obstruction or disruption of teaching, research, administration, disciplinary procedures, or other University activities or of other authorized activities on University premises.

3.  Classroom disruption.  Behavior occurring within the academic arena, including but not limited to classroom disruption or obstruction of teaching, is within the jurisdiction of Academic Affairs.  In cases of alleged campus and/or classroom disruption or obstruction, a faculty member and/or administrator may take immediate action to restore order and/or to prevent further disruption (e.g., removal of student[s] from class or other setting).  Faculty members have original jurisdiction to address the immediacy of a situation as they deem appropriate.  When necessary and appropriate, Public Safety and/or the local [or military] police may be contacted to assist with restoring peace and order.  Faculty response is forwarded to the academic dean (or his or her designee) for review and, if necessary, further action.  Further action might include permanent removal from the course.  Repeated offenses could lead to removal from the program and/or the University.

4.  Theft of or damage to property of the University.

Students who cheat or plagiarize may receive a failing grade for the course in which the cheating or plagiarism took place.  Students who engage in any of the above misconducts may be subject to dismissal from the University on careful consideration by the executive vice president of the University or his designee.  To the extent that penalties for any of these misconducts (e.g., theft or destruction of property) are prescribed by law, the University will consider appropriate action under such laws.

Course Contact Hours:  Unless a course has enrolled fewer than four students, faculty have a contractual obligation to meet the full complement of contact/meeting hours (32 for undergraduate courses; 36 for graduate courses).  Not to meet this full complement of hours may be construed as a breach of contract and may also endanger Webster University’s accreditation through the North Central Association of Colleges and Schools and its licensure by the State of Florida.  Finally, course meetings which are missed for any reason must be made up.
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COSC-5130:  Computer Security and Reliability

Topic List

The following list will be used for selecting topics for the in-class discussions.  We will be covering approximately 20 of these topics.  Topics will be assigned based upon student preferences where possible.  It may be possible for students to suggest additional topics with the approval of the instructor.  Dates for the presentations will also be assigned based upon student preferences.  

Topics:

1. Hackers and hacking

2. Firewalls (corporate)

3. Firewalls (personal)

4. Internet security

5. VPN

6. Biometrics

7. Password technology and administration

8. SSL

9. Local area network security

10. Wide area network security

11. Computer espionage

12. Computer crime

13. Encryption

14. Disaster recovery and contingency planning

15. Legal issues involved in data security

16. Virus

17. Database security

18. Managing a data security organization

19. Reliability of network-attached storage

20. Denial of service attacks

21. Data center physical security

22. Personal computer and laptop physical security

23. Data security future issues

24. Personal computer reliability issues

25. Local area network reliability issues 

26. Wide area network reliability issues

27. Fault tolerant systems

28. Security for the home office

29. Identity theft

30. Threats to data security

